Industry Resource Links

Topic: Security

Industry Resource Links is a guide created by Pearson giving descriptions of, and
links to, a variety of external stakeholder materials that are publicly available that
you might find helpful in supporting your teaching and delivery of the Security Topic
from the Core Component:

The links aim to show a selection of industries/employers that are high quality
examples for the topics within the case study. Enabling your students to gain
industry knowledge that is cutting edge and innovative, and supporting you in
bringing the topic to life’ within a classroom environment.

We leave it to you, as a professional educator, to decide if any of these resources
are right for you and your students, and how best to use them.

Pearson is not responsible for the content of any external internet sites. It is
essential that you to preview each website before using it in class so as to ensure
that the URL is still accurate, relevant and appropriate. We’d also suggest that you
bookmark useful websites and consider enabling students to access them through
the school/college intranet.

Title:

Cybersecurity Basics

Description

You've probably heard about Ransomware or read about it in the news.
Maybe you've got a pop-up on your computer screen right now warning of
a ransomware infection. This resource will tell you all about ransomware’s
different forms, how you get it, where it comes from, and what to do to
protect against it.

Supports 8.1.3 Understand potential technical threats and vulnerabilities to systems,
data and information
Cost Free
Format Website link
Screenshot All about ransomware
lRansormnn
What is ransomware?
How do | get ransomware?
Link https://www.malwarebytes.com/ransomware/
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Title:

Teiss

Description | Has wide range of video articles on persistent and current cyber threats
organisations face.
Supports 8.1.3 Understand potential technical threats and vulnerabilities to systems,
data and information
Cost Free
Format web page with a link -
Screenshot REGISTERI | SIGNIN | Q
i NEWS CISOS THREATS CULTURE & EDUCATION EVENTS OPINION VIDEO PODCASTS DIRECTORY WHITE PAPERS
Threats
f\@v_\du range of articles, videos and interviews concerning persistent and current threats that organisations
D -
cs| Why is the debate on Third party risk | Advice on managing third
biometrlcs and surveillance important party risk during COVID-19
Link https://www.teiss.co.uk/category/threats/
Title: National Cyber Security Centre
Description | Article on suspicious email reporting service being rolled out in the UK and
how it's using the public to fight cybercrime.
Supports 8.1.1 Understand the importance of maintaining privacy and confidentiality
of an organisation’s information
8.1.3 Understand potential technical threats and vulnerabilities to systems,
data and information
Cost Free
Format Website Link
Screenshot
REGISTER B/ | SIGNIN | Q
: NHEWS CISOS THREATS CULTURE & EDUCATION EVENT_S OPINION VIDEO PODCASTS DIRECTORY WHITE PAPERS
Phishing
s -4 5
f
"
" The National Cyber Security Centre's new Suspicious Email Reporting
Service is beginning to pay off as far as fighting cyber crime is concerned
with the British public reporting over 160,000 suspicious emails to the new
service in just two weeks.
21st April, NC: Phishing ‘ .
’ . u - SZ\::‘:::clamd phishing attacks grew by 600%
Link https://www.teiss.co.uk/public-flags-suspicious-emails-ncsc/
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Title: Malwarebytes
Description | Describes how malware infects your computer.
Supports 8.1.4 Understand potential physical vulnerabilities to systems, data and
information
Cost Free
Format Web link
Screenshot Malwarebytes
JUMPTO feee ]
 ———
Malware & -
) i 3 A
[N ]
"/( N s ),A
All about malware
Link https://www.malwarebytes.com/malware/
Title: Malwarebytes
Description | Case Studies of 4 different organisations; Woodlands Transport, Mizuno,
Pikes Peak and Spellman on how they implemented safeguarding
measures against cyber threats.
Supports 8.1.2 Understand the potential impact on an organisation of failing to
maintain privacy and confidentiality
Cost Free
Format Web Link then links to PDF Case studies
Screenshot Malwarebytes
Woodlands Transport rolls with extra protection against malware
G “We chose the right solution. We replaced our previous antivirus in weeks. attacks are di: ive, and with
Malwarebytes blocking attacks, the business is happy, because it's business as usual.” — Marcus Lee, Manager, Group Information
Technology, Woodlands Transport Service Pte Ltd.
Mizuno hits malware protection out of the park in the U.S. market
Y “It's one thing for @ machine to be destroyed by malware, but when you see that Malwarebytes is also helping stop data from being
MIZU'IIJ :::::e:s::badms, that's huge. | feel good knowing that those sites are being blocked.” — Chris D'Angelo, Network Administrator,
Link https://resources.malwarebytes.com/casestudies/
3
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Title: Malwarebytes
Description | A vast collection of resources including analyst reports, webinars and
infographics on cybercrime, threats and malware products and solutions.
Supports 8.2.2 Understand the interrelationship between security, identity,
confidentiality, integrity, availability, threat, vulnerability and risk
management within a business context
Cost Free
Format Webinars
Screenshot M™alwarebytes
Webinars VIEW AL
E E ™ ‘ -‘
= m= E&
o ) n‘,.’l ncomariis
™ ™ ——
Link https://resources.malwarebytes.com/#analyst-reports
Title: SQL Injection demo
Description | Useful website that demonstrates how SQL injection works. The website is
interactive and illustrates some of the basic concepts.
Supports 8.1.3 Understand potential technical threats and vulnerabilities to systems,
data and information
Cost Free
Format Web link
Screenshot
s L BANK®
Trust us with your money
Link www.hacksplaining.com/exercises/sql-injection
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Title:

Hacking: The Art of Exploitation (2nd Ed.) by Jon Erickson

Description

Look into the world of creative problem solving and exploitation. Rather
than simply walking through how different exploits work, this book
provides a holistic view of programming, network communications, and
current hacking techniques.

Supports 8.1.4 Understand potential physical vulnerabilities to systems, data and
information
8.2.2 Understand the interrelationship between security, identity,
confidentiality, integrity, availability, threat, vulnerability and risk
management within a business context

Cost £23.29 (Kindle) / £31.56 (Paperback)

Format Ebook or paperback

Screenshot

©)

Link https://www.amazon.co.uk/Hacking-Art-Exploitation-Jon-
Erickson/dp/1593271441

Title: Social Engineering: The Science of Human Hacking.

Description

Looks at how cases both the creative genius and laziness of hackers. Why
go through all the rigmarole and effort of breaking and climbing through a
virtual window when you can walk through an open front door? This book
looks at the vulnerabilities that exist within the human elements of a
business and breaks down how you can recognize, anticipate, and prevent
social engineering attacks.

Supports 8.1.4 Understand potential physical vulnerabilities to systems, data and
information
8.2.3 Understand processes and procedures to mitigate threats and ensure
security
Cost £16.72 (Kindle) / £17.60 (Paperback)
Format EBook or Paperback
Screenshot B .
Slofcijat
ENGINEERING
The Science of
Human Hacking
Link https://www.amazon.co.uk/Social-Engineering-Science-Human-

Hacking/dp/111943338X/
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Title:

Geekforgeeks

Description

What is information security

Supports

8.1.5 Understand potential human threats and vulnerabilities to systems,
data and information

Cost

Free

Format

Web link

Screenshot

Threats to Information Security

What is Information Security?

Information Security is not all about securing from access Security is

s basically the practice of preventing unauthorized access, use, disclosure, disruption, modification, inspection,
| v higeon recording or destruction of information. Information can be physical or electrical one. Information can be anything
like Your details or we can say your profile on social media, your data in mobile phone, your biometrics etc. Thus
Information Security spans so many research areas like Cryptography, Mobile Computing, Cyber Forensics, Online
Social Media etc

How to validate an IP address using
Regular Expressions in Java

Difference between CSMA/CA and

pelipias During First World War, Multi-tier Classification System was developed keeping in mind sensitivity of information.

With the beginning of Second World War formal alignment of Classification System was done. Alan Turing was the

o hine which was used by Germ !
Double DES and Triple DES one who successfully decrypted Enigma Machine which was used by Germans to encrypt warfare data

Information Security programs are build around 3 objectives, commonly known as CIA - Confidentiality, Integrity,
| Difference between URL and URI Availability

Design Issues in Network Layer
1. Confidentiality - means information is not disclosed to unauthorized individuals, entities and process. For

WPA Full Form example if we say | have a password for my Gmail account but someone saw while | was doing a login into

Gmail account. In that case my password has been compromised and Confidentiality has been breached

2. Integrity -~ means maintaining accuracy and completeness of data. This means data cannot be edited in an
unauthorized way. For example if an employee leaves an organisation then in that case data for that employee
in all departments like accounts, should be updated to reflect status to JOB LEFT so that data is complete and
accurate and in addition to this only authorized person should be allowed to edit employee data

Availability -~ means information must be available when needed. For example if one needs to access
information of a particular employee to check whether employee has outstanded the number of leaves, in that
case it requires from different
operations, incident response and policy/change management

Top 5 High
Networ

st Paying Jobs in

Difference Between Symmetric and
Asymmetric Key Encryption

w

teams like network development

Link

https://www.geeksforgeeks.org/threats-to-information-security/

Title:

Computer Security Fundamentals, 4th Edition

Description

Drawing on 20+ years of experience as a security instructor, consultant,
and researcher, Easttom helps students take a proactive, realistic approach
to assessing threats and implementing countermeasures

Supports

8.1.4 Understand potential physical vulnerabilities to systems, data and
information

8.1.5 Understand potential human threats and vulnerabilities to systems,
data and information

8.2.3 Understand processes and procedures to mitigate threats and ensure
security

Cost

£30.62 (Kindle) / £34.20 (Paperback)

Format

Book

Screenshot

COMPUTER
SECURITY
FUNDAMENTALS

birauns Atiund3su3ans

Link

https://www.amazon.co.uk/Computer-Security-Fundamentals-
Cybersecurity-Curriculum/dp/0135774772/
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