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Purpose of this specification 

The purpose of a specification as defined by Ofqual is to set out: 

● the qualification’s objective 

● any other qualification that a learner must have completed before taking the 
qualification 

● any prior knowledge, skills or understanding that the learner is required to have 
before taking the qualification  

● units that a learner must have completed before the qualification will be 
awarded and any optional routes 

● any other requirements that a learner must have satisfied before they will be 
assessed or before the qualification will be awarded 

● the knowledge, skills and understanding that will be assessed as part of the 
qualification (giving a clear indication of their coverage and depth) 

● the method of any assessment and any associated requirements relating to it 

● the criteria against which the learner’s level of attainment will be measured 
(such as assessment criteria) 

● any specimen materials  

● any specified levels of attainment 

● the Apprenticeship Framework in which the qualification is included, where 
appropriate. 
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1 Introducing Pearson BTEC Competence-
based qualifications 

What are Competence-based qualifications? 

Competence-based qualifications reflect the skills and knowledge needed to do a 
job effectively. They are work-based qualifications that give learners the 
opportunity to demonstrate their competence in the area of work or job role to 
which the qualification relates. 

Competence-based qualifications are outcomes-based with no fixed learning 
programme, allowing flexibility in their delivery to meet the individual learner’s 
needs. The qualifications are based on the National Occupational Standards (NOS) 
for the sector, which define what employees, or potential employees, must be able 
to do and know, and how well they should undertake work tasks and work roles. 

Most Competence-based qualifications form the competence component of 
Apprenticeship Frameworks. They are suitable for those in employment or those 
who are studying at college and have a part-time job or access to a substantial 
work placement. 

Most learners will work towards their qualification in the workplace or in settings 
that replicate the working environment. Colleges, training centres and/or employers 
can offer these qualifications provided they have access to appropriate physical and 
human resources. 

There are three sizes of Competence-based qualification in the QCF: 

● Award (1 to 12 credits) 

● Certificate (13 to 36 credits) 

● Diploma (37 credits and above). 

Every unit and qualification in the QCF has a credit value. 

The credit value of a unit specifies the number of credits that will be awarded to a 
learner who has met the learning outcomes of the unit. 

The credit value of a unit is based on: 

● one credit for those learning outcomes achievable in 10 hours of learning 

● learning time – defined as the time taken by learners at the level of the unit, on 
average, to complete the learning outcomes of the unit to the standard 
determined by the assessment criteria. 
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2 Qualification summary and key information 

Qualification title Pearson BTEC Level 4 Diploma in 
Information Security Professional 
Competence(QCF) 

QCF Qualification Number (QN) 601/3783/6 

Qualification framework Qualifications and Credit Framework (QCF) 

Accreditation start date August 2014 

Certification end date December 2017 

Approved age ranges 16–18 

19+ 

Please note that sector-specific requirements 
or regulations may prevent learners of a 
particular age from embarking on this 
qualification. 

Credit value 78 

Assessment Portfolio of Evidence (internal assessment) 

Guided learning hours 325–395 

Grading information The qualification and units are at Pass grade 

Entry requirements No prior knowledge, understanding, skills or 
qualifications are required before learners 
register for this qualification. However, 
centres must follow the Pearson Access and 
Recruitment policy (see Section 9, Access and 
recruitment). 
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QCF qualification number and qualification title 

Centres will need to use the QCF Qualification Number (QN) when they seek public 
funding for their learners. Every unit in a qualification has a QCF unit reference 
number (URN). 

The qualification title, unit titles and QN are given on each learner’s final certificate. 
You should tell your learners this when your centre recruits them and registers 
them with us. There is more information about certification in our UK Information 
Manual, available on our website at: 
www.edexcel.com/iwantto/Pages/uk-information-manual 

Qualification objectives 

The Pearson BTEC Level 4 Diploma in Information Security Professional 
Competence (QCF) is for learners who work in, or want to work in the information 
security sector. 

It gives learners the opportunity to: 

● demonstrate competence in relevant job roles within the information security 
sector 

● develop knowledge and skills related to the specified job roles in the information 
security sector 

● have existing skills recognised  

● achieve a nationally recognised Level 4 qualification 

● personally develop and engage in learning. 

Relationship with previous qualifications 

This is a new qualification. 

Apprenticeships 

E-skills UK includes the Pearson BTEC Level 4 Diploma in Information Security 
Professional Competence (QCF) as the competence component for the Higher 
Apprenticeship in Information Security. 
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Progression opportunities 

Learners who have achieved the Pearson BTEC Level 4 Diploma in Information 
Security Professional Competence (QCF) may progress to the Pearson BTEC Level 5 
HND Diploma in Computing and Systems Development (QCF). 

Industry support and recognition 

This qualification is supported by e-skills UK, the Sector Skills Council for 
Information Technology. 

Relationship with National Occupational Standards 

This qualification is based on the e-skills UK National Occupational Standards (NOS) 
and the IISP (Information Security and Information Assurance Professionals) skills 
framework in Information Technology. 



 

Pearson BTEC Level 4 Diploma in Information Security Professional Competence (QCF)  
Specification – Issue 1 – July 2014 © Pearson Education Limited 2014 

6

3 Qualification structure 

Pearson BTEC Level 4 Diploma in Information Security 
Professional Competence (QCF) 

The learner will need to meet the requirements outlined in the table below before 
the qualification can be awarded. 

Minimum number of credits that must be achieved 78 

Minimum number of credits that must be achieved at Level 4 48 

Number of mandatory credits that must be achieved 15 

Number of optional credits that must be achieved from Option Group 1 36 

The remaining 27 credits may be achieved from: 

a combination of Option Group 1 and Option Group 2 OR 

Option Group 2 only 

27 

 

Unit Unit 
reference 
number 

Mandatory units 

All 15 credits MUST be achieved 
from this group 

Level Credit Guided 
learning 
hours 

101 Y/500/7183 Health and Safety in ICT 1 3 15 

401 K/601/3502 Develop own Effectiveness and 
Professionalism 

4 12 60 

Unit Unit 
reference 
number 

Option Group 1 units 

A minimum of 36 credits MUST 
be achieved from this group 

Level Credit Guided 
learning 
hours 

TS – Testing Security 

No more than one unit to be completed from this section 

303 T/505/5788 Testing the Security of Information 
Systems 

3 12 40 

403 A/505/5789 Testing the Security of Information 
Systems 

4 15 60 

RA – Risk Assessment 

No more than one unit to be completed from this section 

304 T/505/5791 Carrying Out Information Security 
Risk Assessment 

3 9 30 

404 A/505/5792 Carrying Out Information Security 
Risk Assessment 

4 12 40 



 

Pearson BTEC Level 4 Diploma in Information Security Professional Competence (QCF)  
Specification – Issue 1 – July 2014 © Pearson Education Limited 2014 

7 

 

Unit Unit 
reference 
number 

Option Group 1 units 

A minimum of 36 credits MUST 
be achieved from this group 

Level Credit Guided 
learning 
hours 

II – Investigating Information Security Incidents 

No more than one unit to be completed from this section 

305 F/505/5793 Investigating Information Security 
Incidents 

3 9 23 

405 D/505/5798 Investigating Information Security 
Incidents 

4 12 35 

FE – Forensic Examinations 

No more than one unit to be completed from this section 

307 R/505/580 Carrying Out Information Security 
Forensic Examinations 

3 6 10 

407 M/505/5806 Carrying Out Information Security 
Forensic Examinations 

4 9 20 

SA – Security Audits 

No more than one unit to be completed from this section 

308 A/505/580 Carrying Out Information Security 
Audits 

3 6 10 

408 A/505/5811 Carrying Out Information Security 
Audits 

4 12 30 

RM – Risk Management  

This single unit may be attempted 

415 L/505/5814 Carrying Out Information Security 
Risk Management 

4 12 40 

Unit Unit 
reference 
number 

Option Group 2 units. 

A maximum of 27 credits may 
be taken from this group. 

Level Credit Guided 
learning 
hours 

MA – Management Activities 

This single unit may be attempted 

306 F/505/5812 Carrying Out Information Security 
Incident Management Activities 

3 9 25 

SO – System Operation 

No more than one unit to be completed from this section 

309 A/500/7340 System Operation 3 12 100 

409 R/504/5513 IT and Telecoms System Operation 4 15 90 

SM – System Management 

No more than one unit to be completed from this section 
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Unit Unit 
reference 
number 

Option Group 2 units. 

A maximum of 27 credits may 
be taken from this group. 

Level Credit Guided 
learning 
hours 

310 D/500/7332 System Management 3 12 100 

410 M/504/5504 IT and Telecoms System 
Management 

4 15 90 

ED – Event-Driven Computer Program 

No more than one unit to be completed from this section 

311 F/601/3179 Creating an Event-Driven Computer 
Program 

3 12 90 

411 J/601/3300 Designing and Developing Event-
Driven Computer Program 

4 15 90 

OO – Object-Oriented Computer Program 

No more than one unit to be completed from this section 

312 L/601/3184 Creating an Object-Oriented 
Computer Program 

3 12 90 

412 T/601/3308 Designing and Developing Object-
Oriented Computer Program 

4 15 90 

CP – Creating a Procedural Computer Program 

No more than one unit to be completed from this section 

313 R/601/3171 Creating a Procedural Computer 
Program 

3 12 90 

413 T/601/3311 Designing and Developing 
Procedural Computer Program 

4 15 90 

ID – Investigating and Defining 

No more than one unit to be completed from this section 

314 R/601/3249 Investigating and Defining 
Customer Requirements for ICT 
Systems 

3 12 75 

414 R/602/1772 Investigating and Defining 
Customer Requirements for ICT 
Systems 

4 15 90 

UP – User Profile Administration 

This single unit may be attempted  

315 K/500/7379 User Profile Administration 3 9 80 
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4 Assessment 

This qualification is assessed through an externally verified Portfolio of Evidence 
that consists of evidence gathered during the course of the learner’s work.  

To achieve a Pass for the full qualification, the learner must achieve all the required 
units in the stated qualification structure. Each unit has specified learning outcomes 
and assessment criteria. To pass each unit the learner must: 

● achieve all the specified learning outcomes 

● satisfy all the assessment criteria by providing sufficient and valid evidence for 
each criterion 

● prove that the evidence is their own. 

The learner must have an assessment record that identifies the assessment criteria 
that have been met, and it should be cross-referenced to the evidence provided. 
The assessment record should include details of the type of evidence and the date 
of assessment. The unit specification or suitable centre documentation can be used 
to form an assessment record. 

It is important that the evidence provided to meet the assessment criteria of the 
unit and learning outcomes is: 

Valid relevant to the standards for which competence is claimed 

Authentic produced by the learner 

Current sufficiently recent to create confidence that the same skill, 
understanding or knowledge persist at the time of the claim 

Reliable indicates that the learner can consistently perform at this level 

Sufficient fully meets the requirements of the standards. 

Learners can provide evidence of occupational competence from: 

● current practice where evidence is generated from a current job role 

● a programme of development where evidence comes from assessment 
opportunities built into a learning programme.  

● the Recognition of Prior Learning (RPL) where a learner can demonstrate 
that they can meet the assessment criteria within a unit through knowledge, 
understanding or skills they already possess without undertaking a course of 
development. They must submit sufficient, reliable, authentic and valid evidence 
for assessment. Evidence submitted based on RPL should provide confidence 
that the same level of skill/understanding/knowledge exists at the time of claim 
as existed at the time the evidence was produced. RPL is acceptable for 
accrediting a unit, several units, or a whole qualification.  

● Further guidance is available in the policy document Recognition of Prior 
Learning Policy and process, available on our website: www.edexce.com/polices 

● a combination of these. 



 

Pearson BTEC Level 4 Diploma in Information Security Professional Competence (QCF)  
Specification – Issue 1 – July 2014 © Pearson Education Limited 2014 

10

Assessment requirements 

Learners must provide evidence according to the requirements stated in the unit. 

Types of evidence 

To achieve a unit, the learner must gather evidence that shows that they have met 
the required standard specified in the assessment criteria. The evidence for this 
qualification can take a variety of forms as indicated below:  

● direct observation of the learner’s performance by their assessor (O) 

● outcomes from oral or written questioning (Q&A) 

● products of the learner’s work (P) 

● personal statements and/or reflective accounts (RA) 

● outcomes from simulation (S) 

● professional discussion (PD) 

● assignment, project/case studies (A) 

● authentic statements/witness testimony (WT) 

● expert witness testimony (EWT) 

● evidence of Recognition of Prior Learning (RPL). 

Learners can use the abbreviations for cross-referencing purposes in their 
portfolios. 

Learners can also use one piece of evidence to prove their knowledge, skills and 
understanding across different assessment criteria and/or across different units. It 
is not necessary for learners to have each assessment criterion assessed 
separately. They should be encouraged to reference evidence to the relevant 
assessment criteria. Evidence must be available to the assessor, internal verifier 
and Pearson standards verifier.  

Any specific evidence requirements for individual units are stated in the unit 
introductions to the units. 

There is further guidance about assessment on our website. Please see Section 10 
for details. 
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Credit transfer 

Credit transfer describes the process of using a credit or credits awarded in the 
context of a different qualification or awarded by a different awarding organisation 
towards the achievement requirements of another qualification. All awarding 
organisations recognise the credits awarded by all other awarding organisations 
that operate within the QCF. 

If learners achieve credits with other awarding organisations, they do not need to 
retake any assessment for the same units. The centre must keep evidence of credit 
achievement. 
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5 Centre resource requirements 

As part of the approval process, centres must make sure that the resource 
requirements below are in place before offering the Pearson BTEC Level 4 Diploma 
in Information Security Professional Competence (QCF). 

General resource requirements 

● Centres must have the appropriate physical resources to support both the 
delivery and assessment of the qualification (for example, a workplace in line 
with industry standards, equipment, IT, learning materials and teaching rooms).  

● Where permitted, a Realistic Working Environment  (RWE) must offer the same 
conditions as the normal day-to-day working environment, with a similar range 
of demands, pressures and requirements for cost-effective working. 

● Centres must meet any specific human and physical resource requirements. 
Staff assessing learners must meet the occupational competence requirements. 

● There must be systems in place to ensure the continuing professional 
development for staff delivering the qualification. 

● Centres must have appropriate health and safety policies, procedures and 
practices in place for the delivery of the qualification. 

● Centres must deliver the qualifications in accordance with current equality 
legislation. For further details on Pearson’s commitment to the Equality Act 
2010, please see Section 9 Access and recruitment and Section 10 Access to 
qualifications for learners with disabilities or specific needs. For full details of the 
Equality Act 2010, please go to www.legislation.gov.uk  
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6 Centre recognition and approval centre 
recognition 

Centres that have not previously offered this Pearson qualification need to apply 
for, and be granted, centre recognition as part of the process for approval to offer 
this individual qualification. 

Guidance on seeking approval to deliver BTEC qualifications is given on our website, 
www.edexcel.com 

Approvals agreement 

All centres are required to enter into an approval agreement that is a formal 
commitment by the head or principal of a centre to meet all the requirements of the 
specification and any associated codes, conditions or regulations. 

Pearson will act to protect the integrity of the awarding of qualifications. If centres 
do not comply with the agreement, this could result in the suspension of 
certification or withdrawal of approval. 

http://www.edexcel.com/�
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7 Quality assurance of centres 

Quality assurance is at the heart of vocational qualifications. Centres will internally 
assess Competence-based qualifications using internal quality assurance procedures 
to ensure standardisation of assessment across all learners. Pearson uses external 
quality assurance procedures to check that all centres are working to national 
standards. It gives us the opportunity to identify and provide support, if needed, to 
safeguard certification. It also allows us to recognise and support good practice. 

For the qualifications in this specification, the Pearson quality assurance model is as 
described below. 

Centres offering Pearson BTEC Competence-based qualifications will at least receive 
two standards verification visits per year. The exact frequency and duration of 
standards verifier visits must reflect the centre’s performance, taking account of the 
number: 

● of assessment sites 

● and throughput of learners 

● and turnover of assessors 

● and turnover of internal verifiers. 

For centres offering a full Pearson Apprenticeship (i.e. all elements of the 
Apprenticeship are delivered with Pearson through registration of learners on a 
Pearson Apprenticeship framework) a single standards verifier will be allocated to 
verify all elements of the Pearson Apprenticeship programme. If a centre is also 
offering stand-alone Competence-based qualifications in the same sector as a full 
Pearson Apprenticeship, the same standards verifier will be allocated. 

In order for certification to be released, confirmation is required that the National 
Occupational Standards (NOS) for assessment, for internal verification and for the 
specific occupational sector are being consistently met. 

Centres are required to declare their commitment to ensuring quality and to 
providing appropriate opportunities for learners that lead to valid and accurate 
assessment outcomes. 

For further details, please go to the UK NVQ Quality Assurance Centre Handbook 
and the Edexcel NVQs, SVQs and Competence-based qualifications – Delivery 
Requirements and Quality Assurance Guidance on our website, at 
www.pearsonwbl.edexcel.com/NVQ-competence-based. 

http://www.edexcel.com/quals/BTEC/quality/Pages/documents.aspx�
http://pearsonwbl.edexcel.com/quals/NVQ-competence-based-qcf/Pages/default.aspx�
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8 Programme delivery 

Centres are free to offer the qualifications using any mode of delivery (for example 
full-time, part-time, evening only, distance learning) that meets learners’ needs. 
Centres must have due regard to Pearson’s policies that may apply to different 
modes of delivery. 

Those planning the programme should aim to address the occupational nature of 
the qualification by: 

● engaging with learners, initially, through planned induction, and subsequently 
through the involvement of learners in planning for assessment opportunities 

● using naturally occurring workplace activities and products to present evidence 
for assessment against the requirements of the qualification 

● developing a holistic approach to assessment by matching evidence to different 
assessment criteria, learning outcomes and units, as appropriate, thereby 
reducing the assessment burden on learners and assessors 

● taking advantage of suitable digital methods to capture evidence. 
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9 Access and recruitment 

Pearson’s policy regarding access to its qualifications is that: 

● they should be available to everyone who is capable of reaching the required 
standards 

● they should be free from any barriers that restrict access and progression 

● there should be equal opportunities for all wishing to access the qualifications. 

Centres must ensure that their learner recruitment process is conducted with 
integrity. This includes ensuring that applicants have appropriate information and 
advice about the qualification to ensure that it will meet their needs. 

Centres should review applicants’ prior qualifications and/or experience, considering 
whether this profile shows that they have the potential to achieve the qualification. 

For learners with disabilities and specific needs, this review will need to take 
account of the support available to the learner during teaching and assessment of 
the qualification. The review must take account of the information and guidance in 
Section 10 Access to qualifications for learners with disabilities or specific needs. 
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10 Access to qualifications for learners with 
disabilities or specific needs 

Equality and fairness are central to our work. Pearson’s Equality Policy requires all 
learners to have equal opportunity to access our qualifications and assessments. It 
also requires our qualifications to be awarded in a way that is fair to every learner. 

We are committed to making sure that: 

● learners with a protected characteristic (as defined by the Equality Act 2010) 
are not, when they are undertaking one of our qualifications, disadvantaged in 
comparison to learners who do not share that characteristic 

● all learners achieve the recognition they deserve from undertaking a 
qualification and that this achievement can be compared fairly to the 
achievement of their peers. 

Learners taking a qualification may be assessed in British Sign Language or Irish 
Sign Language where it is permitted for the purpose of reasonable adjustments. 

Further information on access arrangements can be found in the Joint Council for 
Qualifications (JCQ) document Access Arrangements, Reasonable Adjustments and 
Special Consideration for General and Vocational qualifications. 

Details on how to make adjustments for learners with protected characteristics are 
given in the document Pearson Supplementary Guidance for Reasonable 
Adjustment and Special Consideration in Vocational Internally Assessed Units. 

Both documents are on our website at: www.edexcel.com/policies 

http://www.edexcel.com/policies�
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11 Unit format 

Units have the following sections. 

Unit title 

The unit title is on the QCF and this form of words will appear on the learner’s 
Notification of Performance (NOP). 

Unit reference number 

Each unit is assigned a unit reference number that appears with the unit title on the 
Register of Regulated Qualifications. 

QCF level 

All units and qualifications within the QCF have a level assigned to them. There are 
nine levels of achievement, from Entry to Level 8. The QCF Level Descriptors inform 
the allocation of the level. 

Credit value 

When a learner achieves a unit, they gain the specified number of credits. 

Guided learning hours 

Guided learning hours are the times when a tutor, trainer or facilitator is present to 
give specific guidance towards the learning aim for a programme. This definition 
covers lectures, tutorials and supervised study in, for example, open learning 
centres and learning workshops. It also includes assessment by staff where 
learners are present. It does not include time spent by staff marking assignments 
or homework where the learner is not present. 

Unit aim 

This gives a summary of what the unit aims to do. 

Essential resources  

This section lists any specialist resources needed to deliver the unit. The centre will 
be asked to make sure that these resources are in place when it seeks approval 
from Pearson to offer the qualification. 

Unit assessment requirements/evidence requirements 

Learners must provide evidence according to each of the requirements stated in 
this section. 
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Learning outcomes 

The learning outcomes of a unit set out what a learner knows, understands or is 
able to do as the result of a process of learning. 

Assessment criteria 

Assessment criteria specify the standard required by the learner to achieve each 
learning outcome. 
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Unit 101: Health and Safety  
in ICT 

Unit reference number: Y/500/7183 

QCF level: 1 

Credit value: 3 

Guided learning hours: 15 

 

Unit aim 
This unit explores compliance with health and safety legislation when working in 
ICT. 

The basis of health and safety law is the Health and Safety at Work Act 1974. The 
act sets out the general duties that employers have towards employees and 
members of the public, and employees have to themselves and to each other. 

What the law requires here is what good management and common sense would 
lead individuals and organisations to do anyway: that is, identify risks and take 
sensible measures to tackle them. 

Health and safety legislation impacts not only on those who are employed at work, 
but on visitors, bystanders and customers who may be affected by actions of those 
engaged in work activities. 

Health and safety legislation is subject to constant review, and new legislation is 
introduced on a regular basis. This constant change must be monitored by 
organisations and individuals to identify actions required to remain compliant. 
Interpretation of the legislation may also be modified as a result of case law or 
other legal guidance. 

Unit assessment requirements/evidence requirements 
This unit is assessed in the workplace. Learners can enter the types of evidence 
they are presenting for assessment and the submission date against each 
assessment criterion. Alternatively, centre documentation should be used to record 
this information. 
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Unit 303: Testing the Security of 
Information Systems 

Unit reference number: T/505/5788 

QCF level: 3 

Credit value: 12 

Guided learning hours: 40 

 

Unit aim 
On completion of this unit, learners will be able to conduct security tests and be 
able to report the results of tests using standard documents. 

Unit assessment requirements/evidence requirements 
This unit is assessed in the workplace. Learners can enter the types of evidence 
they are presenting for assessment and the submission date against each 
assessment criterion. Alternatively, centre documentation should be used to record 
this information. 
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Unit 304: Carrying Out 
Information Security 
Risk Assessment 

Unit reference number: T/505/5791 

QCF level: 3 

Credit value: 9 

Guided learning hours: 30 

 

Unit aim 
On completion of this unit, learners will be able to gather information, assess and 
report on the risks to information security. 

Unit assessment requirements/evidence requirements 
This unit is assessed in the workplace. Learners can enter the types of evidence 
they are presenting for assessment and the submission date against each 
assessment criterion. Alternatively, centre documentation should be used to record 
this information. 
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Unit 305: Investigating 
Information Security 
Incidents 

Unit reference number: F/505/5793 

QCF level: 3 

Credit value: 9 

Guided learning hours: 23 

 

Unit aim 
On completion of this unit, learners will be able to gather information to investigate, 
identify and report information security incidents. 

Unit assessment requirements/evidence requirements 
This unit is assessed in the workplace. Learners can enter the types of evidence 
they are presenting for assessment and the submission date against each 
assessment criterion. Alternatively, centre documentation should be used to record 
this information. 

 



 

Pe
ar

so
n
 B

T
E
C
 L

ev
el

 4
 D

ip
lo

m
a 

in
 I

n
fo

rm
at

io
n
 S

ec
u
ri

ty
 P

ro
fe

ss
io

n
al

 C
o
m

p
et

en
ce

 (
Q

C
F)

  
S
p
ec

if
ic

at
io

n
 –

 I
ss

u
e 

1
 –

 J
u
ly

 2
0
1
4
 ©

 P
ea

rs
o
n
 E

d
u
ca

ti
on

 L
im

it
ed

 2
0
1
4
 

2
9

L
e
a
rn

in
g

 o
u

tc
o

m
e
s 

a
n

d
 a

ss
e
ss

m
e
n

t 
cr

it
e
ri

a
 

T
o
 p

as
s 

th
is

 u
n
it
, 

th
e 

le
ar

n
er

 n
ee

d
s 

to
 d

em
on

st
ra

te
 t

h
at

 t
h
ey

 c
an

 m
ee

t 
al

l 
th

e 
le

ar
n
in

g
 o

u
tc

om
es

 f
o
r 

th
e 

u
n
it
. 

T
h
e 

as
se

ss
m

en
t 

cr
it
er

ia
 

d
et

er
m

in
e 

th
e 

st
an

d
ar

d
 r

eq
u
ir
ed

 t
o
 a

ch
ie

ve
 t

h
e 

u
n
it
. 

 L
e
a
rn

in
g

 o
u

tc
o

m
e
s 

A
ss

e
ss

m
e
n

t 
cr

it
e
ri

a
 

E
v
id

e
n

ce
 

ty
p

e
 

P
o

rt
fo

li
o

 
re

fe
re

n
ce

 
D

a
te

 

1
.1

 
Id

en
ti
fy

 t
h
e 

in
fo

rm
at

io
n
 a

ss
et

s 
an

d
 s

ys
te

m
 c

o
m

p
o
n
en

ts
 t

h
at

 m
ay

 b
e 

im
p
ac

te
d
 b

y 
d
et

ec
te

d
 i
n
ci

d
en

ts
 

 
 

 

1
.2

 
V
er

if
y 

th
e 

sc
o
p
e 

o
f 

d
et

ec
te

d
 i
n
ci

d
en

ts
 w

it
h
 r

el
ev

an
t 

p
er

so
n
s 

 
 

 

1
 

B
e 

ab
le

 t
o
 g

at
h
er

 
in

fo
rm

at
io

n
 t

o
 

in
ve

st
ig

at
e 

in
fo

rm
at

io
n
 

se
cu

ri
ty

 i
n
ci

d
en

ts
 

1
.3

 
O

b
ta

in
 a

n
d
 p

re
se

rv
e 

ev
id

en
ce

 r
el

at
in

g
 t

o
 d

et
ec

te
d
 i
n
ci

d
en

ts
 

 
 

 

2
.1

 
U

n
d
er

ta
ke

 a
g
re

ed
 i
n
ve

st
ig

at
iv

e 
ac

ti
o
n
s 

 
 

 

2
.2

 
E
xa

m
in

e 
h
ow

 a
cc

es
s 

to
 t

h
e 

af
fe

ct
ed

 i
n
fo

rm
at

io
n
 a

ss
et

s 
an

d
 s

ys
te

m
 

co
m

p
o
n
en

ts
 w

as
 o

b
ta

in
ed

 
 

 
 

2
.3

 
R
ep

o
rt

 t
o
 t

h
e 

re
le

va
n
t 

p
er

so
n
s 

an
y 

in
ci

d
en

ts
 f
o
r 

w
h
ic

h
 t

h
e 

m
o
d
e 

o
f 

ac
ce

ss
 c

an
n
o
t 

b
e 

id
en

ti
fi
ed

 
 

 
 

2
.4

 
M

ak
e 

re
co

m
m

en
d
at

io
n
s 

o
n
 t

h
e 

n
ee

d
 f

o
r 

d
et

ai
le

d
 f

o
re

n
si

c 
ex

am
in

at
io

n
s 

 
 

 

2
.5

 
R
ep

o
rt

 o
n
 i
n
ci

d
en

t 
in

ve
st

ig
at

io
n
 a

ct
iv

it
ie

s 
u
si

n
g
 s

ta
n
d
ar

d
 

d
o
cu

m
en

ta
ti
o
n
 

 
 

 

2
 

B
e 

ab
le

 t
o
 

in
ve

st
ig

at
e 

in
fo

rm
at

io
n
 

se
cu

ri
ty

 i
n
ci

d
en

ts
 

2
.6

 
Fo

llo
w

 o
rg

an
is

at
io

n
al

 p
ro

ce
d
u
re

s 
fo

r 
in

ve
st

ig
at

io
n
 a

ct
iv

it
ie

s 
 

 
 

 Le
ar

n
er

 n
am

e:
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_

 
D

at
e:

_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_

 

Le
ar

n
er

 s
ig

n
at

u
re

:
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_

 
D

at
e:

_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_

 

A
ss

es
so

r 
si

g
n
at

u
re

:
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_

 
D

at
e:

_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_

 

In
te

rn
al

 v
er

if
ie

r 
si

g
n
at

u
re

:_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_

 
(i

f 
sa

m
p
le

d
) 

D
at

e:
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_

 



 

Pearson BTEC Level 4 Diploma in Information Security Professional Competence (QCF)  
Specification – Issue 1 – July 2014 © Pearson Education Limited 2014 

30

Unit 306: Carrying Out 
Information Security 
Incident Management 
Activities 

Unit reference number: F/505/5812 

QCF level: 3 

Credit value: 9 

Guided learning hours: 25 

 

Unit aim 
On completion of this unit, learners will be able to carry out information security 
incident management activities and be able to gather information to manage 
incidents in information security. 

Unit assessment requirements/evidence requirements 
This unit is assessed in the workplace. Learners can enter the types of evidence 
they are presenting for assessment and the submission date against each 
assessment criterion. Alternatively, centre documentation should be used to record 
this information. 
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Unit 307: Carrying Out 
Information Security 
Forensic Examinations 

Unit reference number: R/505/5801 

QCF level: 3 

Credit value: 6 

Guided learning hours: 10 

 

Unit aim 
This unit provides the relevant skills and methods for applying forensic 
examinations. On completion of this unit, learners will be able to report and 
undertake specific actions to secure relevant information in information security. 

Unit assessment requirements/evidence requirements 
This unit is assessed in the workplace. Learners can enter the types of evidence 
they are presenting for assessment and the submission date against each 
assessment criterion. Alternatively, centre documentation should be used to record 
this information. 
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Unit 308: Carrying Out 
Information Security 
Audits 

Unit reference number: A/505/5808 

QCF level: 3 

Credit value: 6 

Guided learning hours: 10 

 

Unit aim 
On completion of this unit, learners will be able to report, examine and follow 
organisational procedures on audit activities in information security. 

Unit assessment requirements/evidence requirements 
This unit is assessed in the workplace. Learners can enter the types of evidence 
they are presenting for assessment and the submission date against each 
assessment criterion. Alternatively, centre documentation should be used to record 
this information. 
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Unit 309: System Operation 

Unit reference number: A/500/7340 

QCF level: 3 

Credit value: 12 

Guided learning hours: 100 

 

Unit aim 
System operation is the ability to operate and monitor a system, which can be any 
combination of equipment, hardware and software. This may include: 

● using data backup and restore routines 

● handling of incidents 

● controlling and monitoring availability and performance of system components 

● start-up/close-down routines 

● scheduling routine or preventative maintenance 

● maintenance of operating plans and schedules. 

Examples of ‘operational activities’ are: 

● replenishment of consumables 

● routine or preventative maintenance 

● data backups. 

A competent person at Level 3 can maintain and implement system operating 
procedures. 

Unit assessment requirements/evidence requirements 
This unit is assessed in the workplace. Learners can enter the types of evidence 
they are presenting for assessment and the submission date against each 
assessment criterion. Alternatively, centre documentation should be used to record 
this information. 
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Unit 310: System Management 

Unit reference number: D/500/7332 

QCF level: 3 

Credit value: 12 

Guided learning hours: 100 

 

Unit aim 
System management is the ability to manage ICT systems to ensure that they 
deliver the required functionality and capacity. A system can be any combination of 
equipment, hardware and software. 

System management could involve changing system configuration to meet short-
term fluctuations in demand (for example, high numbers of calls to specific 
telephone numbers). 

It could also involve longer-term changes such as increasing resources (for 
example, processing or storage capacity) to meet anticipated needs and taking 
account of advances in technology. 

A competent person at Level 3 can administer a system. 

Unit assessment requirements/evidence requirements 
This unit is assessed in the workplace. Learners can enter the types of evidence 
they are presenting for assessment and the submission date against each 
assessment criterion. Alternatively, centre documentation should be used to record 
this information. 
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Unit 311: Creating an Event-
Driven Computer 
Program 

Unit reference number: F/601/3179 

QCF level: 3 

Credit value: 12 

Guided learning hours: 90 

 

Unit aim 
This unit covers the more advanced concepts of event-driven computer languages 
and their use to implement, refine and test computer programs. 

Unit assessment requirements/evidence requirements 
This unit is assessed in the workplace. Learners can enter the types of evidence 
they are presenting for assessment and the submission date against each 
assessment criterion. Alternatively, centre documentation should be used to record 
this information. 
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Unit 312: Creating an Object-
Oriented Computer 
Program 

Unit reference number: L/601/3184 

QCF level: 3 

Credit value: 12 

Guided learning hours: 90 

 

Unit aim 
This unit covers the more advanced concepts of object-oriented computer 
languages and their use to implement, refine and test computer programs. 

Unit assessment requirements/evidence requirements 
This unit is assessed in the workplace. Learners can enter the types of evidence 
they are presenting for assessment and the submission date against each 
assessment criterion. Alternatively, centre documentation should be used to record 
this information. 
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Unit 313: Creating a Procedural 
Computer Program 

Unit reference number: R/601/3171 

QCF level: 3 

Credit value: 12 

Guided learning hours: 90 

 

Unit aim 
This unit covers the more advanced concepts of procedural computer languages 
and their use to implement, refine and test computer programs. 

Unit assessment requirements/evidence requirements 
This unit is assessed in the workplace. Learners can enter the types of evidence 
they are presenting for assessment and the submission date against each 
assessment criterion. Alternatively, centre documentation should be used to record 
this information. 
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Unit 314: Investigating and 
Defining Customer 
Requirements for ICT 
Systems 

Unit reference number: R/601/3249 

QCF level: 3 

Credit value: 12 

Guided learning hours: 75 

 

Unit aim 
This unit covers the investigation of existing systems and processes and the 
analysis of information to identify needs and constraints. 

Unit assessment requirements/evidence requirements 
This unit is assessed in the workplace. Learners can enter the types of evidence 
they are presenting for assessment and the submission date against each 
assessment criterion. Alternatively, centre documentation should be used to record 
this information. 
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Unit 315: User Profile 
Administration 

Unit reference number: K/500/7379 

QCF level: 3 

Credit value: 9 

Guided learning hours: 80 

 

Unit aim 
On completion of this unit learners will be able to administer user profiles. 

Unit assessment requirements/evidence requirements 
This unit is assessed in the workplace. Learners can enter the types of evidence 
they are presenting for assessment and the submission date against each 
assessment criterion. Alternatively, centre documentation should be used to record 
this information. 
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Unit 401: Develop Own 
Effectiveness and 
Professionalism 

Unit reference number: K/601/3502 

QCF level: 4 

Credit value: 12 

Guided learning hours: 60 

 

Unit aim 
In this unit, learners will develop their own personal and professional IT security 
skills. They will understand professional practice and the legislative environment in 
an IT security context. Finally, learners will evaluate potential improvements to 
organisational effectiveness in a security context. 

Unit assessment requirements/evidence requirements 
This unit is assessed in the workplace. Learners can enter the types of evidence 
they are presenting for assessment and the submission date against each 
assessment criterion. Alternatively, centre documentation should be used to record 
this information. 
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Unit 403: Testing the Security of 
Information Systems 

Unit reference number: A/505/5789 

QCF level: 4 

Credit value: 15 

Guided learning hours: 60 

 

Unit aim 
On completion of this unit, learners will be able to plan and carry out security 
testing in relation to information security. 

Unit assessment requirements/evidence requirements 
This unit is assessed in the workplace. Learners can enter the types of evidence 
they are presenting for assessment and the submission date against each 
assessment criterion. Alternatively, centre documentation should be used to record 
this information. 
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Unit 404: Carrying Out 
Information Security 
Risk Assessment 

Unit reference number: A/505/5792 

QCF level: 4 

Credit value: 12 

Guided learning hours: 40 

 

Unit aim 
On completion of this unit, learners will be able to prepare and carry out 
information security risk assessment. 

Unit assessment requirements/evidence requirements 
This unit is assessed in the workplace. Learners can enter the types of evidence 
they are presenting for assessment and the submission date against each 
assessment criterion. Alternatively, centre documentation should be used to record 
this information. 
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Unit 405: Investigating 
Information Security 
Incidents 

Unit reference number: D/505/5798 

QCF level: 4 

Credit value: 12 

Guided learning hours: 35 

 

Unit aim 
On completion of this unit, learners will be able to prepare for information security 
incident investigations and manage information security incidents.  

Unit assessment requirements/evidence requirements 
This unit is assessed in the workplace. Learners can enter the types of evidence 
they are presenting for assessment and the submission date against each 
assessment criterion. Alternatively, centre documentation should be used to record 
this information. 
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Unit 407: Carrying Out 
Information Security 
Forensic Examinations 

Unit reference number: M/505/5806 

QCF level: 4 

Credit value: 9 

Guided learning hours: 20 

 

Unit aim 
On completion of this unit, learners will be able to carry out forensic examinations 
in information security. 

Unit assessment requirements/evidence requirements 
This unit is assessed in the workplace. Learners can enter the types of evidence 
they are presenting for assessment and the submission date against each 
assessment criterion. Alternatively, centre documentation should be used to record 
this information. 
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Unit 408: Carrying Out 
Information Security 
Audits 

Unit reference number: A/505/5811 

QCF level: 4 

Credit value: 12 

Guided learning hours: 30 

 

Unit aim 
On completion of this unit, learners will be able to prepare for and carry out audit 
activities for information security. 

Unit assessment requirements/evidence requirements 
This unit is assessed in the workplace. Learners can enter the types of evidence 
they are presenting for assessment and the submission date against each 
assessment criterion. Alternatively, centre documentation should be used to record 
this information. 
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Unit 409: IT and Telecoms 
System Operation 

Unit reference number: R/504/5513 

QCF level: 4 

Credit value: 15 

Guided learning hours: 90 

 

Unit aim 
This unit enables learners to operate IT and telecoms systems. Learners will initially 
develop understanding of the technical architecture of either IT or telecoms 
systems and how to specify system operation parameters, and will then have the 
opportunity to control the operation and maintenance of systems. 

Unit assessment requirements/evidence requirements 
This unit must be assessed in the workplace. Learners can enter the types of 
evidence they are presenting for assessment and the submission date against each 
assessment criterion. Alternatively, centre documentation should be used to record 
this information. 
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Unit 410: IT and Telecoms 
System Management 

Unit reference number: M/504/5504 

QCF level: 4 

Credit value: 15 

Guided learning hours: 90 

 

Unit aim 
This unit enables learners to manage IT and telecoms systems, including 
configuring systems to meet organisational objectives and customer needs, risk 
evaluation and contributing to the development of an organisation’s system 
management strategy. 

Unit assessment requirements/evidence requirements 
This unit must be assessed in the workplace. Learners can enter the types of 
evidence they are presenting for assessment and the submission date against each 
assessment criterion. Alternatively, centre documentation should be used to record 
this information. 
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Unit 411: Designing and 
Developing Event-
Driven Computer 
Program 

Unit reference number: J/601/3300 

QCF level: 4 

Credit value: 15 

Guided learning hours: 90 

 

Unit aim 
The aim of this unit is to provide the learner with the skills and competencies to 
carry out the development of an event-driven computer program from design to 
testing in a professional capacity, and to understand a range of issues concerned 
with software development activities. 

Unit assessment requirements/evidence requirements 
This unit is assessed in the workplace. Learners can enter the types of evidence 
they are presenting for assessment and the submission date against each 
assessment criterion. Alternatively, centre documentation should be used to record 
this information. 
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Unit 412: Designing and 
Developing Object-
Oriented Computer 
Program 

Unit reference number: T/601/3308 

QCF level: 4 

Credit value: 15 

Guided learning hours: 90 

 

Unit aim 
The aim of this unit is to provide the learner with the skills and competencies to 
carry out the development of an object-oriented computer program from design to 
testing in a professional capacity and to understand a range of issues concerned 
with software development activities. 

Unit assessment requirements/evidence requirements 
This unit is assessed in the workplace. Learners can enter the types of evidence 
they are presenting for assessment and the submission date against each 
assessment criterion. Alternatively, centre documentation should be used to record 
this information. 

 



 

Pe
ar

so
n
 B

T
E
C
 L

ev
el

 4
 D

ip
lo

m
a 

in
 I

n
fo

rm
at

io
n
 S

ec
u
ri

ty
 P

ro
fe

ss
io

n
al

 C
o
m

p
et

en
ce

 (
Q

C
F)

  
S
p
ec

if
ic

at
io

n
 –

 I
ss

u
e 

1
 –

 J
u
ly

 2
0
1
4
 ©

 P
ea

rs
o
n
 E

d
u
ca

ti
on

 L
im

it
ed

 2
0
1
4
 

8
5

L
e
a
rn

in
g

 o
u

tc
o

m
e
s 

a
n

d
 a

ss
e
ss

m
e
n

t 
cr

it
e
ri

a
 

T
o
 p

as
s 

th
is

 u
n
it
, 

th
e 

le
ar

n
er

 n
ee

d
s 

to
 d

em
on

st
ra

te
 t

h
at

 t
h
ey

 c
an

 m
ee

t 
al

l 
th

e 
le

ar
n
in

g
 o

u
tc

om
es

 f
o
r 

th
e 

u
n
it
. 

T
h
e 

as
se

ss
m

en
t 

cr
it
er

ia
 

d
et

er
m

in
e 

th
e 

st
an

d
ar

d
 r

eq
u
ir
ed

 t
o
 a

ch
ie

ve
 t

h
e 

u
n
it
. 

 L
e
a
rn

in
g

 o
u

tc
o

m
e
s 

A
ss

e
ss

m
e
n

t 
cr

it
e
ri

a
 

E
v
id

e
n

ce
 

ty
p

e
 

P
o

rt
fo

li
o

 
re

fe
re

n
ce

 
D

a
te

 

1
.1

 
Id

en
ti
fy

 a
 s

et
 o

f 
cl

as
se

s 
an

d
 t

h
ei

r 
in

te
rr

el
at

io
n
sh

ip
s 

to
 a

d
d
re

ss
 t

h
e 

p
ro

b
le

m
 

 
 

 

1
.2

 
M

ak
e 

ef
fe

ct
iv

e 
u
se

 o
f 

en
ca

p
su

la
ti
o
n
, 

in
h
er

it
an

ce
 a

n
d
 p

o
ly

m
o
rp

h
is

m
 

 
 

 

1
.3

 
S
el

ec
t 

an
d
 r

eu
se

 p
re

-e
xi

st
in

g
 o

b
je

ct
s 

an
d
 t

em
p
la

te
s 

sp
ec

ia
lis

in
g
 a

s 
re

q
u
ir
ed

 
 

 
 

1
.4

 
S
tr

u
ct

u
re

 t
h
e 

d
es

ig
n
 s

o
 t

h
at

 o
b
je

ct
s 

co
m

m
u
n
ic

at
e 

ef
fi
ci

en
tl
y 

 
 

 

1
.5

 
S
p
ec

if
y 

th
e 

p
ro

p
er

ti
es

 a
n
d
 b

eh
av

io
u
r 

o
f 
cl

as
se

s 
to

 a
llo

w
 e

ff
ic

ie
n
t 

im
p
le

m
en

ta
ti
o
n
, 

se
le

ct
in

g
 a

p
p
ro

p
ri
at

e 
d
at

a 
ty

p
es

, 
d
at

a 
an

d
 f

ile
 

st
ru

ct
u
re

s 
an

d
 a

lg
o
ri
th

m
s 

 
 

 

1
 

B
e 

ab
le

 t
o
 d

es
ig

n
 

o
b
je

ct
-o

ri
en

te
d
 

p
ro

g
ra

m
s 

to
 

ad
d
re

ss
 l
o
o
se

ly
 

d
ef

in
ed

 p
ro

b
le

m
s 

1
.6

 
R
ec

o
rd

 t
h
e 

d
es

ig
n
 u

si
n
g
 w

el
l-

es
ta

b
lis

h
ed

 n
o
ta

ti
o
n
s 

 
 

 

2
.1

 
M

ak
e 

ef
fe

ct
iv

e 
u
se

 o
f 

b
as

ic
 p

ro
g
ra

m
m

in
g
 l
an

g
u
ag

e 
fe

at
u
re

s 
an

d
 

p
ro

g
ra

m
m

in
g
 c

on
ce

p
ts

 t
o
 i
m

p
le

m
en

t 
a 

p
ro

g
ra

m
 t

h
at

 s
at

is
fi
es

 t
h
e 

d
es

ig
n
 s

p
ec

if
ic

at
io

n
 

 
 

 

2
.2

 
M

ak
e 

ef
fe

ct
iv

e 
u
se

 o
f 

th
e 

fe
at

u
re

s 
of

 t
h
e 

p
ro

g
ra

m
m

in
g
 e

n
vi

ro
n
m

en
t 

 
 

 

2
.3

 
M

ak
e 

ef
fe

ct
iv

e 
u
se

 o
f 
u
se

r 
in

te
rf

ac
e 

co
m

p
o
n
en

ts
 i
n
 t

h
e 

im
p
le

m
en

ta
ti
o
n
 o

f 
th

e 
p
ro

g
ra

m
 

 
 

 

2
 

B
e 

ab
le

 t
o
 p

ro
d
u
ce

 
a 

w
o
rk

in
g
 o

b
je

ct
-

o
ri
en

te
d
 p

ro
g
ra

m
 

w
h
ic

h
 m

ee
ts

 t
h
e 

d
es

ig
n
 s

p
ec

if
ic

at
io

n
  

2
.4

 
M

ak
e 

ef
fe

ct
iv

e 
u
se

 o
f 

a 
ra

n
g
e 

o
f 

d
eb

u
g
g
in

g
 t

o
o
ls

 
 

 
 



 

Pe
ar

so
n
 B

T
E
C
 L

ev
el

 4
 D

ip
lo

m
a 

in
 I

n
fo

rm
at

io
n
 S

ec
u
ri

ty
 P

ro
fe

ss
io

n
al

 C
o
m

p
et

en
ce

 (
Q

C
F)

  
S
p
ec

if
ic

at
io

n
 –

 I
ss

u
e 

1
 –

 J
u
ly

 2
0
1
4
 ©

 P
ea

rs
o
n
 E

d
u
ca

ti
on

 L
im

it
ed

 2
0
1
4
 

8
6

 

 L
e
a
rn

in
g

 o
u

tc
o

m
e
s 

A
ss

e
ss

m
e
n

t 
cr

it
e
ri

a
 

E
v
id

e
n

ce
 

ty
p

e
 

P
o

rt
fo

li
o

 
re

fe
re

n
ce

 
D

a
te

 

3
.1

 
A
p
p
ly

 s
ta

n
d
ar

d
 n

am
in

g
, 

la
yo

u
t 

an
d
 c

o
m

m
en

t 
co

n
ve

n
ti
o
n
s 

 
 

 
3
 

B
e 

ab
le

 t
o
 d

ev
el

o
p
 

o
b
je

ct
-o

ri
en

te
d
 

p
ro

g
ra

m
s 

th
at

 
re

fl
ec

t 
es

ta
b
lis

h
ed

 
p
ro

g
ra

m
m

in
g
 a

n
d
 

so
ft

w
ar

e 
en

g
in

ee
ri
n
g
 

p
ra

ct
ic

e 

3
.2

 
A
p
p
ly

 a
p
p
ro

p
ri
at

e 
d
at

a 
va

lid
at

io
n
 a

n
d
 e

rr
o
r 

h
an

d
lin

g
 t

ec
h
n
iq

u
es

 
 

 
 

4
.1

 
D

ev
el

o
p
 a

n
d
 a

p
p
ly

 a
 t

es
t 

st
ra

te
g
y 

co
n
si

st
en

t 
w

it
h
 t

h
e 

d
es

ig
n
 

id
en

ti
fy

in
g
 a

p
p
ro

p
ri
at

e 
te

st
 d

at
a 

 
 

 

4
.2

 
A
p
p
ly

 r
eg

re
ss

io
n
 t

es
ti
n
g
 c

o
n
si

st
en

t 
w

it
h
 t

h
e 

te
st

 s
tr

at
eg

y 
 

 
 

4
 

B
e 

ab
le

 t
o
 d

ev
el

o
p
 

te
st

 s
tr

at
eg

ie
s 

an
d
 

ap
p
ly

 t
h
es

e 
to

 
o
b
je

ct
-o

ri
en

te
d
 

p
ro

g
ra

m
s 

4
.3

 
U

se
 a

p
p
ro

p
ri
at

e 
to

o
ls

 t
o
 e

st
im

at
e 

th
e 

p
er

fo
rm

an
ce

 o
f 

th
e 

p
ro

g
ra

m
 

 
 

 

5
.1

 
R
ec

o
rd

 t
h
e 

fi
n
al

 s
ta

te
 o

f 
th

e 
p
ro

g
ra

m
 i
n
 a

 f
o
rm

 s
u
it
ab

le
 f

o
r 

su
b
se

q
u
en

t 
m

ai
n
te

n
an

ce
 

 
 

 
5
 

B
e 

ab
le

 t
o
 d

ev
el

o
p
 

d
es

ig
n
 

d
o
cu

m
en

ta
ti
o
n
 f

o
r 

u
se

 i
n
 p

ro
g
ra

m
 

m
ai

n
te

n
an

ce
 a

n
d
 

en
d
-u

se
r 

d
o
cu

m
en

ta
ti
o
n
  

5
.2

 
Pr

o
vi

d
e 

en
d
-u

se
r 

d
o
cu

m
en

ta
ti
o
n
 t

h
at

 m
ee

ts
 t

h
e 

u
se

r’
s 

n
ee

d
s 

 
 

 

 Le
ar

n
er

 n
am

e:
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_

 
D

at
e:

_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_

 

Le
ar

n
er

 s
ig

n
at

u
re

:
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_

 
D

at
e:

_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_

 

A
ss

es
so

r 
si

g
n
at

u
re

:
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_

 
D

at
e:

_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_

 

In
te

rn
al

 v
er

if
ie

r 
si

g
n
at

u
re

:_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_

 
(i

f 
sa

m
p
le

d
) 

D
at

e:
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_

 



 

Pearson BTEC Level 4 Diploma in Information Security Professional Competence (QCF)  
Specification – Issue 1 – July 2014 © Pearson Education Limited 2014 

87

Unit 413: Designing and 
Developing Procedural 
Computer Program 

Unit reference number: T/601/3311 

QCF level: 4 

Credit value: 15 

Guided learning hours: 90 

 

Unit aim 
The aim of this unit is to provide the learner with the skills and competencies to 
carry out the development of a procedural computer program from design to 
testing in a professional capacity, and to understand a range of issues concerned 
with software development activities. 

Unit assessment requirements/evidence requirements 
This unit is assessed in the workplace. Learners can enter the types of evidence 
they are presenting for assessment and the submission date against each 
assessment criterion. Alternatively, centre documentation should be used to record 
this information. 
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Unit 414: Investigating and 
Defining Customer 
Requirements for ICT 
Systems 

Unit reference number: R/602/1772 

QCF level: 4 

Credit value: 15 

Guided learning hours: 90 

 

Unit aim 
This unit provides the skills, knowledge and understanding requirements to take a 
leading role in the investigation and definition of customer requirements for ICT 
systems and services.  

Unit assessment requirements/evidence requirements 
This unit is assessed in the workplace. Learners can enter the types of evidence 
they are presenting for assessment and the submission date against each 
assessment criterion. Alternatively, centre documentation should be used to record 
this information. 
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Unit 415: Carrying out 
Information Security 
Risk Management 

Unit reference number: L/505/5814 

QCF level: 4 

Credit value: 12 

Guided learning hours: 40 

 

Unit aim 
On completion of this unit, learners will be able to manage and develop risk 
contingency plans and use these to manage information security risks. 

Unit assessment requirements/evidence requirements 
This unit is assessed in the workplace. Learners can enter the types of evidence 
they are presenting for assessment and the submission date against each 
assessment criterion. Alternatively, centre documentation should be used to record 
this information. 
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12 Further information and useful publications 

To get in touch with us visit our ‘Contact us’ pages:  

● Edexcel: www.edexcel.com/contactus 

● BTEC: www.edexcel.com/btec/Pages/Contactus 

● Pearson Work Based Learning and Colleges: 
www.edexcel.com/about.wbl/Pages/Contact-us 

● books, software and online resources for UK schools and colleges: 
www.pearsonschoolsandfecolleges.co.uk 

Key publications: 

● Adjustments for candidates with disabilities and learning difficulties – Access 
and Arrangements and Reasonable Adjustments, General and Vocational 
qualifications (Joint Council for Qualifications (JCQ)) 

● Equality Policy (Pearson) 

● Recognition of Prior Learning Policy and Process (Pearson) 

● UK Information Manual (Pearson) 

● UK Quality Vocational Assurance Handbook (Pearson). 

All of these publications are available on our website. 

Publications on the quality assurance of BTEC qualifications are available on our 
website at www.edexcel.com/btec/delivering-BTEC/quality/Pages 

Our publications catalogue lists all the material available to support our 
qualifications. To access the catalogue and order publications, please go to 
www.edexcel.com/resources/publications/Pages 

Additional resources 

If you need further learning and teaching materials to support planning and delivery 
for your learners, there is a wide range of BTEC resources available. 

Any publisher can seek endorsement for their resources, and, if they are successful, 
we will list their BTEC resources on our website at: 
www.edexcel.com/resources/publications/Pages  

http://www.edexcel.com/contactus�
http://www.edexcel.com/btec/Pages/contactus�
http://www.pearsonschoolsandfecolleges.co.uk/contactus�
http://www.edexcel.com/btec/delivering-BTEC/quality/Pages�
http://www.edexcel.com/resources/publications/Pages�
http://www.edexcel.com/resources�
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13 Professional development and training 

Pearson supports UK and international customers with training related to BTEC 
qualifications. This support is available through a choice of training options offered 
on our website: www.edexcel.com/resources/Training. 

The support we offer focuses on a range of issues, such as: 

● planning for the delivery of a new programme 

● planning for assessment and grading 

● developing effective assignments 

● building your team and teamwork skills 

● developing learner-centred learning and teaching approaches 

● building in effective and efficient quality assurance systems. 

The national programme of training we offer is on our website at: 
www.edexcel.com/resources/Training. You can request centre-based training 
through the website or you can contact one of our advisers in the Training from 
Pearson UK team via Customer Services to discuss your training needs. 

BTEC training and support for the lifetime of the qualifications 

Training and networks: our training programme ranges from free introductory 
events through sector-specific opportunities to detailed training on all aspects of 
delivery, assignments and assessment. We also host some regional network events 
to allow you to share your experiences, ideas and best practice with other BTEC 
colleagues in your region. 

Regional support: our team of Curriculum Development Managers and Curriculum 
Support Consultants, based around the country, are responsible for providing 
advice and support in centres. They can help you with planning and curriculum 
developments. 

To get in touch with our dedicated support teams please visit: 
www.edexcel.com/contactus 

Online forum 

Pearson Work Based Learning Communities is an online forum where employers, 
further education colleges and workplace training providers are able to seek advice 
and clarification about any aspect of our qualifications and services, as well as 
share knowledge and information with others. The forums are sector specific and 
cover Business Administration, Customer Service, Health and Social Care, 
Hospitality and Catering and Retail. The online forum is available at 
www.pearsonwbl.edexcel.com/Our-support. 

http://pearsonwbl.edexcel.com/Our-support/Pages/default.aspx�
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14 Contact us 

We have a dedicated Account Support team, based throughout the UK, to give you 
more personalised support and advice. To contact your Account Specialist you can 
use any of the following methods: 

Email:  wblcustomerservices@pearson.com 
Telephone:  0844 576 0045 

If you are new to Pearson and would like to become an approved centre, please 
contact us at: 

Email:  wbl@pearson.com 
Telephone: 0844 576 0045 

Complaints and feedback 
We are working hard to provide you with excellent service. However, if any element 
of our service falls below your expectations, we want to understand why, so that we 
can prevent it from happening again. We will do all that we can to put things right.  

If you would like to register a complaint with us, please email 
wblcomplaints@pearson.com. 

We will formally acknowledge your complaint within two working days of receipt 
and provide a full response within seven working days. 

mailto:wblcustomerservices@pearson.com�
mailto:wbl@pearson.com�
mailto:wblcomplaints@pearson.com�
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