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Introduction

This is the first full live series for this unit of the IAL IT.  The first examination
was in 2019, where this unit was not available, and the intervening years were
disrupted due to Covid19.  

Interpreting words used in the questions

The command taxonomy, available in the specification appendix 6, details the
requirements  for  responses  to  both  the  command  word  explain and  the
command word  describe.   These  command words  are  most  often  seen in
questions worth two marks.  One mark is for a statement.  The second mark is
for  a  development  of  that  statement  (describe)  or  a  justification  of  that
statement (explain).  The statement and the expansion must be linked and
make sense together.  

Responses were often seen for these questions that could only be awarded a
single  mark,  as  the  development  or  justification  was  missing.   The  mark
scheme for Q01c and Q02a demonstrates patterns for responses to an explain
question that achieve both marks.

In some questions, the command word describe is used where the response is
a description of  a process.   These questions may be worth more than two
marks.  Each mark is a step in the process.

The words used in the questions should help students identify what is required
in the response.  There is a difference between characteristics (what something
is), functionality (what it does), affordability (what it allows you to do), and its
benefits or drawbacks (why you would/would not use it).  Q01c asks for an
explanation of one advantage of using containerisation in the cloud, rather than
what containerisation is.  

Subject-specific terminology

Across all  the questions,  there was a tendency to omit  the use of  subject-
specific terms or to confuse some words with others.  Confusion with the terms
shown in the table were seen in many responses.

Term Observation

Deployment/installation The subject-specific term used to describe putting 
an IT system into production.  Sometimes, 
marketing terms (launch, release) were used 



instead.  

Integration This term should mean the bringing together of 
components/modules.  To test this bringing 
together is called integration testing.  The term 
integration, alone, is not enough to mean testing.

Data integrity This term is about the reliability or trustworthiness 
of data, not about accuracy or correctness.  

Referential integrity This is a Microsoft Access term which means that 
when one field is changed in a table, all other 
tables, where that field is used as a foreign key are 
also changed.  

Data consistency Does not mean removing inaccurate data, but that 
the DBMS ensures all related data is changed 
together.  This is aligned with referential integrity.  

Sender, receiver, user, 
owner

Normally sender and receiver are used in the 
context of transmission, but these terms were used 
in the context of the certificates in Q03.  It's not 
possible to know if the sender is the issuer of the 
certificate, the sender of the certificate, or the 
sender of the encrypted message.  Being as specific 
as possible will allow examiners to award marks.  

Plaintext, ciphertext These terms are used to refer to unencrypted and 
encrypted data.  Their meaning is very clear.  Using 
terms such as data, message, or an example (Hello,
"*££!) lead to unclear responses, where marks were
difficult to award.

Key The term key could appear in a database, as in 
primary or foreign.  A key is also used in encryption,
where it benefits from using a modifier (public, 
private, shared).  Where students used passcode, 
secret code, or password, marks were difficult to 
award.  

Public, private, shared These terms may be used as modifiers for a key.  
They are not used in pairs.  Marks could not be 
awarded when they were used together, such as 
public shared key.



Subject-specific notation

Across all the questions, there was a tendency to confuse the type of notation 
required for a particular type of task.  

Symbols Observation

Flowchart symbols Available in the specification appendix 7.  All 
students should be able to interpret and produce 
flowcharts using these symbols.  They should also 
know when flowchart symbols are appropriate to 
use.

Dataflow symbols Available in the specification appendix 7.  All 
students should be able to interpret and produce 
dataflow diagrams using these symbols.  They 
should also know when dataflow symbols are 
appropriate to use.

Entity relationship 
symbols

Available in the specification appendix 7.  All 
students should be able to interpret and produce 
entity relationship diagrams using these symbols.  
They should also know when entity relationship 
symbols are appropriate to use.

Information flow 
diagrams

Available in the specification appendix 7.  These are 
more flexible than the other types of notation and 
can be used in many different places, particularly 
where one of the more specific types of symbols is 
not appropriate.  

Q01ai

This question was well answered.  

This question requires students to name two tools used in project management.

The most common error was responding Agile or Waterfall, which are not tools.
Examiners also saw MIS or CRM often, perhaps because they're somewhere
else in the paper.

SWOT analysis, was seen, but is a tool for decision making and should be done
before commencing a project.



General office tools or equipment, e.g. Internet, spreadsheets, graphs/charts,
or a computer were not awarded.

Q01aii

This  was  a  very  well  answered  question.   The  majority  of  responses  were
awarded the mark.  

This  question  requires  students  to  define  the  meaning  of  the  A  in  SMART
targets.

A  range  of  words  was  acceptable,  as  long  as  they  were  equivalent  to
achievable.

Q01aiii

This question was poorly answered.  Few responses were awarded the mark.  

2 marks

1 mark

1 mark

0 mark



This question requires students to give one reason for using SMART targets.

It was often answered using one of the other letters in SMART.  Responses
about finishing the project on time were not awarded.

Some responses indicated that the objectives would be stated in clear terms
when using SMART targets, but failed to tie this to an increased probability of
the project being successfully completed.  

0 mark

0 mark

0 mark

1 mark

1 mark

1 mark

0 mark



Q01b

This question was answered well.  

This  question  requires  students  to  complete  the  diagram  of  the  waterfall
method of systems development.

Some  responses  could  have  earned  more  marks  by  using  subject-specific
terminology.   Marketing terms,  such as launch and release,  appeared often
instead of installation or deployment.  

Integration was sometimes seen with testing, but when alone, it could mean
the act of bringing modules/devices together rather than the actual testing of a
system.

 

1 mark



2 marks

1 mark



Q01c

Overall, this question was poorly answered, with few responses earning either
one or both of the available marks.  

This  question  requires  students  to  explain  one  advantage  of  using
containerisation.  It is not asking for a comparison to virtualisation.  However,
many responses were seen that did this comparison.

This is a two-mark explain question.  The mark scheme shows a pattern for
answering this type of question.

1 mark



2 marks

1 mark

1 mark

2 marks

2 marks



Q01d

This question was well answered, with very few responses being awarded no
marks.  

This is the first essay question in this paper.

This question requires students to discuss the benefits and drawbacks of using
virtual reality in a flight trainer.

There were many good responses for this question.  Most responses earned
marks in the middle band because they consisted of accurate statements, but
lacked development.  

5 marks

2 marks



Q02a

This question was poorly answered, with the majority of responses awarded no
marks.

This is a two-mark explain question, asking for an explanation of a benefit of
normalising a relational database.  The question paper gives a model answer
for the students to follow.  It is based on reducing data redundancy.  

Again, examiners saw many responses consisting of a single statement for one
mark, but the expansion was often missing.



A common error was giving a benefit of storing data in a database, such as
organisation  and  queries.   Other  responses  described  how  a  database  is
constructed, using tables, primary keys, and foreign keys.

Some responses were based on removing duplicate data, but reduction of data
redundancy by removing duplicate data was given in the question, so could not
be the answer to the question.

Responses that identified improving data integrity, went on to give a definition
of data integrity (trustworthiness of data), rather than explain how this was
achieved.  In the same way, the reduction of anomalies was identified as a
benefit, but lacked an explanation of how this was achieved.  These responses
earned one of the two available marks.

There was some confusion with the term integrity.  Some responses went on to
describe data integrity as a measure of how accurate or correct data is.

Other responses stated to 'improve data integrity' but expanded with 'ensuring
data is changed together because of links in the tables'.  The latter is really
data consistency.  The issue is that Microsoft Access uses the term 'referential
integrity' to mean the latter.

1 mark

1 mark



Q02bi

This question was well answered.  

This question requires students to complete a table to name a validation type.

The most common error was giving a data type (text, number, short integer)
for a validation type.  

A lookup/list on the equipment names would not be practical in a real situation.

2 marks

2 marks

2 marks



2 marks

2 marks

1 mark

0 mark



Q02bii

This question was not well answered.  However, the majority of response was
awarded one or more of the available marks.  

This  question  asked  students  to  complete  an  ER  diagram.   The  question
specifies  the  need for  two entities,  four  relationships,  and four  relationship
types.

Attributes (field names) did not need to be added to the diagram.  When they
were added, they were ignored.  

Common  errors  included  reversing  the  relationships  or  adding  relationships
directly between two of the given entities.

4 marks



2 marks

6 marks



Q03ai

This question was not well answered, with more responses awarded zero marks
than one mark.  

This question is the first of two about encryption.  It asks for one non-general
item  found  in  a  certificate,  i.e.  something  specific  that  can  identify  the
certificate.

There was confusion with the use of some words.  These included user, holder,
sender, receiver, and entity, as it is not clear who these are.  In many cases, it
was not possible to determine if a word meant the owner of the certificate, the
issuer of the certificate, or the user of the certificate, all of whom are different.
The use of the word signature was also problematic, as there is no indication of
which party the signature belongs to.  

A range of responses were accepted as equivalent for the serial number of the
certificate, such as certificate ID, certificate number, and certificate code.

0 mark

0 mark

1 mark

1 mark



Q03aii

This question was not well answered, with more responses awarded zero marks
than either one or two marks.   

This is the second of the questions about encryption.  It asks for the role that
the Certificate Authority (CA) plays in certificate-based encryption.

This is another question where the use of subject-specific terminology impacted
the number of marks awarded.  The terms user, owner, sender, and holder
were all used, but in many cases, it was not possible to determine who that
entity actually was.

Many responses indicated that it is the role of the CA to actually encrypt the
data.  Others indicated that the CA was responsible for ensuring the identity of
the sender and receiver of the encrypted data.

Examiners did see some responses that indicated the CA verified the identify of
the organisation that the certificate was issued to.  

Responses  indicating  that  the  CA  hands  out  or  creates  the  keys  or  the
certificate were awarded.  The most commonly award mark was for the idea
that the CA validated the certificate.

1 mark

2 marks



Q03b

This question was very well answered, with few responses awarded zero marks.

It was rare for a response to be awarded fewer than two marks.  However, it
was also rare for a response to be awarded all  nine marks.  Unfortunately,
some students declined to attempt to answer the question.  

This question requires students to complete a diagram illustrating symmetric
and asymmetric encryption.  Some steps in the process are provided.  

The most common omission was not expressing that the public and private
keys, on the asymmetric side, belong to Alice.

The question states that responses should use the subject-specific vocabulary
of plaintext and ciphertext.  Some responses did not receive full marks because
there was no distinction made between plaintext and ciphertext.   The term
message, when it could be interpreted, was awarded for plaintext.  

There was some confusion between the terms shared, private, public, secret,
symmetric, and asymmetric when used with key.  In some cases, the terms

1 mark

2 marks

1 mark



were  used  together,  such  as  shared  private  key,  public  shared  key,  or
public/shared key.  

8 marks



6 marks



5 marks



Q04ai

There was a full range of marks awarded on this question.  The most common
mark awarded was one mark.

This  is  the  first  of  two  questions  about  customer-relationship  management
(CRM) systems.  Both questions require students to apply their understanding
of a CRM system to a context.  

This first question requires students to identify two fields in the CRM system
that could be used by the customer services department.  

The selection of  the two fields to use and the new information that can be
extracted, should lead to an expansion.  In some cases, responses selected
unrelated fields, then could only add an expansion that was relevant to one
field.  

A common error was to provide 'improve customer service' for the expansion
mark.  However, that is not specific enough.

2 marks

2 marks

2 marks



Q04aii

There was a full range of marks awarded on this question.  The most common
mark awarded was one mark.

This is the second of two questions about customer-relationship management
(CRM) systems.  Both questions require students to apply their understanding
of a CRM system to a context.  

This  second  question  requires  students  to  identify  three  fields  in  the  CRM
system that could be used by the marketing department.  

A common error was to provide 'sell more' or 'improve marketing strategies' for
the expansion mark.  However, that is not specific enough, as the marketing
department's job is to 'sell more' and 'improve marketing strategies'.

Some  responses  did  not  acknowledge  the  context  of  the  question,  the
marketing  department,  and  included  fields  that  were  related  to  customer
services.

Many  responses  chose  combinations  of  1,  2,  3,  4,  and  5  that  made  it  a
challenge to get them to work together.  

1 mark

1 mark

2 marks



Fields 3, 4 and 5 to figure out if the customer bought
something from the promotional contact, so that they can
increase the frequency of sending promotional material.

2 marks

2 marks

1 mark

2 marks

Field numbers 2, 4, 5 can be used to determine if the last 
promotional contact was before the last visit, if so, then 
the marketing department can send a thank you with a 
free coffee voucher.

2 marks



Q04b

This question was very well answered.  

This question requires students to complete a table indicating the changeover
method for four different scenarios.

The most commonly missed changeover type was phased.

3 marks

3 marks



Q04c

Responses to this essay question were awarded a full range of marks.

This question requires students to discuss the need for and features of risk
management and disaster recovery policies.

Most responses were able to state a need for risk management and disaster
recovery, even if they did not elaborate on what each meant.  Some responses
were high-level discussions.  They lacked IT-specific details, particularly about
the content of risk management related to IT systems and backup and recovery
strategies.

Examiners did see some very good responses pertaining to backup strategies,
such as parallel systems (warm) or running in the cloud. 5 marks



4 marks



2 marks



Q05

This question was well answered.  Most responses were awarded marks for this
question.  The middle band (five to eight) made up the largest segment of
awarded marks.  

This question requires students to design a normalised database solution from a
flat file for a retailer.

Many responses attempted a normalised solution with only three tables, rather
than  the  required  four.   The  most  common  table  omitted  was  the
manufacturer's table.  

A variety of annotation was used.  Most responses were in the form of tables,
as indicated in the question.  A few responses were in parenthetical form, which
can be seen in the mark scheme.  Where responses were ER or EAR diagrams,
marks were awarded, ignoring any relationship lines.  

11 marks



8 marks

6 marks



4 marks

2 marks



Q06a

This question was well answered.  

This is the first of two questions requiring students to apply their knowledge of
human computer interface (HCI) design and user experience.  This question
requires students to draw a set of windows of an HCI for a conference centre.

Students were able to draw a graphical user interface containing one or more of
the required items of windows, icons, menus, and pointers.  

However, some responses, did not distinguish between a button, link, or icon.
That often resulted in the loss of two marks, because of the requirement to
label an icon.  Other very good diagrams did not provide labels for window,
icon, menu, or pointer.  

Some responses did not provide two windows, but identified a frame, table, or
image as a window.  This was most often a tab that was identified as a window.
A tab navigates to a window, but is not a window itself.   

Some responses labelled an arrow-shaped button on the window as a pointer.
The text on the arrow-shaped button often gave directions, such as 'choose
one' or 'go back'.  The pointer is the symbol on the screen that moves when the
user interacts with a mouse or other pointing device.

Examiners saw a few responses that were generalised, as in block diagrams of
a generic desktop, with no application to the context of the conference centre.



5 marks



6 marks



4 marks



6 marks

2 marks



Q06b

This question was well answered, with a full range of marks awarded.

This  second  question  about  HCI  design  requires  students  to  evaluate  a
proposed  design.   Students  are  given  four  rules  (consistency,  universal
usability,  feedback,  and  reversal  of  actions)  to  use  as  metrics  for  their
evaluations.

Most students were able to achieve marks in the three to seven range for or an
analysis of the proposed designs in relation to the four design rules.

The most common misunderstood rules were that of informative feedback and
universal usability.   The former was interpreted to mean a location on the
screen where the user could provide feedback to the hotel, rather than how the
user  interface  provides  feedback  or  instruction  to  the  user.   Responses
addressing universal usability often failed to identify that the usability applied
to different categories of user and should address accessibility.

11 marks







10 marks





8 marks





6 marks



4 marks



Summary

 Use subject-specific terminology accurately in all responses
 Identify the requirements of the response from the command word used

in the question
 Identify the requirement for subject-specific notation as indicated in the

question
 Ensure your response is phrased in the context of the question, if there is

one
 Use the bullets provided in the large essay question to structure your

response

2 marks
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