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Introduction

This is the fourth full live series for this unit of the IAL IT. The first was in 2019, with years 2020,
2021, and 2022 being disrupted due to Covid19. The 2023 series was the first after Covid19. The
2024 series was sat last year.

Interpreting words used in the questions

The command taxonomy, available in the specification appendix 6, details the requirements for
responses to both the command word explain and the command word describe. These command
words are most often seen in questions worth two marks. The first mark is for a statement. The
second mark is for a development of that statement (describe) or a justification of that statement
(explain). The statement and the expansion must be linked and make sense together.

In the summer, responses were often seen for these questions that could only be awarded a single
mark, as the development or justification was missing. The mark schemes for Q02bii and Q04a
demonstrate patterns for responses to questions that achieve both marks.

The words used in the questions should help students identify what is required in the response.
There is a difference between characteristics (what something is), functionality (what it does),
affordability (what it allows you to do), and its benefits or drawbacks (why you would/would not use
it).

Subject-specific terminology

Across all the questions, there was a tendency to omit the use of subject-specific terms or to confuse
some words with others. Responses often were general and high-level where the use of a subject-
specific term would have more clearly demonstrated knowledge and understanding.

Subject-specific notation
Many responses demonstrated accurate use of flowchart notation. This is much improved on last
year. However, many responses struggled to demonstrate accurate recall of data flow symbols.

Essays

Essays are marked using levels-based mark schemes. The contents and information provided in the
essays should be technically accurate. The length of the essay is not related to the awarded mark.
For all essays, it is possible to achieve full marks using no more than the space provided in the
question paper. Long, rambling essays that include vague or inaccurate information are awarded no
more marks than shorter, accurate, and more concise essays.



QO01lai

This question was very well answered. Examiners saw many responses earning full marks.

Some responses were not clear in their use of the term 'device', not indicating whether it was a
personal device or a device that made up part of the internet infrastructure.

1 Some P..BO,{?/& 0re. P29 4ad which mesns that
ey oo wanel gk gffed iy
pfop/f’... do_not have electiity,

This response achieved two marks.

. ,,4.&];9“& beleds
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This response achieved one mark.

QO1aii

This is a multiple-choice question. Please refer directly to the mark scheme.




QO1aiii
This question was very well answered. Examiners saw many responses earning full marks.
The responses that did not use clear terminology were not able to achieve the mark.

(1)

0/\/55(@4;/«!11/,91« ato. o L. aalolfess...

This response achieved one mark.

(iii) State one function of a domain name server in the domain name
system (DNS).

L/g/z‘/ ___________________________________

(1)

/wrm,t the m, by he

This response achieved zero marks.

QO1b

Examiners saw the full range of marks for this question.

Some responses indicated that peer-to-peer is only Bluetooth or short range. Others gave
characteristics of any network, regardless if it was peer-to-peer.

The majority of responses demonstrated understanding that no traditional server was required.

=y

1. There k. bo. senver. aching o a pint. £ codfro
peer=1o-peer. r;dvfo;‘t it.equel.and. con chare. files....

 Plser can decide which Filer and. Jo&a 41 share. m( (,1,;(»,

________ T.{.-TQ...“‘:scp fi vate.

lEWycw')pu&fh*"‘?

This response achieved two marks, both from the first two lines of the first response.

1 .“fﬁ\cg AW shove  4ne . game.. netwon< . ond .  are. connecsect te.
Ahe. ... Same. . LAN.. . ..

2 AN Nodes in_the netwovk  have same abiies oand  ean acces.

edqual  aveds In e NErwOM  hence can 8RO 8L

This response achieved one mark, for the two lines in the second response.




QO01c

This question was very well answered.

Some students didn't read the question carefully, causing them to put in more than the eight ticks
required. That limits the number of marks that can be awarded.

Q01d

This question was very well answered.

Most responses gave MP1 as the identification point and then give one of the answers from the 2
set of marks, as expansion.

Lots of variety from installing malware, damaging files, identity theft, and just reading Kris's private
files

This response achieved two marks.

T i
= data Coia b stolen ond ecan

_access  his pesonal dakscinfogmation.

(2)

This response achieved one mark. It has provided the expansion, but has not indicated that the
network login and password are being used.




Q01le

This question was quite well answered.

Most responses achieved marks for expressing the knowledge that VOIP is used for calls and SIP is
used for starting and ending a session.

There were some responses that indicated that VOIP is used for calls and that SIP is not used for calls,
thereby limiting the potential for marks to one mark.

NDIPig a rechnology thak enablee voice commnic-
ation ove wnteantt pyotocal a nd..£.u.p.p.o.ﬂ.,k.....J?.dhuﬂ._l.nke.....
Voieedil_while STP s 0. pYlptocol thak sete up, rune,

endg yoice Qnd meecaae cesaions ovey +he inteinet,
SUpports geakuves iphe call PO\'WQrdmg,cd“ hold.

This response achieved two marks.

elP. A5 wed oy velte  calls  orer. dbe.. intunek...end. 1€ 0. el for ..

commanicabng.. Theugb. . platforms. o0, Hae 0T000e i

This response achieved one mark.

QO1f

This question was very well answered.

Where there was no indication of IPv6 for Row B or no indication of IPv4 for Row C, those marks
could not be awarded.

Row D (DHCP) was the most frequently missed mark in this question. Often, this was confused with
DNS.



QO02ai

This question was very well answered.
It was disappointing to find some responses that were left blank.
Some responses identified the marquee as static content.

This response achieved two marks. It also illustrates a good technique for scratching out on drawing

responses.
s ~
20% off winter coats p Help Find a
e o 0 0 o o store
Sally N 2 items
» Home I I
Size auides
QO2aii

This question was very well answered.

The most frequent error was using examples of the same mark point twice, such as limited sight and

colour-blindness.

1 Beanse gy Vove o e

fovnre Wad of viyel ,w‘:wm‘*vwl-

This response achieved two marks.

This response achieved one mark.

QO2bi

This question was not answered well.




Responses demonstrated a lack of understanding sponsored content.
Most responses demonstrated confusion with pay-per-click and targeted advertisement.

Other responses were based on delivery methods (cookies).

This response achieved one mark.

QO2bii

This question was quite well answered.
Most responses identified selling data to 3™ party companies.

Many of those expanded the statement by mentioning target advertising.

Unfortunately, some responses just restated the information in the question (‘make money') as the

expansion Others, failed to add an expansion, as required by the Explain command word, at all.

................................................................... q//Jgr_r'j'ﬂ’//pw T .
J ;Mm/ A es, T S (m//
?42'/4/ n-a 7{"/
This response achieved two marks.

e webSibe  can Sell Qoba bl cubcmers.

A0 daba.. prekess. . a0e | TeCIves | YY\oN/} .

This response achieved one mark, as it lacks the expansion.

10




QO2ci

This question was quite well answered.
Most responses achieved a mark for 'easily understood' or 'finding errors'.

As with previous two-mark Explain questions, the most commonly missed mark point was the

expansion.

SJ—e_rl.'\crvl-Or e Cwl'ﬂ)tcrfoﬂ’ond = s T

flowehack  rhow  hew  grocesses  ocvl step by

This response achieved two marks.

A casy perple To vy ftmd , Casy 45 $ho *D“/z "
deta Sl 12 Prefiest ety 4o pee C'Jet ;3'

This response achieved one mark. It is missing the expansion.

11



QO2cii
This question was very well answered. Examiners awarded the full range of marks on this question.

Most responses achieved three or four marks.

The most frequently missed mark point was the one for functionality. Marks were also lost due to
the use of notation and the diagram not being fully connected.

availgble?

Yes

V ,
v

\YW' Pn‘U-Lb e
not QW'"RH‘ /I.j

Stop

This response achieved four marks.
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This response achieved three marks.

In this response, invalid product codes are checked for availability.
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QO03a

This question was not well answered.

Very few responses were able to express a definition of a term directly from the specification.
However, some responses were able to give examples.

Responses demonstrated confusion with data protection, privacy, and censorship.

There were more blank responses than would have been anticipated for a term right out of the
specification.
. (1)

K apeedh ond achon
R R‘jH& ok _on .inckl'\/k.(%[. Ao gﬂ&lml -3 ‘[‘Q‘hj 3. ﬂf/ do et hord or
break  ofter pecple s righfs,.

This response achieved one mark.

It demonstrates very good Level 3 understanding of the required term.

WWhen e Sovenmm‘*adm% ook ooMow

wou. Ao view ceflodn  webpoges.

This response achieved zero marks.

It demonstrates a confusion with censorship. This was seen frequently.

14



QO03c

This question was quite well answered.

However, responses demonstrated confusion with data flow diagrams (DFDs). The process symbol
from DFDs was frequently given as the data sources in information flow diagrams.

Da] A

This response achieved one mark.

QO03di and Q03dii

These questions were well answered.

However, a surprising number of responses confused structured and unstructured data, so missed
this mark.

There were some responses that supplied more than one number. Only the first number given is
marked.

ALY

..................................... 2. Yo GBS

This response achieved zero marks.

15



Q03e

Overall, this question was quite well answered. Examiners awarded the full range of marks.

Most responses gained mark from the last row, the SELECT statement.
Other responses did not achieve marks because they omitted:

e TABLE for MP1

e Data types for MP2
e INTO for MP3

e  VALUES for MP4

Create the table containing fields to store the information

CREATER TABLE 4bl_vewcie C

vewiele D VavchawC259)
Liceuwce 9plave vwc\..av(é)
Ownev

Insert a record for the vehicle into the table

TVUSERT TLTO bt - vehitie (VekicleTD,
ticewee plate, pwuev)

Values (3ess ,*wN26TPx’, 263411)

Retrieve all the fields for all the records from the table

SELECT Cx) ¢ROM +tbi-venicl€

This response achieved four marks.

The data types for the fields are not provided. The SELECT statement is called as a function.

16



QO3f

This question was quite well answered.
Most responses achieved at least marks in Level 2.

Responses expressed understanding of automatic and patching, but lacked the skills to be able to
develop the discussion.

Few responses included engagement with the context of the software listed in the scenario.

Many responses attempted to provide a definition of 'automatic' updating, but use the word
'‘automatic' in the definition. The responses that described the process of automatic updates,
including setting options, an update is downloaded, the update is applied without asking the user,
the timing is when the application is not in use, etc. demonstrated better understanding.

16}
Cowmlemg[g(eesus«a\/avlw,s-f),pesdéo{’rmfa

”m‘ihdw’ed Ao be ko(‘\.)r}OaloJ'QA"}oM‘l}w
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UQJ”‘}%B«&US&!* lha’rﬂ“su()“’ ‘4‘99’{] Yov, Ths
wa‘”\qw%h‘r‘Oecwﬂ’—éowe’h'“esp{’o@eﬂg‘fowsu R
'N(n\’}n&an’vmﬂk\wa'reOvoeem}'gsﬁﬂndue&‘ﬁ B
(ol Cavse . Cecurly. brenches. This s also helphd dsince
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Soiuhye,.*we&'eﬁwbgov*on" '“’p"‘J""“')I“‘:‘)‘\”@ S

P4 vpdddes ave' vl impedwl  for  pvdipggyclen
_an . Alimaware  Sofware . dince T 4 patek vpekedes

e v ol s ol led do secordy flimk
MA.A“}"‘W"(WS Kronm. L«f"\"SN\J"\A\MVe R

This response achieved 6 marks.




It demonstrates addressing both automatic and patching updates, with accurate statements.
Further, it ties back to the context by identifying a suitable software that would benefit from each
method. Expansion comes through the reason given for choosing that method.

Q‘punH\I\j%s&LL\s—&\'\au\Akﬂ.ufoa«\LA\:j Qnﬁc‘hkﬁ .

o000k SUCL.Al \aﬁ; PP Y. S NAW .............

An-h Malwsace...= S\ngu.LA.‘.......‘.ln.,.‘. updn..«h,A Otk oma‘h‘ca‘j

Ono\rﬁwlarfj&a'fhn.arrh'mlm ...... i ro..cjnma.

ano\ ____________ Ap\ua.mj“\\m)x@? B 0 L7 malwaca.... Nact. ... . has..

e An.wn,\qfs)\xmnjigj. T I——

w n—é Pocec umn-rx)\ JLommuntcadion... . softbhsares..... s.\...“m\
. o

\ot,w?&ﬂ\-\dau-&am%‘x.ab ............ N T P T loﬂzcg

- T NY X WNRII- X U I\ PP D hRAAACL S, ARL., ”‘,...\uﬁd.u......v.m;u.‘....g.,:.‘o.u.im

a.né\ ........ TFOAMV\\jj.
] MMXA ........... LL.u.pA_q4x_\j .......... mh}ﬂ ............. B0

r‘lmrlanjachc.n-\a\ ............ AL.\.@.‘.&:\‘..Q.D.S"........0.(.‘...........T?ﬁ.&.l_..,,H"..C.n.c.t.u.‘F.ﬂ.ﬂq,;.......,.,Lu.}..l\ .......

no—\bx.&avu}\ aqumarchb. S ——————

Ofua—!in_)q-sss-h:m}c A BN S e Bt L\.PAQ*‘A.,.....'...'awﬂ.ﬂmdlkaﬁ..
...... o u-\:orne...,.fa\a-h.s.mij Ya VR mean.:-.l..nhn L _j
QsmwAu?er\ﬂmwthnrnn+M\r 44444444444 compudts

v T n.la\ .............. P oY V3 O S e

This response achieved five marks.

It demonstrates good ties to the software in the scenario, but has neglected to state how
patching/automatic work.
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This response achieved four marks.

It is a descriptive response with each type of updating addressed with some justification. There is
little connection to the scenario.




Q04a

This question was not well answered.

Based on the responses, it would appear that students interpreted the question as 'describe how
network access is controlled', rather than 'describe how access to the resources on the network is
controlled'.

Linked descriptions need a statement and an expansion. Some responses only supplied the
statement or the expansion.

_Accers. . nﬂWJ o sek ... \d cenbre H'Wauylr\ Mo M
mmmc& 2% ymen.h Land...allowh. . spJuJ-we Al o wuu/x'é%
ﬁedﬂd‘ﬂu\hdone-kylwoqh ........... gﬂm wedinbals  Like _then 4

Fans.ua.gib -

This response was awarded two marks.

Ve eoueces....can. be Jocked. basd o access. mghts: Seealc_waeeth: Accest. nghts...
Soold—boe:ersure... Mak..ooly... audbscired....geople...can. e all. dabo. apd. it what...
ober__unauthonsed. users.can_ses.. Access nightS._ ot tauelly . comoeced oo pesm®..

This response was awarded two marks.
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QO04b

This question was quite well answered. Many responses achieved two of the four marks.

There appears to have been better understanding of the maths needed to answer this question than

similar questions in previous years.

(8 | o |x[ ooy JxL 094 J
/N — /N —

505 ) o ) o )

- 1503,-6 seonds

This response achieved four marks. Alternative expressions were awarded.

L g

|3-$ JX| g ><‘ lo2L4 JxL lox4 Jx(—‘u?J
( 10.58JX‘ |eo-‘)x\ 60 ]

This response achieved three marks.

———— e

———— e s e —

(b (et <[ o Jx( oy Jx( o )

o S — L

This response achieved two marks.

It does not provide enough 1024s to demonstrate an understanding of Gibibytes.
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QO04c

This question was very well answered. Most responses achieved eight or more marks.

Responses were able to place the primary keys for at least three of the tables. Some responses
indicated that the composite key required for the Request table was either a foreign composite or a
primary composite. In this question, those keys are both, so need both underlines and asterisks.

The mark for the 1:1 relationship between RoomEquipment and Item was rarely awarded.

I. Room RoomEquipment Item
; CoomMName Rog m ped | HemName
: FLQC"' Ve VO * ‘tem Cond \hm"\
| C\km\l\fum " RoorbNlame * ! \“e«\\ D
! . h
| —
‘ N e
: Booking Client

Roomt™ame ¥ Lastdame-

m'\"\.n iD Fw—!\ N\'LMO

C_lu—n\“‘*}ﬂ“* e C\ipa INUm .

Request Consumable

Consemabla 10} @nsumabls 10 |

Repest 10
1 C\Lm\l”\ﬂﬂ /

This response achieved eight marks.

This is typical of marks in this range, with the relationships being missed frequently.
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Q05

This question was well answered. The full range of marks was awarded for this question.
Most responses achieved high marks in Level 2 and there were some Level 3 marks.

Most of the responses were able to suggest devices that fit the categories of computers, peripherals,
and storage. Many specific devices were named.

Many responses provided reasons or justification for their choice, but this was not always in the
context of the scenario.

Fewer responses were able to target specific devices to individual groups of users, with justification
based on that user, to fully demonstrate evaluation.

Y Y I LT T

high. Pextibility. for  wast wst. ond. hond movements. To. Hore the.codes and.....
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This response achieved 12 marks.

This response demonstrates evaluation with all employees acknowledged, with devices appropriate
for their roles, with justification for their choice.

24
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This response achieved 10 marks.

It is a good example of a Level 3 response that is concise and does not need all the lines provided.
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This mark achieved five marks.

This response lists many devices, some of which have been targeted to specific users. There are
some inaccuracies. Overall, it is not well-developed.
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Summary

Use subject-specific terminology and notation accurately in all responses

Provide a statement and a linked expansion for two-mark explain and describe questions
Identify the requirements of the response from the command word used in the question
Ensure your response is phrased in the context of the question, if there is one

Use the bullets provided in the large essay question to structure your response
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