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1 Introducing BTEC Professional qualifications
What are BTEC Professional qualifications?
BTEC Professional qualifications are work-related qualifications available from Level 4
to Level 8 in a range of sectors. They give learners the knowledge, understanding and
skills they need to prepare for employment in a specific occupational area. The
qualifications also provide career development opportunities for those already in
work.
BTEC Professional qualifications put learning into the context of the world of work,
giving learners the opportunity to apply their research, skills and knowledge in
relevant and realistic work contexts. This applied, practical approach means that
learners develop the knowledge, understanding and skills they need for career
progression or further study. As such, these qualifications are well-suited to support
the delivery of the Apprenticeship Standards.
The qualifications may be offered as full-time or part-time courses in colleges and
training centres, and through employers.

Sizes of BTEC Professional qualifications
For all regulated qualifications, Pearson specifies a total estimated number of hours
that learners will require to complete and show achievement for the qualification –
this is the Total Qualification Time (TQT). The TQT value indicates the size of a
qualification.
Within the TQT, Pearson identifies the number of Guided Learning Hours (GLH) that
we estimate a centre delivering the qualification might provide. Guided learning
means activities, such as lessons, tutorials, online instruction, supervised study and
giving feedback on performance, that directly involve tutors and assessors in teaching,
supervising and invigilating learners. Guided learning includes the time required for
learners to complete external assessment under examination or supervised
conditions.
In addition to guided learning, other required learning directed by tutors or assessors
includes private study, preparation for assessment and undertaking assessment when
not under supervision, such as preparatory reading, revision and independent
research.
As well as TQT and GLH, qualifications can also have a credit value – equal to one
tenth of the TQT, rounded to the nearest whole number.
TQT and credit values are assigned after consultation with the employers and training
providers delivering the qualifications.
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BTEC Professional qualifications are generally available in the following sizes:
•

Award – a qualification with a TQT value of 120 or less
(equivalent to a range of 1–12 credits)

•

Certificate – a qualification with a TQT value in the range of 121–369
(equivalent to a range of 13–36 credits)

•

Diploma – a qualification with a TQT value of 370 or more
(equivalent to 37 credits and above).

2
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2 Qualification summary and key information
Qualification title

Pearson BTEC Level 4 Certificate in Network
Systems and Architecture

Qualification Number (QN)

603/4853/7

Regulation start date

01/07/2019

Operational start date

01/08/2019

Approved age ranges

16–18
19+
Please note that sector-specific requirements or
regulations may prevent learners of a particular age
from embarking on this qualification. Please see
Section 6 Access and recruitment.

Total qualification time (TQT) 156 hours.
Guided learning hours (GLH)

56.

Assessment

External assessment – multiple-choice test

Grading information

The qualification and unit is at a Pass grade.

Entry requirements

No prior knowledge, understanding, skills or
qualifications are required before learners register
for this qualification. However, it is recommended
that learners have experience of working in the
digital sector or that they have achieved a relevant
qualification, for example a Level 3 information and
communication technologies qualification.
Centres must follow the guidance given in our
document A guide to recruiting learners onto Pearson
qualifications (see Section 6 Access and recruitment).

Funding

Qualifications eligible and funded for post-16-yearolds can be found on the funding Hub. The Skills
Funding Agency also publishes a funding catalogue
that lists the qualifications available for 19+ funding.
The Apprenticeship funding rules can be found at
www.gov.uk

Pearson BTEC Level 4 Certificate in Network Systems and Architecture –
Specification – Issue 1 – July 2019 © Pearson Education Limited 2019

3

Centres will need to use the Qualification Number (QN) when they seek public funding
for their learners. The qualification title, unit titles and QN will appear on each
learner’s final certificate. Centres should tell learners this when recruiting them and
registering them with Pearson. There is more information about certification in our
UK Information Manual, available on our website: qualifications.pearson.com

4
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3 Qualification purpose
Qualification objectives
The Pearson BTEC Level 4 Certificate in Network Systems and Architecture develops
the knowledge and understanding learners need to carry out the job role of Network
Engineer relating to network systems and architecture. The qualification also enables
learners to achieve one of the knowledge modules required to complete the onprogramme element of the Network Engineer Apprenticeship.
The qualification gives learners the opportunity to:
•

develop knowledge related to network engineering

•

develop technical knowledge and understanding in network systems
and architecture

•

achieve a Level 4 qualification

•

develop personal growth and engagement in learning.

Apprenticeships
The Pearson BTEC Level 4 Certificate in Network Principles meets one of the
mandatory gateway requirements within the Network Engineer Apprenticeship
Standard.
Learners must achieve this qualification, one of the equivalent professional Ofqual
regulated qualifications, or one of the equivalent vendor qualifications before
progressing to the end-point assessment. The equivalent vendor qualifications are:
• Juniper JNCIS-Ent
• MCP MS Exchange Server
• MCP Server 2012
• MCP Server Virtualization – Windows Server Hyper V
• MCP Windows Administrator
• Server +
The knowledge outcomes from the Network Engineer Apprenticeship Standard
covered by the BTEC Level 4 Certificate in Network Systems and Architecture are:
• understands the causes and consequences of system failure, including load
balance and storage protocols, and responds appropriately
• understands the architecture of a typical business IT system, including hardware,
OS server, virtualisation, middleware and applications.
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Progression opportunities
Learners who achieve the qualification and who have met all other specified
requirements of the Apprenticeship Standard, including end-point assessment, can
progress to achieving the full apprenticeship certification, which confirms competency
in the Network Engineer job role.
With further training and development, learners can progress to a more senior or
complex job role such as IT Network Manager. Learners will also be eligible to apply
for registration to the Register of IT Technicians, confirming Skills Framework for the
Information Age (SFIA) Level 3 professional competence on completing the
apprenticeship
Alternatively, learners who have achieved the qualification but who have not
completed the full apprenticeship requirements, could progress to another
qualification, such as the Pearson BTEC Level 5 Higher National Diploma in
Computing.

Industry support and recognition
This qualification is based on the requirements set out in the Network Engineer
Apprenticeship Standard issued by the Tech Partnership.
The employers involved in creating the Standard are:
Arqiva, BT, Capgemini, Cisco, Freedom Communications, Her Majesty’s Revenue and
Customs (HMRC), HP Inc. (formerly Hewlett-Packard), the Home Office, IBM, John
Lewis plc, Microsoft, the National Health Service (NHS), Optimity, Oracle, the RAF, The
Royal Corps of Signals
The qualification is supported by The Computing Technology Industry Association
(CompTIA).

6
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4 Qualification structure
Pearson BTEC Level 4 Certificate in Network Systems and
Architecture
The learner will need to meet the requirements outlined in the table below before
Pearson can award the qualification.
1

Minimum number of units that must be achieved

Unit
number

Mandatory unit

Level

1

Network Systems and Architecture

4
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Guided
Learning
Hours
56

7

5 Centre resource requirements
As part of the approval process, centres must make sure that the resource
requirements below are in place before offering the qualification.

General resource requirements
• Centres must have appropriate physical resources (for example IT, learning
materials, teaching rooms) to support the delivery and assessment of the
qualification.
• Staff involved in the assessment process must have relevant expertise and
occupational experience.
• There must be systems in place that ensure continuing professional development
(CPD) for staff delivering the qualification.
• Centres must have appropriate health and safety policies in place that relate to the
use of equipment by learners.
• Centres must deliver the qualifications in accordance with current equality
legislation. For further details on Pearson’s commitment to the Equality Act 2010,
please see Section 6 Access and recruitment. For full details of the Equality Act 2010
visit www.legislation.gov.uk
For information on the requirements for implementing assessment processes in
centres, please refer to the BTEC UK Quality Assurance Centre Handbook available on
our website.
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6 Access and recruitment
Our policy on access to our qualifications is that:
•

they should be available to everyone who is capable of reaching the required
standards

•

they should be free from barriers that restrict access and progression

•

there should be equal opportunities for all wishing to access the qualifications.

Centres must ensure that their learner recruitment process is conducted with
integrity. This includes ensuring that applicants have appropriate information and
advice about the qualification to ensure that it will meet their needs.
Centres should review applicants’ prior qualifications and/or experience, considering
whether this profile shows that they have the potential to achieve the qualification.
We refer centres to the Pearson Equality, diversity and inclusion policy, which can be
found in the support section of our website.

Prior knowledge, skills and understanding
No prior knowledge, understanding, skills or qualifications are required before
learners register for this qualification. However, it is recommended that learners have
either experience of working in the digital sector, or have achieved a relevant
qualification (such as a level 3 information and communication technologies
qualification).

Access to qualifications for learners with disabilities or specific
needs
Equality and fairness are central to our work. Pearson’s Equality, diversity and inclusion
policy requires all learners to have equal opportunity to access our qualifications and
assessments and that our qualifications are awarded in a way that is fair to every
learner.
We are committed to making sure that:
•

learners with a protected characteristic (as defined by the Equality Act 2010) are
not, when they are undertaking one of our qualifications, disadvantaged in
comparison to learners who do not share that characteristic

•

all learners achieve the recognition they deserve from undertaking a qualification
and that this achievement can be compared fairly to the achievement of their
peers.
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For learners with disabilities and specific needs, the centres’ assessment of their
potential to achieve the qualification must identify, where appropriate, the support
that will be made available to them during delivery and assessment of the
qualification. Please see Section 8 Assessment for information on reasonable
adjustments and special consideration.
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7 Programme delivery
Centres are free to offer this qualification using any mode of delivery that meets
learners’ and employers’ needs. It is recommended that centres make use of a wide
range of training delivery methods, including direct instruction in classrooms,
simulated demonstrations, research or applied projects, e-learning, directed selfstudy, field visits and role play. Whichever mode of delivery is used, centres must
make sure that learners have access to the resources identified in the specification
and to the subject specialists delivering the units.
Centres must adhere to the Pearson policies that apply to the different models of
delivery. Our document, Collaborative and consortium arrangements for the delivery of
vocational qualifications policy is available on our website.
Those planning the programme should aim to enhance the vocational nature of the
qualification by:
•

spending time with employers to better understand their organisational
requirements and the methods of training that are most suitable, taking into
consideration their available resources and working patterns

•

collaborating with employers to ensure that learners have opportunities in the
workplace to implement the knowledge and skills developed through the
training programme

•

developing up-to-date and relevant teaching materials that make use of scenarios
relevant to the sector and relevant occupation

•

giving learners the opportunity to apply their learning in realistic practical activities

•

having regular meetings with employers to discuss learner progress, providing
feedback and agreeing how any issues will be resolved

•

making full use of the variety of experience of work and life that learners bring to
the programme.

Where legislation is taught, centres must ensure that it is current and up to date.
Where a unit is externally assessed, it is essential that learners have covered all of the
unit content before they are tested.
For further information on the delivery and assessment of the Apprenticeships
Standards please refer to document, Apprenticeship funding: rules and guidance for
employers at: www.gov.uk/government/collections/sfa-funding-rules
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8 Assessment
The table below gives a summary of the assessment methods used in the
qualification.
Units

Assessment method

Unit 1

External assessment (onscreen test)

In administering external assessments, centres need to be aware of the specific
procedures and policies that apply to, for example, registration, entries and results.
More information can be found in our UK Information Manual, available on our
website.

Language of assessment
External assessments for the unit in this qualification will be available in
English only.
Further information on the use of language in qualifications is available in our
Use of languages in qualifications policy document, available on our website.
For further information on access arrangements, please refer to the Granting
reasonable adjustments paragraph.

12
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External assessment
The table below gives information about the type and availability of external
assessments that are available for this qualification. Centres should check this
information carefully together with the relevant unit specifications and the sample
assessment materials so that they can timetable learning and assessment periods
appropriately.

Unit 1: Network Systems and Architecture
Type of assessment

Onscreen test using multiple-choice items.

Length of
assessment

The external assessment will be 1 hour.

Number of marks

30

Assessment
availability

On demand

First assessment
availability

November 2019

Pearson sets and marks the external assessment.
The external assessment assesses all the learning outcomes in the unit to meet the
standard specified by the related assessment criteria. All the content in the unit is
mandatory for the assessment and will be sampled across different versions of the
assessment over time. Therefore, it is essential that learners have full knowledge of
the unit content before being entered for the onscreen test.
Centres need to make sure that learners are:
•

fully prepared to sit the external assessment

•

entered for the test at appropriate time, with due regard for resit opportunities
as necessary.

Information on the structure and format of the assessment is available in
Section 10 Unit.
Information on registering learners for the test and the systems requirements for
delivering the onscreen test is available on our website.
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Sample assessment materials
The unit is externally assessed and has a set of sample assessment materials (SAMs).
The SAMs are there to provide an example of what the external assessment will look
like in terms of the feel and level of demand of the assessment.
SAMs show the range of possible question types that may appear in the actual
assessment and give a good indication of how the assessment will be structured.
While SAMs can be used for practice with learners as with any assessment the content
covered and specific details of the questions asked will change in each assessment.
A copy of the assessment can be downloaded from the qualification page on our
website.

Resits
Learners who take the onscreen test and do not perform as expected are allowed the
opportunity to resit the assessment. Opportunity for resits is purely at the centre or
employer’s discretion. Centres will need to ensure that learners are fully prepared
against any identified areas of weakness before resitting the assessment.

Administrative arrangements for external assessment
Access arrangements requests
Access arrangements are agreed with Pearson before an assessment. They allow
learners with special educational needs, disabilities or temporary injuries to:
•

access the assessment

•

show what they know and can do without changing the demands of the
assessment.

Access arrangements should always be processed at the time of registration.
Learners will then know what type of arrangements are available in place for them.

14
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Granting reasonable adjustments
For external assessment, a reasonable adjustment is one that Pearson agrees to make
for an individual learner. A reasonable adjustment is defined for the individual learner
and informed by the list of available access arrangements.
Whether an adjustment will be considered reasonable will depend on a number of
factors, including:
•

the needs of the learner with the disability

•

the effectiveness of the adjustment

•

the cost of the adjustment; and

•

the likely impact of the adjustment on the learner with the disability and other
learners.

Adjustment may be judged unreasonable and not approved if it involves
unreasonable costs, timeframes or affects the integrity of the assessment.

Special consideration requests
Special consideration is an adjustment made to a learner's mark or grade after an
external assessment to reflect temporary injury, illness or other indisposition at the
time of the assessment.
An adjustment is made only if the impact on the learner is such that it is reasonably
likely to have had a material effect on that learner being able to demonstrate
attainment in the assessment.
Centres are required to notify us promptly of any learners who they believe have been
adversely affected and request that we give special consideration. Further information
can be found in the special requirements section on our website.

Conducting external assessments
Centres must make arrangement for the secure delivery of external assessments. All
centres offering external assessments must comply with the Joint Council for
Qualifications (JCQ) document Instructions for conducting examinations. The current
version of this document is available on our website.
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Dealing with malpractice in assessment
Malpractice means acts that undermine the integrity and validity of assessment, the
certification of qualifications and/or may damage the authority of those responsible
for delivering the assessment and certification.
Pearson does not tolerate actual or attempted malpractice by learners, centre staff or
centres in connection with Pearson qualifications. Pearson may impose penalties
and/or sanctions on learners, centre staff or centres where malpractice or attempted
malpractice has been proven.
Malpractice may occur or be suspected in relation to any unit or type of assessment
within a qualification. For further details on malpractice and advice on preventing
malpractice by learners, please see Pearson’s Centre Guidance: Dealing with
Malpractice, available on our website.
The procedures we ask you to adopt vary between units that are internally assessed
and those that are externally assessed.

External assessment
External assessment means all aspects of units that are designated as external in this
specification, including preparation for tasks and performance. For these
assessments, centres must follow the JCQ procedures set out in the latest version of
the Joint Council for Qualifications (JCQ) document Suspected malpractice in
examinations and assessments – Policies and procedures (available on the JCQ website,
www.jcq.org.uk).
In the interests of learners and centre staff, centres need to respond effectively and
openly to all requests relating to an investigation into an incident of suspected
malpractice.

Learner malpractice
The head of centre is required to report incidents of suspected learner malpractice
that occur during Pearson examinations. We ask centres to complete JCQ Form M1
(www.jcq.org.uk/malpractice) and email it with any accompanying documents (signed
statements from the learner, invigilator, copies of evidence, etc) to the Investigations
Processing team at candidatemalpractice@pearson.com.
The responsibility for determining appropriate sanctions or penalties to be imposed
on learners lies with Pearson.
Learners must be informed at the earliest opportunity of the specific allegation and
the centre’s malpractice policy, including the right of appeal. Learners found guilty of
malpractice may be disqualified from the qualification for which they have been
entered with Pearson.

16
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Teacher/centre malpractice
The head of centre is required to inform Pearson’s Investigations team of any incident
of suspected malpractice by centre staff, before any investigation is undertaken. The
head of centre is requested to inform the Investigations team by submitting a JCQ
M2(a) form (downloadable from www.jcq.org.uk/malpractice) with supporting
documentation to pqsmalpractice@pearson.com. Where Pearson receives allegations
of malpractice from other sources (for example Pearson staff, anonymous
informants), the Investigations team will conduct the investigation directly or may ask
the head of centre to assist.
Incidents of maladministration (errors in the delivery of Pearson qualifications that
may affect the assessment of learners) should also be reported to the Investigations
team using the same method.
Heads of centres/principals/chief executive officers or their nominees are required to
inform learners and centre staff suspected of malpractice of their responsibilities and
rights, please see 6.15 of the Joint Council for Qualifications (JCQ) document Suspected
malpractice in examinations and assessments – Policies and procedures.
Pearson reserves the right in cases of suspected malpractice to withhold the issuing of
results/certificates while an investigation is in progress. Depending on the outcome of
the investigation, results and/or certificates may not be released or they may be
withheld.
We reserve the right to withhold certification when undertaking investigations, audits
and quality assurance processes. You will be notified within a reasonable period of
time if this occurs.

Sanctions and appeals
Where malpractice is proven, we may impose sanctions or penalties.
Where learner malpractice is evidenced, penalties may be imposed such as:
•

mark reduction for affected external assessments

•

disqualification from the qualification

•

debarment from registration for Pearson qualifications for a period of time.
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If we are concerned about your centre’s quality procedures we may impose sanctions
such as:
•

working with centres to create an improvement action plan

•

requiring staff members to receive further training

•

placing temporary blocks on the centre’s certificates

•

placing temporary blocks on registration of learners

•

debarring staff members or the centre from delivering Pearson qualifications

•

suspending or withdrawing centre approval status.

The centre will be notified if any of these apply.
Pearson has established procedures for centres that are considering appeals against
penalties and sanctions arising from malpractice. Appeals against a decision made by
Pearson will normally be accepted only from the head of centre (on behalf of learners
and/or members or staff) and from individual members (in respect of a decision taken
against them personally). Further information on appeals can be found in our
document Enquiries and appeals about Pearson vocational qualifications and end point
assessment policy, available on our website. In the initial stage of any aspect of
malpractice, please notify the Investigations Team (via pqsmalpractice@pearson.com)
who will inform you of the next steps.
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9 Centre recognition and approval
Centres that have not previously offered BTEC Professional qualifications need to
apply for, and be granted, centre recognition as part of the process for approval to
offer individual qualifications.
Existing centres will be given ‘automatic approval’ for a new qualification if they are
already approved for a qualification that is being replaced by a new qualification and
the conditions for automatic approval are met.
Centres offering mandatory qualifications for Apprenticeship Standards must be listed
on the Skills Funding Agency’s Register of Training Organisations and have a contract
to deliver them.
Guidance on seeking approval to deliver BTEC qualifications is given on our website.

Approvals agreement
All centres are required to enter into an approval agreement with Pearson, in which
the head of centre or principal agrees to meet all the requirements of the qualification
specification and to comply with the policies, procedures, codes of practice and
regulations of Pearson and relevant regulatory bodies. If centres do not comply with
the agreement, this could result in the suspension of certification or withdrawal of
centre or qualification approval.
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10 Units
This section explains how the unit is structured. It is important that all tutors,
assessors, internal verifiers and other staff responsible for the programme review
this section.
The unit has the following sections.

Unit number
The number is in a sequence in the specification.

Unit title
This is the formal title of the unit that will appear on the learner’s certificate. Where a
specification has more than one qualification, numbers may not be sequential for an
individual qualification.

Level
All units and qualifications have a level assigned to them. The level assigned is
informed by the level descriptors defined by Ofqual, the qualifications regulator.

Guided Learning Hours (GLH)
This indicates the number of hours of activities that directly or immediately involve
tutors and assessors in teaching, supervising, and invigilating learners, for example
lectures, tutorials, online instruction and supervised study.
Pearson has consulted with users of the qualification and has assigned a number of
hours to this activity for the unit.

Unit introduction
This is designed with learners in mind. It indicates why the unit is important, what will
be learned and how the learning might be applied in the workplace.

Learning outcomes
The learning outcomes of a unit set out what a learner knows, understands or is able
to do as the result of a process of learning.

Assessment criteria
The assessment criteria specify the standard the learner is required to meet to
achieve a learning outcome.
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Unit content
This section sets out the required teaching content of the unit and specifies the
knowledge and understanding required for achievement of the unit. It enables
centres to design and deliver a programme of learning that will enable learners to
achieve each learning outcome and to meet the standard determined by the
assessment criteria.
Where it is designed to support apprenticeships, the unit content is informed by the
knowledge and understanding requirements of the relevant Apprenticeship Standard.
Relationship between unit content and assessment criteria
All the content in the unit is mandatory for the assessment and will be sampled across
different versions of the assessment over time. Learners can be tested on any aspect
of the content.
Learners should be asked to complete summative assessment only after the teaching
content for the unit or learning outcomes has been covered.
Legislation
Legislation cited in the unit is current at time of publication. The most recent
legislation should be taught and assessed internally. External assessment will use the
most recent legislation.

Essential information for tutors and assessors
This section gives information to support delivery and the implementation of
assessment. It contains the following subsection.
• Essential resources – lists any specialist resources needed to deliver the unit. The
centre will be asked to make sure that these resources are in place when it seeks
approval from Pearson to offer the qualification.

Pearson BTEC Level 4 Certificate in Network Systems and Architecture –
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Unit 1:

Network Systems and
Architecture

Level:

4

Guided learning hours:

56

Unit introduction
Networks are an essential and fundamental part of a business infrastructure. Being
able to identify issues and rectify them is a key requirement of the network
engineer’s role.
This qualification focuses on the underlying protocols for storage solutions, including
storage area networks (SAN) and network attached storage (NAS), and the potential
issues that can arise when they develop a fault.
It is essential that networking professionals have a solid understanding of the
different aspects of network operating systems and the different server roles
available. These will be studied in this unit along with load balanced systems.
Virtualisation is now an increasingly common tool used in the network infrastructure
of an organisation and will also be studied in this unit, along with middleware.

22
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Learning outcomes and assessment criteria
To pass this unit, the learner needs to demonstrate that they can meet all the learning
outcomes for the unit. The assessment criteria determine the standard required to
achieve the unit.

Learning outcomes

Assessment criteria

1

Understand the
different
components within
business IT systems
and the impacts of
their failure

1.1

Describe the functionality of components used in a
business IT system

1.2

Explain the types of failures that can occur in a business
IT system

1.3

Describe the impacts of a hardware component failure
on business performance

Understand the
operation of
networked storage
systems and the
impacts of their
failure

2.1

Explain the advantages and disadvantages of using
different protocols in networked storage systems

2.2

Describe the ways in which a storage system can fail

2.3

Describe the impacts of storage system failure on a
business

Understand load
balancing systems
and the impacts of
their failure

3.1

Explain the advantages and disadvantages of different
types of load balancing systems

3.2

Explain the implications of the failure of a load balanced
system

2

3

4

5

Understand the use 4.1
of client-server
4.2
business IT systems

Describe the features of client-server networks

Understand the
concepts and
implementation of
virtualisation and
middleware

5.1

Describe the different forms of virtualisation

5.2

Explain the advantages and disadvantages of a virtualised
system

5.3

Describe the use of middleware

Describe the functionality of different server types
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Unit content
What needs to be learned
Learning outcome 1: Understand the different components within business IT
systems and the impacts of their failure
Describe the functionality of components used in a business IT system
Network components
•

Routers:
o static routing
o dynamic routing (static and dynamic routing protocols - RIP, EIGRP, OSPF).

•

Switch:
o layer 2 (MAC address filtering, segregation of collision domains)
o layer 3 (virtual local area network (VLAN) implementation).

•

Network interface controller (NIC):
o wired (connecting to physical media)
o wireless (connecting to other devices wirelessly).

•

Access points (setup and coverage, security - WEP, WPA, WPA2, WPA3).

•

Firewalls:
o rules
o stateful inspection
o stateless inspection.

Server components
•

Central processing unit (CPU):
o multicore processor
o redundancy
o x86, x64
o cache memory
o hyperthreading
o clock speed
o multiple physical CPUs.

•

Basic input/output system (BIOS).

•

Unified extensible firmware interface (UEFI).
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What needs to be learned
•

RAM:
o type (DDR3, DDR4)
o frequency.

•

I/O adapters:
o peripheral component interconnect express (PCIe)
o storage
o redundant array of inexpensive discs (RAID) adaptor.

•

Local storage connection method:
o USB
o serial advanced technology attachment (SATA)
o FireWire™
o Thunderbolt™
o Redundant array of inexpensive discs (RAID) (0,1,5, 6, 10).

Explain the types of failures that can occur in a business IT system
•

Hardware failures:
o hard drive (HDD) and solid-state drive (SSD) (mechanical failure, electronic
component failure)
o memory, network component expansion card (electronic component failure,
static electricity)
o power supply unit (PSU) (fuse, power spike, power dip, dust)
o central processing unit (CPU) (overheating, electronic component failure,
static electricity.

•

Configuration failures (human error):
o uninterruptable power supply (UPS)
o overclocking (overheating, instability)
o basic input/output system (BIOS) or unified extensible firmware interface (UEFI)
o

•

redundant array of inexpensive discs (RAID).

Network failures and misconfigurations:
o network addresses, firewall settings, router, switches, storage
o cabling errors (incorrect termination, electromagnetic interference (EMI))
o router or switch (power supply outage, electronic component failure).
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What needs to be learned
•

Server failures:
o redundant array of inexpensive discs (RAID)
o storage parameters
o software updates and patches.

Describe the impacts of a hardware component failure on business performance
•

Costs (replacement of components, resource required to repair, temporary
solution, troubleshooting).

•

Loss of productivity (partial or full loss of network access and server functions,
resource allocated to remedial action, impeded ability to undertake business
functions).

•

Detrimental impact on customer experience (customers unable to access web
services, access to customer data affected).

•

Loss of data (potential non-compliance with legislation).
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What needs to be learned
Learning outcome 2: Understand the operation of networked storage systems
and the impacts of their failure
Explain the advantages and disadvantages of using different protocols in networked
storage systems
Storage area network (SAN) protocols
•

Fibre channel (FC):
o advantages - separate network from other traffic, high speed
o disadvantages – expensive (requires separate cabling and network devices),
complex to implement.

•

Fibre channel over ethernet (FCoE):
o advantages – inexpensive (uses standard Cat5 or Cat6 cable, uses existing
network infrastructure), less complex to implement than fibre channel (FC)
o disadvantages – slower than fibre channel (FC), competes with existing
network traffic.

•

Internet small computer system interface (iSCSI):
o advantages – inexpensive (uses existing network infrastructure), no specialist
knowledge needed
o disadvantages – slower than fibre channel (FC), competes with existing
network traffic.

Network attached storage (NAS) protocols
•

Network file system (NFS) and server message block (SMB):
o advantages – centralised management, widely used, can be encrypted
o disadvantages – can be insecure in older versions.

Describe the ways in which a storage system can fail
•

Hardware failure:
o permanent failure of a component (host bus adaptor (HBA), network interface
card (NIC))
o permanent failure of a network switch (standard or fibre switch)
o temporary failure (environmental or load factors)
o no network access due to failed components.

•

Power failure (local or city wide).

•

Natural disaster (fire, flood, storm).
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What needs to be learned
•

Incorrect configuration of associated technologies:
o incorrectly configured switch (standard or fibre channel)
o incorrectly configured network settings (IP Address, subnet masks)
o incorrectly configured iSCSI addresses (iSCSI Qualified Name (IQN))
o incorrectly configured logical unit number (LUN) in a fibre channel over
ethernet (FCoE) storage area network (SAN)
o incorrectly configured NAS file system settings (network file system (NFS),
server message block (SMB))
o incorrectly configured cabling within a network
o incorrectly configured firewall rules.

Describe the impacts of storage system failure on a business
•

Loss of productivity.

•

Legal implications (data protection legislation, health and safety legislation).

•

Loss of confidence from customers and stakeholders.

•

Physical injury to personnel.

•

Loss of access to data required to undertake business processes.

•

Increased overheads (cost of repair, specialist support).
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What needs to be learned
Learning outcome 3: Understand load balancing systems and the impacts of
their failure
Explain the advantages and disadvantages of different types of load balancing systems
•

Domain name system (DNS)
o advantages – reduced response time to clients, simple to set up, no additional
hardware required
o disadvantages – no automatic failover in event of server failure, delay in
clients receiving server IP address updated.

•

Server-side load balancing
o advantages – single IP address, maximises use or server resources, automatic
failover
o disadvantages – single point of failure, load balancer can be a bottleneck,
additional hardware required.

•

Cloud load balancing
o advantages – managed by a third party which reduces maintenance resource,
scalability, ability to handle variations in traffic
o disadvantages – costs, reliance on third party.

Explain the implications of the failure of a load balanced system
•

Loss of access to servers required to undertake business processes.

•

Loss of services to end users.

•

Switchover to a standby device.

•

Reduced network performance.

•

Resource required for remedial action.
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What needs to be learned
Learning outcome 4: Understand the use of client-server business IT systems
Describe the features of client-server networks
•

Centralised resources (access to peripherals, ease of communication).

•

Local machines access services across a network.

•

Increased security features (stronger authentication, centralised backups, more
secure firewall, audits and logs).

•

Built in redundancy:
o spanning tree protocol (STP)
o server components (CPUs, PSUs, hard disc drives, network interface cards (NICs))
o load balancers.

Describe the functionality of different server types
•

Database server (hold structured data that can be sent to applications on
demand processes queries on the data, provides scalability, ensures concurrency
and data integrity).

•

File server (store files and folders for end users, levels of authorisation, file
transfer protocol (FTP), relevant port numbers).

•

Web server (serve web pages to browsers, links to back end databases, Hyper
Text Transfer Protocol (HTTP), Hyper Text Transfer Protocol Secure (HTTPS),
relevant port numbers).

•

Application server (provision of applications over a network, links to back end
databases).

•

DHCP server (provides IP addresses to clients on a network using the discover
offer request accept (DORA) process, relevant port numbers).

•

Directory service (repository of assets in a network, lightweight directory access
protocol (LDAP)).

•

Domain controller (authentication of end users, Kerberos, session management).

•

Mail server (send and receive mail using POP3 and SMTP, provision of user
accounts, relevant port numbers).

•

Domain name system (DNS) (links URLs to IP addresses, domain name
resolution, relevant port numbers).
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What needs to be learned
Learning outcome 5: Understand the concepts and implementation of
virtualisation and middleware
Describe the different forms of virtualisation
•

Full virtualisation (role of hypervisor, hypervisor types (type 1 and type 2),
hardware usage).

•

Partial virtualisation (modification of the guest operating system (OS)).

•

Virtual desktop infrastructure (VDI).

•

Consideration of available resources (memory, CPU, network bandwidth).

Explain the advantages and disadvantages of a virtualised system
Advantages
•

Maximises use of server hardware.

•

Decrease in server hardware costs.

•

Security features (improved disaster recovery, reduced chance of data loss).

•

Cost benefits of less powerful thin clients and reuse of older machines).

Disadvantages
•

Single point of failure (if only one physical server).

•

Increased complexity (skilled staff required, time to manage the system).

•

Licensing costs of multiple operating systems.

•

Network and host machine performance issues (can be limited by network
performance, lack of resources from host machine affects virtual machine
performance).

•

Increased server storage requirements for virtual desktop infrastructure (VDI).

Describe the use of middleware
Purpose
•

Facilitates communication between an application or a piece of hardware and
the underlying operating system.

•

Facilitates communication between different applications.

Types of middleware
•

Application programming interface (API) (allows programmes to access features
of operating systems and other applications).

•

Hardware applications (allows operating systems to communicate with hardware
devices using device drivers).
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What needs to be learned
•

Database middleware (provides connection between database and application).

•

Transaction processing (ensures integrity of database transactions).
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Essential information for tutors and assessors
Essential resources
There are no special resources needed for this unit.

Assessment
This section must be read in conjunction with Section 8 Assessment.
This unit is externally assessed through an onscreen test which is set and marked by
Pearson. The test lasts for 60 minutes and is worth 30 marks. The assessment is
available on demand.
The test assesses all of the learning outcomes. The questions in the test are based on
each assessment criterion and its associated unit content.
The test consists of the multiple-choice items.
Items in the test will not necessarily be sequenced in the order of the criteria in the
unit. Test items will not rely on or directly follow on from another test item. Test items
may use colour images/diagrams/graphs for the context of the question or for the
answer options.
A Pass grade is determined by learners achieving a defined cut score (pass mark).
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11 Suggested teaching resources
This section lists resource materials that can be used to support the delivery of the
units across the qualifications.
Textbooks
Jia W, Zhou W - Distributed Network Systems: From Concepts to Implementations
(Springer Science+Business Media, 2005) ISBN 9781489983411
O’Reilly J – Network Storage: Tools and Technologies for Storing Your Company’s Data
(Morgan Kaufmann 2017) ISBN 9780128038635
Tate J, Beck P, Ibarra H, Kumaravel S, Miklas L – Introduction to Storage Area Networks
(IBM Redbooks 2018) ISBN 9780738442884
White R, Donohue D – The Art of Network Architecture: Business Driven Design
(Networking Technology) (Cisco Press 2015) ISBN 9781587143755
Websites
www.cisco.com

A global leader in networking products and
technologies with many learning resources,
features and inside stories

www.cloudberrylab.com

A resource offering contributions from
industry specialists on current advances in
relevant fields

www.cybersecuritychallenge.org.uk

A site with useful resources for both teachers
and learners including lesson plans and
teaching resources
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12 Further information and useful publications
To get in touch with us visit our ‘Contact us’ pages:
•

Edexcel, BTEC and Pearson Work Based Learning contact details:
qualifications.pearson.com/en/support/contact-us.html

•

books, software and online resources for UK schools and colleges:
www.pearsonschoolsandfecolleges.co.uk

Key publications:
●

Access arrangements and reasonable adjustments
(Joint Council for Qualifications (JCQ))

●

A guide to recruiting learners onto Pearson qualifications (Pearson)

●

A guide to the special consideration process (JCQ)

●

Guide to BTEC Quality Assurance (Pearson)

●

Collaborative and consortium arrangements for the delivery of vocational qualifications
policy (Pearson)

●

Enquiries and appeals about Pearson vocational qualifications and end point
assessment policy (Pearson)

●

Equality, diversity and inclusion policy (Pearson)

•

Suspected malpractice in examinations and assessments – Policies and procedures
(JCQ)

•

UK Information Manual (Pearson)

●

Use of languages in qualifications policy (Pearson)

All of these publications are available on our website.
Publications on the quality assurance of BTEC qualifications are also available on
our website.
Our publications catalogue lists all the material available to support our qualifications.
To access the catalogue and order publications, please visit
our website.
Additional resources
If you need further learning and teaching materials to support planning and delivery
for your learners, there is a wide range of BTEC resources available.
Any publisher can seek endorsement for their resources and, if they are successful,
we will list their BTEC resources on our website.

Pearson BTEC Level 4 Certificate in Network Systems and Architecture –
Specification – Issue 1 – July 2019 © Pearson Education Limited 2019

35

13 Professional development and training
Pearson supports UK and international customers with training related to BTEC
qualifications. This support is available through a choice of training options offered on
our website.
The support we offer focuses on a range of issues, such as:
•

planning for the delivery of a new programme

•

planning for assessment and grading

•

developing effective assignments

•

building your team and teamwork skills

•

developing learner-centred learning and teaching approaches

•

building in effective and efficient quality assurance systems.

The national programme of training we offer is on our website. You can request centrebased training through the website or you can contact one of our advisers in the
Training from Pearson UK team via Customer Services to discuss your training needs.

BTEC training and support for the lifetime of the qualifications
Training and networks: our training programme ranges from free introductory
events through sector-specific opportunities to detailed training on all aspects of
delivery, assignments and assessment. We also host some regional network events to
allow you to share your experiences, ideas and best practice with other BTEC
colleagues in your region.
Regional support: our team of Curriculum Development Managers and Curriculum
Support Consultants, based around the country, are responsible for providing advice
and support in centres. They can help you with planning and curriculum
developments.
To get in touch with our dedicated support teams please visit our website.

Your Pearson support team
Whether you want to talk to a sector specialist, browse online or submit your query
for an individual response, there’s someone in our Pearson support team to help you
whenever – and however – you need:
●

Subject Advisors: find out more about our subject advisor team – immediate,
reliable support from a fellow subject expert

• Ask the Expert: submit your question online to our Ask the Expert online service
and we will make sure your query is handled by a subject specialist.
Please visit our website at qualifications.pearson.com/en/support/contact-us.html
TM05/07/19 9781446960868_BTEC_PRO_L4_NETSYSARC.1–41/0
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