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A magazine that investigates the digital world
SC Magazine UK
https://www.scmagazineuk.con/

A cyber security magazine with cyber-crime and business news

Videos

Hack All The Things: 20 Devices in 45 Minutes
https://www.youtube.com/watch?v=h5PRvBpLuls

A lecture revealing 20 device vulnerabilities and how they can be exploited.

SQL Injection Basics Demonstration
https://www.youtube.com/watch?v=h-9rHTLHITY

A demonstration of using SQL injection techniques to exploit a web
application.

Vulnerability Assessment and Mitigating Attacks
https://www.youtube.com/watch?v=tiCCi8pX270

A simple overview of these concepts.

Computer Forensic Tutorials

https://www.youtube.com/playlist?list=PL60Huo 5it4TgA-
ZtIo3x5G0I0HDwWPPZ9d

A series of computer forensic tutorials from O'Reilly with videos that cover
capturing traffic, volatile information, checkpoints, Unix tools, forensic
toolkits, etc.

Network Threats: Port Scanning
https://www.youtube.com/watch?v=N5sKVaQLYjY

Part of a larger series on network threats, this instalment focuses on port
scanning (for both validation of security policy and vulnerability
reconnaissance).

NETWORK TYPES: LAN, WAN, MAN, WLAN, PAN, SAN
https://www.youtube.com/watch?v=7RBddIGeyqgY

A complete overview of the different types of network. Automatic IP Address
Assignment: How DHCP Works

https://www.youtube.com/watch?v=RUZohsAxPxQ

Explains the concept of DHCP, an application-layer protocol that your own
computer probably uses to get an IP address from your network.

Websites
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Acunetix Vulnerability Scanner
http://www.acunetix.com/vulnerability-scanner/

Automated tool which crawls a website looking for common vulnerabilities.
Cisco Packet Tracer
https://www.netacad.com/about-networking-academy/packet-tracer/

Free network simulation and visualisation tool.
Cloonix
http://clownix.net
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Open access network simulator
e Common Vulnerabilities and Exposures (CVE)
https://cve.mitre.org

An online dictionary of common names for publicly known information
security vulnerabilities.

e Mininet

http://www.mininet.org

Open Source Network Simulator
e The National Vulnerability Database (NVD)
https://nvd.nist.gov/

The NVD is updated whenever a new vulnerability is added to the CVE
dictionary of vulnerabilities. The vulnerabilities are then analysed by NVD
analysts and augmented with vulnerability attributes.

e Forensic Control
https://forensiccontrol.com/resources/beginners-guide-computer-forensics/

Introduction to computer forensics
e How Domain Name Servers Work
http://computer.howstuffworks.com/dns.htm

Overview of DNS by howstuffworks.com.
e OpenLDAP
http://www.openldap.org/

OpenLDAP Software is an open source implementation of the Lightweight
Directory Access Protocol.

e Open Web Application Security Project (OWASP)
https://www.owasp.org/index.php/Main Page

Worldwide not-for-profit charitable organisation focused on improving the
security of software.

e Penetration testing practice lab - vulnerable apps / systems
https://www.amanhardikar.com/mindmaps/Practice.html

A portal of links to vulnerable web applications, operating system
installations, etc.

e Wireshark
https://www.wireshark.org/

Wireshark is, according to its publisher, the world’s foremost and most
widely used network protocol analyser.

Pearson is not responsible for the content of any external internet sites. It is essential for
tutors to preview each website before using it in class so as to ensure that the URL is still
accurate, relevant and appropriate. We suggest that tutors bookmark useful websites and
consider enabling students to access them through the school/college intranet.
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Unit 12: IT Technical Support and
Management

Delivery guidance

As computers increasingly become the most critical aspect of any modern business
system, the need for comprehensive and responsive IT technical support and
management continues to grow, often outstripping available demand. Consequently, as it
offers one of the most approachable routes into the IT sector through further and higher
education, the role of the IT support technician is an obvious path from which many
learners successfully start their career.

In addition to having a first-class understanding of the hardware and software that
comprise modern computer systems, a successful technician must complement this with
a range of common, transferrable skills:

Routine

support and
management

activities
This unit offers learners a rich mix of potential activity types, but primarily the core skills
being targeted are those relying on investigation and problem-solving, whether this is
examining the IT system support needs of an organisation or carrying out a routine
support activity on a problematic IT system.

Ideally, learners should progress through this unit observing professional work practices
such as following procedures correctly, documenting findings and actions accurately, and
communicating these confidently and appropriately to other stakeholders.

Offering a high degree of ‘hands-on’ practical activity, the unit will help learners explore
and resolve a range of technical issues covering hardware, software (applications and
operating systems), administration and networking. As such, it offers many opportunities
to complement theoretical content covered in many other units in the programme.
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Approaching the unit

The theoretical content of this unit should be taught in an active fashion using a variety
of targeted practical activities, particularly in terms of IT system management and
implementation activities or improving the importance of an existing IT system. Where
possible, all technologies used (hardware or software) should be up to date, although
older equipment is useful as that it may be realistically encountered through the breadth
of some larger organisations and workplaces. Ideally, learners should also be exposed to
a range of popular operating systems, including Microsoft Windows (client and server),
various Linux distributions and Apple Mac OS X. Many popular IT technician software
tools are available as open source projects or as freeware and these can offer an
acceptable alternative to commercially licensed products. Case studies and reference
material relating to IT support incidents and industry best practice should be as current
as possible.

All practical activities that involve hardware and software maintenance (particularly the
former where electrical hazards are found) should be carried out under strict supervision
in classroom (or lab) conditions using recommended safe working practices.

The centre must ensure that all learners have access to appropriate protection equipment
and are aware of current regulations, for example, the Provision and Use of Work
Equipment Regulations (1998) and the Electricity at Work Regulations (1989), before
attempting any investigation or repair.

Delivering the learning aims

Learning aim A

This aim requires learners to demonstrate that they can examine the IT system support
and management needs and characteristics of different organisations.

This section focuses on the support needs of different types of organisations and the
corresponding characteristics of different IT support systems and would be well
supported with current case studies involving growth/expansion of services, server
issues, and or new hardware and peripheral uptake.

This learning aim is divided into four components with the first focusing on the purpose
and nature of IT system support and management and the penultimate one examining
the available job roles. Learners are likely to have some experience of technical support
through their individual use of technology and this can be expanded to include larger
organisational processes such as launching new platforms/interactive services, migrating
to cloud services and/or improving security, where the higher education type of services
provided by IT technical support and management departments might prove interesting
and motivating. Contextualised IT technical support scenarios in sectors such as media,
engineering or public service could include the use of industry specialists or guest
speakers to propel these topics.

An additional component examines the safe working practices in IT support and
management. Learners must be competent with using equipment properly, particularly
around devices that can create electrical and fire hazards. Some centres could consider
issuing learners with a safe work practice ‘driving license’ that demonstrates that they
are ready to perform IT support and management functions safely. Each successfully
studied aspect, for example, DSE, manual handling, PAT and ESD protection contributes
to the learner’s ‘license’ to partake in practical sessions.

Learners also have the opportunity to compare the support and management needs of
different systems where they can explore practical tasks under controlled classroom
conditions. Indeed, many of these aspects are covered in subsequent learning aims,
including opportunities to monitor network traffic, set up virtualised clients and servers,
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UNIT 12: IT TECHNICAL SUPPORT AND MANAGEMENT

deploy operating systems remotely and control another user’s desktop to resolve issues,
which are often highly enjoyable and rewarding for learners.

Delivery of this element, though mostly theoretical, should give learners ample
opportunity to carry out independent research. This is more likely to develop a better
learning environment than chalk and talk.

Sessions around safe working practices would benefit greatly from in-class discussions as
well as a visit from in-house health and safety officers, if possible to help demonstrate
the practical applications of the theory being learned.

The same is true of network roles and tools - rather than presentation, guest speakers or
individuals in similar roles would help give the learners a clear understanding of the roles
available to them if following a route of IT technical support. Network tools should be
demonstrated and learners should be allowed to engage with them to gain a firm
understanding of their applications.

Learning aim B

This aim requires learners to demonstrate their ability to perform routine support and
management activities on IT systems, including monitoring and optimising system
performance. This learning aim can be delivered through a number of different practical
activities that focus on a wide variety of support activities, system management and
optimising the performance of IT systems.

It is strongly recommended that you try to simulate IT support request management by
using server-based IT helpdesk software that allow learners to log requests, reply to
customers, recommend solutions and track outstanding tickets. Combine this with
suitably rotating role play - learners taking turns as customers or technical support - and
the learning experience can become very realistic and rewarding, especially when
combined with the practical problem solving.

You can differentiate formative assessment opportunities by providing learners with a
granular level of difficulty inherent in each reported fault and service request; with this
approach even the strongest, most experienced learners will stay actively challenged in
sessions.

Learners should also be encouraged to focus on developing their customer service skills
and personal behaviours with all stakeholders when engaging in different service support
scenarios.

Due to the nature of this learning aim, the majority of teaching, where possible, should
focus on practical work and demonstrations. Practically engaging with the different tools
and techniques available will give learners ample opportunity to develop the skills
necessary to carry out the support and management activities required for this learning
aim.

Learning aim C

This aim requires learners to plan, collaborate, justify, evaluate through the development
of a plan to support and manage a new IT system using industry standards and methods.

The best approach for tackling this learning aim is to examine existing IT technical
support and management plans, perhaps as part of a larger case study. This will help
learners to examine and drill down through each aspect that is required for this type of
plan, creating a learner-led checklist that will assist them when completing their own
assessments. Giving learners an opportunity to practise creating such plans for a model
IT system will also provide adequate preparation for assessment, especially if the
feedback given is suitably robust and constructive, especially in terms of its evaluation.
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Assessment criteria (in internally assessed units)

Learning aim

Key content areas

Recommended
assessment approach

A Examine the IT system
support needs and
characteristics of different
organisations, which are
essential for their operation

A1l Purpose and nature of
IT system support and
management

A2 Safe working practices
in IT support and
management

A3 Job roles in IT technical
support and management

A4 System and network
support

A research study of at least
two different organisation’s
IT support and
management needs and
characteristics. The study
should cover four IT
support and management
characteristics: purpose of
the system, safe working
practices, job roles and
system and network
management tools.

B Carry out routine support
and management activities
on IT systems

B1 Management of user
support requests

B2 Routine support
activities

B3 System management
and implementation
activities

B4 Performance of IT
systems

B5 Personal behaviours

Diary or blog of a range of
different completed IT
support and management
activities and other
evidence, including
customer service response
logs, screenshots and
photos.

Observation reports, audio
or video recording of user,
and client feedback.

C Develop a plan to support
and manage a new IT
system using industry
standards and methods

C1 IT system diagrams

C2 Incident response and
disaster recovery planning

C3 Capacity planning

C4 Sustainability and
environmental waste
planning

C5 An IT technical support
and management plan

An IT support and
management plan for a new
IT system.

Assessment guidance

The assessment for this internally assessed unit would benefit from being divided into
three assignments as shown above.

Assignment 1 (Learning aim A)

A thoroughly researched report focusing on at least two different organisations’ IT
support and management needs and characteristics. Where possible, draw these
organisations from a number of different sectors and represent different sizes, for
example, SMEs, medium-sized business or larger corporate entities to provide suitable
variety and broader scope of research for the learners. Alternatively, learners could
create or deliver a presentation, or the tutor can direct learners in a structured debate.
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You should expect learners to cover these four areas:

e Purpose and nature of IT system support and management.
e Safe working practices in IT support and management.

e Job roles in IT technical support and management.

e System and network support and management tools.

To offer the best opportunity for a learner to succeed, they will need to access a range of
both published and online sources that provide the academic content, including
appropriate regulations.

For distinction criteria, learners will evaluate the support and management needs and
characteristics of at least two different IT systems. The systems will be different in their
nature, for example, the number of users and the IT skill level of the users might be
different.

Assignment 2 (Learning aim B)

This assignment task is primarily practical in nature but should be presented by the
learner as a log. Learners must successfully complete at least six routine IT support
activities safely and optimise a computer system’s performance to meet the client’s
requirements, using processes and behaviours effectively.

To meet the client’s requirements, it is recommended that a suitable narrative arc is
woven which links these support activities and helps to ground them into a realistic
workplace scenario. A recommended tactic is to obtain verbal client requests, for
example, recorded telephone calls or live role-play interviews to assess the learners’
ability to listen closely; in addition, this can generate evidence of learner’s
professionalism, communication and questioning skills.

Setting up the practical aspect of this assignment will require each learner to have access
to a computer system that has deliberately set up with a number of faults or issues
(software or hardware in nature) to identify and resolve. Learners may tackle different
tasks (if preferred) but they should generally be pitched at the same difficulty level.

Common routine tasks include:
e repairing an installation of a software application

e configuring a user environment, for example, mapping a network drive or changing
accessibility options

« modifying an operating system’s settings, for example, network connectivity, hard
disk partitioning and user permissions

e installing application or software upgrades
e installing a new peripheral’s drivers

e replacing a faulty hardware item, for example, sound card, optical drive and video
card

« demonstrating a workaround solution for an identified fault

e installing and/or configuring new hardware, for example, printers, scanners and
additional monitors

e upgrading existing resources, for example, adding more RAM and additional disk
storage or

o performing data backup operations, such as archiving or creating disk images.
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Note: The number of concurrent activities is naturally limited through resource
availability and safety considerations within the classroom but it is envisaged that
learners should be assessed across a range of task types rather than being focused on
one type of activity as this better reflects the variety of an IT support technician’s real-
life workload.

As a requirement for the distinction level, learners should demonstrate they can optimise
the performance of a particular computer system (this could be a different computer
system, for example, a notebook rather than a desktop system to provide some diversity
in the learner’s workflow).

Suitable optimisations that could be considered are:

e security optimisation, for example, firewalls, operating system patches and device
hardening

o traffic optimisation, for example, resolving system bottlenecks

e basic system performance, for example, firmware (BIOS) and operating system
(settings, drivers etc).

To complete this task, learners should have access to:
e« administrative rights and permissions on target systems

« diagnostic software, for example, system monitoring software or a range of system
utilities

e IT technician toolkit, for example, screwdrivers, needle-nose pliers and multi-meter

« safety equipment that protects both the user and their equipment, for example, ESD
wrist-straps and mats

e appropriate diary, blogging or IT helpdesk software.
You should expect learners to demonstrate evidence for:
e actions taken supported by screenshots, photographs or video evidence

o rationale for changes made, particularly in terms of optimisations performed,
supported with suitable evidence such as ‘before and after’ system monitoring

e« customer service correspondence through the use of emails, screenshots or
photographs

« feedback to client reflected through observation reports, witness statements, audio
or video recording.

« time management, including planning, target setting and getting feedback from
others

e« reviewing and responding to outcomes, including the feedback received from others

e professional attitude to their work reflected in their etiquette, communication,
support, leadership and responsibility.
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Grade differentiation for this task mainly relies on the level of standard achieved in the
following: using processes and behaviours effectively, meeting client requirements,
monitoring system performance and optimising system performance.

Assignment 3 (Learning aim C)

The final assignment task requires learners to develop and review a plan to support and
manage a new IT system using industry standards and methods.

Learners may be introduced to the requirements of the organisation through a written
case study, role play (e.g. interview - live or recorded - of a client) or observation of a
real workplace.

A suitable example could be that the client established in learning aim B would like the
learners to produce and refine a plan to support and manage a new IT system. This could
be presented as a new business moving to the local area that needs their IT
infrastructure securely in place before starting up.

The plan should be presented as a formal report and minimally you should expect it to
include sections on:

e disaster recovery

e incident response

e capacity management

e sustainability and environmental management.
Other aspects that the learners should tackle include:
e ergonomics

o floor plans

e IT service outsourcing requirements

e IT services procedures and policies, for example, fault and issue report, escalation
and acceptable usage.

The plan should use diagrams (e.g. route maps, upgrade paths, schedules, checklists),
wherever appropriate and make references to current standards (e.g. ISO/IEC 27031),
concepts (e.g. RPO and RTO) and legislation (e.g. Waste Electric and Electronic
Equipment (WEEE) Regulations 2013), as applicable.

This report should be then reviewed by others (e.g. peers, assessor, other members of
the programme delivery team or industry experts) and the learner should use this
feedback to identify flaws, make improvements and justify how well their plan meets the
client’s requirements and whether it is actually fit for purpose.

Grade differentiation will focus on the standard of problem solving, that is, how well the
learner has interpreted the client brief to support and manage a new IT system, the
underlying quality of their plans, their application of feedback (to identify and inform
improvements) and the standard of evaluation provided.

For distinction standard, learners will evaluate their refined IT support and management
plan and will consider the feedback from others. They will provide evidence of the
feedback they have obtained and show how they have used it.
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Getting started

This provides you with a starting place for one way of delivering the unit, based
around the recommended assessment approach in the specification.

Unit 12: IT Technical Support and Management

Introduction

Introduce this unit by ascertaining the learners’ experience with IT technical support
(most will have had some interactions with a technical help desk at some point) and
detail the full expectation of the unit’s outcomes and the skills (and professional
behaviours) the learners are expected to develop before its completion.

Give learners the titles of different network support roles to research and feed back to
the class on the description and duties of the roles. This will give an overview of the IT
sector, and the number of entry-level roles available for support technicians is a useful
motivating factor; gauging learner interest levels in pursuing such a route post-
qualification can also be beneficial.

You may consider measuring initial learner skills by using a simple skills and
behaviours audit, permitting the creation of individualised starting points based on
prior experience. This would help you manage practical sessions more appropriately,
spending limited support time in the most efficient manner. Repeat this process at the
end of the unit using the same document to measure distance travelled.

Introduce learners to the concept of risk assessments in the work placements and ask
them to carry out their own in the classroom/their home. Give learners specific
scenarios for a range of employees and ask them to consider the most suitable
outcome, e.g. manual handling training, PAT testing of equipment, Hazard mitigation
methods.

You may also consider appointing (or asking for volunteer) learners with more
experience to act as classroom support.

Learning aim A - Examine the IT system support and management
needs and characteristics of different organisations, which are
essential to their operation

Learning aim Al - Purpose and nature of IT system support and management

You will detail purpose and nature of IT system support and management.

e Present the main purpose of IT system support and management - this is a good
opportunity to ask learners to discuss why they think support and management of
IT systems is important. Encourage learners to discuss large scale impacts such as
banks being unable to operate as well as security issues that affect them directly,
e.g. PSN network being down.

e Discuss the support and management needs of an organisation and how it varies
across the system’s life cycle (this can be linked to themes in other units), including
newer (and growing) initiatives such as bring your own device (BYOD).

e Ask learners to create a five-stage system life cycle poster (design, build, test,
operate and decommission) where they link IT system support and management
functions to each stage, e.g. decommissioning would involve archiving and
migrating system data and recycling hardware appropriately.

e Discuss the nature of IT system support and its resource types, demand cycles,
compromises which affect its policies and processes and how its operation and
scope varies depending on the sector it occurs, e.g. office and engineering sector
needs being similar but having unigue challenges. Inviting guest speakers from IT
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technical support functions based in different sectors is a useful tactic as it allows
learners to compare and contrast the situational scope of their respective roles and
responsibilities.

e Learning aim Al should take approximately 2 hours.

Learning aim A2 - Safe working practices in IT support and management

You will discuss and demonstrate (where possible) safe working practices in IT support
and management.

e Ask learners to research and feed back on the safe working practices for the use
and care of IT equipment in organisations, including legislation such as:

o Health and Safety (Display Screen Equipment) Regulations 1992 (as amended
2002)

o Manual Handling Operations Regulations 1992 (as amended 2002),

o Portable appliance testing (PAT) - the Provision and Use of Work Equipment
Regulations 1998

o Electricity at Work Regulations 1989.

e Ask learners to précis these pieces of legislation, possibly summarising them
through the creation of a wiki, podcast or in-class poster.

e Explore suitable case studies or reported incidents of effects on organisations where
safe working practices have not be followed. Ask learners to discuss these and see
if these could have been avoided.

e Show a suitable Health & Safety video (or ask for a specific presentation from the
institution’s Health & Safety representative) which demonstrates the specific health
and safety hazards encountered when working in an IT support environment.

e Demonstrate and ask learners to participate in the use of hazard mitigation
methods, e.g. ESD wrist strap, ESD mat, firefighting equipment and training, first-
aid training. Third party expertise, e.g. local fire and rescue resources or the local
designated first aider may assist, if asked.

e Learning aim A2 should take approximately 3 hours.

Learning aim A3 - Job roles in IT technical support and management

You will detail and differentiate the typical job roles in the IT technical support
function, which includes the following.

e Different support levels, e.g. 1st, 2nd and 3rd lines

o Ask learners to research and present to the class the responsibility of each
support level giving example duties and responsibilities.

e The role of infrastructure architects

e The role of network administrators and their contribution to 2nd and 3rd line
support.

o When explaining the job roles and duties of infrastructure architects and
network administrators, it is often useful to employ the use of guest speakers
(possibly from the institution’s own support function), workplace visits or work
experience.

e Learning aim A3 should take approximately 3 hours.

Learning aim A4 - System and network support and management tools

You will discuss, demonstrate and manage learner-led classroom activities which detail
the following.
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e Give learners (in groups) one of a range of network performance monitoring and
management tools, particularly those which focus on bandwidth and application
monitoring and network scanners (e.g. wireshark) for protocols and ports. Learner
groups prepare informative posters on their tools to be displayed in the classroom -
these can help with summative assessment later in the unit.

e Provision of user desktop computing by various means, including server
virtualisation with thin client computing and web-based applications (e.g. vagrant
and virtual PC).

e Introduce learners to tools used to create and remotely deploy desktop disk images
- this could be done via a demonstration through in-house IT support, where
learners can take notes for future reference.

e Asset management, including the use and registering of software licences.

e Remote desktop access and control and administration, including performing
updates of both operating systems and applications.

e Learning aim A4 should take approximately 3 hours.

Learning aim B - Carry out routine support and management activities
on IT systems

Learning aim B1 - Management of user support requests

Demonstrate how learners should carry out routine support and management activities
on IT systems using best practice

e Describe the source of user support requests, e.g. forgotten login details, lack of
user training, hardware or software faults and the impacts these have on the
function of the organisation.

e Present a breakdown of IT support and management processes, including:

o issue and fault management (support tickets, severity and priority concepts,
request classification, job allocation, escalation and communicating with the
user)

o the role of SLA (service-level agreements) in monitoring the IT support function
load, overall performance and responsiveness

o gathering user satisfaction levels as feedback and informing further
improvements

o tracking resource requests:, identify fault trends, analysis of skills heeds and
required staffing levels

o desirable and undesirable aspects of communication, e.g. being attentive when
listening to a user, demonstrating empathy and providing factual information.
Learners could summarise these as part of a person’s specification for an IT
helpdesk job.

e The use of open source IT helpdesk ticketing systems can be beneficial here as a
form of simulation and role play, allowing users to directly respond to users, solve
problems and report back using a realistic software solution. This could be a good
opportunity for learners to experience the in-house help desk facility for IT support.

e Discuss the importance of IT support and management systems, covering reporting
systems, types of information that should be reported per fault (including actions
and outcomes) and the role and content of knowledge bases. Providing learners
with examples of real-life IT fault logs to explore can be particularly beneficial.

e Learning aim Bl should take approximately 6 hours.
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Learning aim B2 — Routine support activities

You will detail routine support activities.

e Demonstrate and ask learners to replicate practically a range of routine support
activities for a range of different IT systems. Learners should be as involved as
possible with these demonstrations, with others recording if possible, these
activities should include the following.

e Issue and fault logging and management

e Communicating with users

e Performing routine support and repair tasks, e.g.
o installing applications software
o updating drivers for a non-functioning peripheral
o configuring a user’s environment

o changing an IT system’s basic configuration, e.g. BIOS or operating system
settings

o creating a new user account, setting and adjusting its permissions
o creating and deploying workaround solutions.

e Analysing system data to identify problem areas and trends, e.g. using a set of
helpdesk reports to identify and calculate hard disk failure rates from a particular
manufacturer or a number of similar user requests that may indicate a need for
additional user training and staff development.

e Learning aim B2 should take approximately 8 hours.

Learning aim B3 — System management and implementation activities

You will detail system management and implementation activities.

e Demonstrate and ask learners to replicate practically a range of system
management and implementation activities for a range of different IT systems,
including:

o System installation

o Upgrades (RAM, hard drive, additional expansion cards, etc)
o Adjusting system settings on a range of devices

o Storage management, including backup and restore of data

o Software management, including installation, configuration, updation and
removal

o Disk configuration, including mapping network shared drives, creating disk
images, setting and changing folder permissions.

e This activity can be managed using pairs or small groups, rotating through a series
of round-robin practical activities. Log each learner’s successful completion of each
task using an individual learning plan or personal development log.

e Learning aim B3 should take approximately 5 hours.

Learning aim B4 - Performance of IT systems

Discuss and demonstrate to learners the performance of IT systems, how it can be
monitored, measured and improved through various forms of optimisation.

e Demonstrate and ask learners to try various forms of security optimisation, e.g.
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o firewall configuration (MAC filtering, encryption, reserved IPs, NAT etc)
o access control rules
o common vulnerabilities and exploits (CVEs) and how to deploy patches

o device hardening, e.g. removing redundant services and moving services to
non-standard ports

o management of system permissions.

e Identify typical ways to optimise system traffic and how to check performance (at
rest, under load); identification of system bottlenecks and possible solutions, e.g.
more RAM, improved CPU, optimised operating system and improved drivers.

e Discuss techniques for improving system performance including common
techniques and upgrade options with suggestions sourced from the learners.

e Demonstrate automated system monitoring techniques

e Ask learners to identify and practise performing certain optimisations under
controlled conditions, documenting their findings with analysis of the improvements
made.

e Learning aim B4 should take approximately 7 hours.

Learning aim B5 - Personal behaviours

e Help learners to reassess their professional behaviours. Learning aim B5 should
take approximately 2 hours.

e Recap the personal behaviours that are intrinsic to the IT support and management
function, e.g. time management, planning, setting targets and gathering feedback

e Reflect on how behaviours impact outcomes, especially the impact of:
o being professional
o having good etiquette
o using good communication
o being supportive
o taking leadership
o acting responsibly.

e You should now reissue the skills and behaviours audit completed by learners in the
first session so that they can now revisit the document and make additional
observations about where and how they feel they have improved. Learners may
also find it useful to reference their ILPs when completing this task.

e Learners should use the internet (or the centre's own learning centre resources if
any exist) and identify sources such as videos or other materials that would help
them to improve the skills they identified as those need improvement. A combined
list of resources from all learners should be published and/or shared by the class.

Learning aim C - Develop a plan to support and manage a new IT
system using industry standards and methods

Learning aim C1 - IT system diagrams

e You introduce learners to the concept of IT system diagrams and the different types
commonly used. Learning aim C1 should take approximately 3 hours.

e Introduce, describe and decompose different types of IT system diagrams,
including:
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o route maps

o upgrade paths

o schedules

o Gantt Charts

o network performance monitoring
o maintenance checklists.

e Lead a directed question and answer session, asking small groups of learners to
take turns (round-robin style) interpreting IT systems diagrams of each type.

e Task learners with creating different types of IT systems diagrams for given
scenarios, e.g. from a verbal interview describing an intended hardware and
software upgrade path of a given organisation in the upcoming 5 years.

Note: Some products can make use of practical resources to create electronic
documentation, e.g. Gantt charts using commercially available products such as
Microsoft Project or online Gantt Chart creation tools.

Learning aim C2 - Incident response and disaster recovery planning

Introduce learners to incident response and disaster recovery planning

e Discuss the importance of organisation continuity planning in accordance with the
current ISO/IEC 27031 or other relevant international equivalents.

e Present how incidents should be managed, including:
o their identification
o their classification
o prioritisation
o how to minimise their impact on the business
o use of workaround solutions.

e In groups, give learners the same sets of incidents that they need to rank in the
order of classification and prioritisation — each choice must be justified. The class
then should discuss each group’s findings and see how plans and perceptions can
differ.

e Introduce metrics for continuity, security and readiness for a potential disaster,
including recovery time objective (RTO) and recovery point objective (RPO).

e Discuss backup planning and the best use of site mirroring.

e Detail disaster recovery procedures and planning involved for unexpected
downtimes.

e Examine case studies to reinforce learning and contextual incident response and
disaster recovery planning concepts. Ask learners to examine case studies in
groups.

e Learning aim C2 should take approximately 2 hours.

Learning aim C3 - Capacity planning

Introduce learners to the concept of capacity planning.

e Present the basic concepts involved in the active planning and management of
capacity of a given period, e.g.

o Calculating required capacity based on factors such as type, location, concurrent
users and working hours. Learners could be asked to perform basic calculations
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of these based on simplified case studies.

o How to practically optimise network systems and assets to provide better value
for money, e.g. network printing, shared folders and use of thin clients.
Learners must have an opportunity to implement some of these resourcing
techniques on a quarantined network to observe their impact on capacity, costs
and available resources.

o Stressing the importance of checking system requirements, the ability of an IT
system to scale, its availability and suitability for public, private or hybrid cloud-
based solutions and the impact this may have on the overall customer
experience.

o Monitoring a system over time to check capacity and performance over a
system’s life cycle, identifying bottlenecks, peaks, spikes and troughs in activity
levels. Learners could be asked to identify causes of bottlenecks or unusual
activity levels and, perhaps, calculate capacity trends of a given organisation
moving forward (e.g. doubling workforce or opening a new office) and, if
possible, make suitable planning recommendations.

e Learning aim C3 should take approximately 2 hours.

Learning aim C4 - Sustainability and environmental waste planning

Introduce learners to the role of sustainability and environmental waste planning when
working in IT technical support and management

e Discuss the concept of sustainability and environmental waste planning, particularly
in terms of practical considerations such as:

o reduction of waste with recycling or repurposing
o repair of hardware and software instead of replacing
o source products that reduce carbon and

o implementing a remote-work policy and enabling it through technologies such
as VPNs to reduce travel (and associated carbon emissions).

e Discuss the practical aspects of environmental management:
o on-site IT system effects

o recycling, including legislation such as Waste Electric and Electronic Equipment
(WEEE) Regulations 2013 or other international equivalents.

e Ask learners to investigate sustainability and environment waste planning and
policy for given organisations.

e Task learners with generating their own sustainability and environment waste
planning policies, obtaining feedback from their peers after presenting them.

e Invite guest speakers who specialise in recycling of electronic goods, especially old
IT systems, to partake in moderated question and answer sessions.

Learning aim C5 - An IT technical support and management plan

Discuss and walk through an IT technical support and management plan.

e Discuss the purpose and scope of an IT technical support and management plan,
i.e. what is included and what is not.

e Detail the common sections of an IT technical support plan, e.g.

o disaster recovery

o incident response
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o capacity management
o sustainability and environmental management.
e Highlight other aspects that the learners should tackle include:
o ergonomics
o floor plans
o IT service outsourcing requirements

o IT services procedures and policies, e.g. fault and issue report, escalation and
acceptable usage.

e Ask learners to work through a sample IT technical support and management plan,
identifying aspects which have poor, average and good coverage.

e For a given scenario, tasks small groups of learners to create a suitable IT technical
support and management plan, presenting these to their peers for feedback.

e Ask each group to recommend improvements to their plan based on received
feedback.
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Details of links to other BTEC units and qualifications, and to
other relevant units/qualifications

e Unit 1: Information Technology Systems

e Unit 2: Creating Systems to Manage Information

e Unit 9: IT Project Management

e Unit 11: Cyber Security and Incident Management

e Unit 14: IT Service Delivery

e« Unit 15: Customising and Integrating Applications

e Unit 16: Cloud Storage and Collaboration Tools

e Unit 19: The Internet of Things

Resources

In addition to the resources listed below, publishers are likely to produce Pearson-
endorsed textbooks that support this unit of the BTEC Nationals in Information
Technology. Check the Pearson website (http://qualifications.pearson.com/endorsed-
resources) for more information as titles achieve endorsement.

Textbooks

Bruton N, How to Manage the IT Helpdesk, Routledge, 2002 ISBN-10 0750649011, ISBN-
13 9780750649018

Clarke GE, Tetz E and Warner T, CompTIA A+ Certification All-in-One For Dummies
(Fourth Edition), John Wiley & Sons, 2016 ISBN-10 1119255716, ISBN-13
9781119255710

Meyers M and Wempen F, Mike Meyers' CompTIA A+ Guide to Managing and
Troubleshooting PCs Lab Manual (Fifth Edition) (Exams 220-901 & 220-902), McGraw-
Hill, 2016 ASIN BO1DTOQS3S

Sanchez A, Technical Support Essentials (First Edition), Apress, 2010 ISBN-
101430225475, ISBN-13 9781430225478

Videos

Manual Handling 8 basic steps to correct lifting technique
(www.youtube.com/watch?v=RuhHroEh31i0)

1st Line Support Process (www.youtube.com/watch?v=BTtfSIMgpoQ)

Websites

https://ganttpro.com/ - Ganttpro - Online Gantt chart software for project management

www.hse.gov.uk/waste/waste-electrical.htm - Waste Electrical and Electronic Equipment
recycling (WEEE)

http://osticket.com/ - OSTicket — A simple and lightweight open-source support ticket
program designed to be easy to install and set up

www.vagrantup.com - HashiCorp Vagrant - Create and configure lightweight,
reproducible and portable development environments
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www.virtualbox.org — Oracle VirtualBox — An Intel x86 and AMD64/Intel64 virtualization
product for enterprise as well as home use

www.wireshark.org — Wireshark — A network protocol analyser for Unix and Windows

Pearson is not responsible for the content of any external internet sites. It is essential for
tutors to preview each website before using it in class so as to ensure that the URL is still
accurate, relevant and appropriate. We suggest that tutors bookmark useful websites and
consider enabling learners to access them through the school/college intranet.
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UNIT 13: SOFTWARE TESTING

Unit 13: Software Testing

Delivery guidance

This unit presents learners with the engaging challenge of first evaluating different
testing methodologies before moving on to test a software development project to assure
their performance and overall quality before release.

Without doubt, testing is a critical part of the software development life cycle and its
impact on the overall success of a project simply cannot be ignored.

Done well, testing provides customers and users with a product that they can use with
confidence, minor and major bugs having been identified and fixed through appropriate
change controls and comprehensive testing.

However, bringing poorly tested code to the marketplace can lead to a financial loss,
reputational damage and, potentially, a client’s irreversible loss of confidence in the
developers and the product.

Indeed, in some extreme cases such as aviation, traffic management and safety systems,
it is possible that a simple undocumented software bug could actually lead to loss of life.

The key to becoming a successful software tester relies on four interlocking core skills:

Knowing which
testing
methodology
should be used

e i SOftwa re Understanding

?:srsf zzt)frti\s;glrt; different testing

tests Te Sti n g methodologies

Being able to
carry out a testing
methodology on
software projects
to meet a client's
needs
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Of course, there are many different methodologies and tools (automated and manual)
that can be used to test a software; knowing which is the most appropriate to use is not
always immediately obvious - it is a developed skill, pushing learners’ analytical and
problem-solving abilities to the highest levels.

Learners will also find themselves needing to refine their communication, analysis,
evaluation and presentation skills, as reviewing and presenting the results from the
software tests to an emotionally invested (and possibly very resistant) development team
is a core aspect of this unit.

Learners wishing to pursue a programming career could be encouraged by reminding
them that software testing is a well-trodden path towards a full-fledged software
development career.

Approaching the unit

This unit lends itself to a three-fold approach to learning:

e research-based investigation into different software development and testing
methodologies commonly used during the development life cycle to quality assure
software

e practical testing of a software product using a range of appropriate testing
methodologies

e analysis and presentation of test results to the development team, offering areas for
improvement by evaluating characteristics of testing, methodologies and software
products.

Learners are likely to enjoy the problem solving aspects of the unit as identifying bugs
and errors in a program’s code and behaviour is typically a satisfying experience.

Many different automated tools exist to test software products, particular web-based
solutions and learners should encounter a wide range of these during their studies, both
commercial and open source. Where possible try to link practical testing to actual
software development (mobile, desktop, application, web-based or hybrid) taught in
other units, possibly even using products from those sessions as ‘live’ case studies.

Ideally, this unit could be delivered alongside, or after, Unit 4: Programming and Unit 9:
IT Project Management. Other potential links include Unit 6: Website Development, Unit
7: Mobile Apps Development, Unit 8: Computer Games Development, Unit 15:
Customising and Integrating Applications and Unit 19: The Internet of Things.

Any opportunities to involve local employers as clients will enhance both the unit and the
learner experience, particularly in terms of working with a live software development
brief.

Learning aim A

Learners need to understand both: the different functions that software needs to perform
and the processes of software development and people/skills engaged in each stage of
the process.

Initially, you will focus on the purpose of the software and the user requirements. Then
learners should be directed to the process of development and the typical job roles that
exist in the field of software development. Coverage of a wide variety of job roles will
help learners appreciate the range of skills utilised and, possibly, its career progression
pathway.

To cover the features of software testing and methodologies, an independent research
may be beneficial. Learner can produce an outline of each feature and methodology and
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produce informative posters on them - these can be used in the class room to help
others at a later date.

Perhaps the best way to understand user requirements is to examine sample project
briefs that demonstrate the functional requirements that a software development team
has been expected to resolve. Alternatives include briefs where user requirements are
requesting additional or revised features (to resolve problems in an existing system) or
simply existing processes that need to be optimised.

An examination of most online IT sector recruitment websites will reveal a wide range of
software development roles. Typically each has a detailed job description that not only
lists the required technical expertise but also outlines the responsibilities of the post.
Encouraging learners to use these sites as a reference point is recommended. In
addition, you will find similar content to brief learners at the Tech Partnership, a network
of employers working to create skills for the UK's digital economy. Guest speakers
working in these roles in industry (possibly previous learners) are also a useful addition
to any presentation.

By the completion of this learning aim learners should understand the typical contents of
a user requirements list and the roles connected to the process of testing, including
implicit ones such as the actual product owners.

The next sub-aim involves an examination of the different types of software testing, their
applications and outputs. The content breaks this range of software testing into nine
different sub-categories, although, in truth, you may find some commercial and open
source products that span multiple categories. Some examples of available open source
windows application testing software include AutoIT and Winium. Learners should be able
to name each form of testing, describe its purpose and how each is implemented and
who is typically responsible for performing the test. Some simpler test methodologies,
e.g. unit testing can be routinely performed in other units, offering opportunities for a
more holistic delivery approach. Others such as penetration testing are very involved and
have coverage in topics outside the normal software development family of units, e.g.
learning aim C, Unit 11: Cyber Security and Incident Management.

The final part of learning aim A focuses on evaluating the features of different software
development methodologies, specifically including Agile, Waterfall and Kanban. Although
others exist, it is advised, given their complexity, to limit coverage to these three named
examples. Without suitable frames of reference, this topic can prove to be a very
nebulous concept for learners. Having a guest speaker, preferably a
developer/programmer or a project manager explaining the methodology they use in
their workplaces and how it works on a day-by-day basis during the development of a
new product is probably the most effective and grounded approach possible.

Learning aim B

The second aim primarily focuses on the preparation, planning and physical act of testing
a software product. You can simplify this as a four-stage process:

e knowing how to set up common testing tools and processes

e selecting the appropriate test methodology/methodologies for a given software
product
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e creating a test plan

o testing the product (following the test plan with the appropriate test
methodology/methodologies).

Learners should be encouraged to work methodically through this process, documenting
each stage completely before continuing. You should create suitable test scenarios (using
different test methodologies) for learners to practise before summative assessment
occurs. It would be beneficial for learners to keep an ongoing log of testing and results to
ensure an organised approach.

Learning aim C

The final learning aim focuses on evaluating the test results and presenting findings to
the development team.

A suggested generic approach could be:

e compare passed, failed and skipped tests

e identify undocumented bugs (i.e. those not known to development team)
e« make evaluation with recommendations

e present the findings (using a variety of communication skills and media)
e add new test cases based on new bugs

e plan regression testing

e repeat the presentation of findings.

Learners should be supported when approaching the challenge of evaluating outcomes
effectively as this is typical of a higher-order skill. This could be done by completing a
class wide evaluation of a separate set scenario. This will ensure learners are aware of
the requirements and processes involved in evaluation. Typically this can become limit
grade expectations. Where possible encourage learners to practise their evaluative skills
using sample products and tests. In addition, the presentation of findings and the
expected mixture of media (written word, verbal and graphical information such as charts
and diagrams) can prove challenging. Again, preparation and practice is a key objective
here, so learners should be given repeated opportunities to practise the presentation of
findings effectively, paying particular attention to their tone, language and the use of
jargons. Above all, remind learners that testing is a positive activity and its aim is to
improve a product, not be used as a tool to punish developers; a constructive feedback is
vital.

Again, having learners present to external parties can be a particularly invigorating and
effective tactic.

Pearson BTEC National Extended Diploma in Information Technology - Delivery Guide
Issue 1 - September © Pearson 2017



UNIT 13: SOFTWARE TESTING

Assessment model (in internally assessed units)

Learning aim

Key content areas

Recommended
assessment approach

A Understand the software
development and testing
methodologies commonly
used during the
development life cycle to
quality assure software

A1l User requirements and
typical software project job
roles

A2 Characteristics of
common software testing
methodologies

A3 Features of testing for
different software
development
methodologies

A report into the
characteristics of different
testing methodologies used
in two different software
development projects and
how the choice of project
methodology affects the
testing method, software
product, user requirements
and team members

B Carry out a range of
testing methodologies on a
software product to meet a
client’s needs

B1 Common tools and
processes used in software
testing

B2 Selecting appropriate
test methodologies

B3 Test plan
B4 Product testing

A portfolio of evidence from
testing a software product.
The evidence should include
an overview of testing tools
used, why the methodology
was chosen, test plans and
the results of product
testing.

C Review and present the
results from software tests
to meet a client’s needs
and suggest improvements

C1 Test evaluation and
presentation of results

C2 Test plan improvements

A written summative report
on the testing carried out
and the results of the
testing. Statistical analysis
on time taken to test bugs
and pass/fail/skip rates.
Additions to test plan, to
include newly found bugs
that were not initially
considered in the
preparation stage

Assessment guidance

The assessment for this internally assessed unit would benefit from division into three

assignments as shown above.

Assignment 1 (learning aim A)

A thoroughly researched report, discussing the characteristics of different testing

methodologies used in two different software development projects and how the choice
of project methodology affects the testing method, software product, user requirements
and team members. Alternatively, learners could produce and deliver a presentation on
these characteristics and methodologies.

Potentially, software projects could be selected from the current/previous learners’ work
in other units, e.g. Unit 4: Programming, Unit 6: Website Development or Unit 7: Mobile
Apps Development. Opportunities therefore also exist to assess elements of different
assessments in an integrative fashion, depending on the delivery timings and unit
composition of the learners’ programme of study.

Things to remember to offer the best opportunity for learner success:
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e Learners must have access to a developed software program with a clear
specification (based on the user requirements).

e Learners will need to access a range of both published and online sources to provide
the academic content.

Assignment 2 (learning aim B)

This assessment requires learners to carry out a range of testing methodologies on a
software product to meet a client’s needs. In order to develop a systematic approach to
developing a portfolio, learners should keep accurate ongoing logs of the work they carry
out.

Things to remember to offer the best opportunity for learner success:

e You should also expect higher achieving learners to demonstrate their individual
responsibility, creativity and self-management during the process.

e Access to appropriate hardware, software and tutorials is required in order for
learners to test selected software projects. This could include:

o web services, e.g. SoapUI or a free alternative

o test management software, e.g. Tarantula (free), and TestLodge and HipTest
(commercial and paid for alternatives).

e« Learners will need to access a range of both published and online sources to provide
the academic content.

e Distinction level learners need to perform a comprehensive and appropriate range of
tests systematically and meticulously on a software product against the user
requirements, using an effective test plan.

Assignment 3 (learning aim C)

This assessment requires learners to write a summative report on the testing carried out
on a chosen software development project and the results of its testing. They should
provide statistical analysis on time taken to test bugs and pass/fail/skip rates.
Additionally, they should identify non-documented bugs and prepare for further
regression testing through the identification of reasoned improvements. For higher
grades, present a cohesive and clear evaluation of the results of testing using graphical
and written methods; compare the passed, failed and skipped tests; and suggest
reasoned improvements to the test plan.

Ideally, the written report should be presented by the learner to a member of the
development team.

Things to remember to offer the best opportunity for learner success:

e You should also expect higher achieving learners to demonstrate their individual
responsibility by providing clearly documented evidence of their work, creativity and
self-management during the process.

e« Learners should have the ability to represent numeric data in graphical format using
charts and diagrams where appropriate.

e« Learners should present their findings in a clear, concise and unambiguous manner
that meets the needs of the development team members.

e Learners will need to access a range of both published and online sources to provide
the academic content.
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Getting started

This provides you with a starting place for one way of delivering the unit, based
around the recommended assessment approach in the specification.

Unit 13: Software Testing

Introduction

Introduce this unit by ascertaining the learners’ experience with programming and
using software (via class discussion), particularly their experiences of programs
behaving badly, e.g. freezing, crashing, working slowly or calculating the wrong answer
and detail the full expectation of the unit’s outcomes and the skills (and professional
behaviours) it is hoped the learners will develop before its completion.

Providing an overview of the IT sector and the number of entry-level roles available for
software developers and software testers is a useful motivating factor; gauging
learners’ interest levels in pursuing such a route post-qualification can also be
beneficial. Learners performing an independent research and feeding back findings may
be an engaging approach.

You may consider measuring initial learner skills by using a simple skills and
behaviours audit, permitting the creation of individualised starting points based on the
prior experience. This would help you manage practical sessions more appropriately,
spending limited support time in the most efficient manner. Repeat this process at the
end of the unit using the same document to measure the distance travelled.

You may also consider appointing (or asking for volunteers) learners with
more experience, particularly those with stronger programming skills, to act
as classroom support.

Learning aim A - Understand the software development and testing
methodologies commonly used during the development life cycle to
quality assure software

Learning aim Al - User requirements and typical software project job roles

You will discuss both the software purposes (i.e. what is it intended to do? How does it
improve work flow?) and the job roles in the process with regard to developing,
checking etc.

e Outline the basic user requirements; typically this can be achieved by:
o investigating software development project briefs
o examining real-world scenarios

o interviewing potential clients and ascertaining their requirement types, e.g.
whether they want a new functionality or problems with the current system or a
specific process improved.

e Ask learners to investigate roles associated with a software development project,
including members of its team and its stakeholders. The use of online recruitment
agencies or sector-specific job recruitment companies and trade adverts often
provides a useful source of reference, along with suitable sector bodies, e.g. The
Tech Partnership. Learners could then present their findings to their peers, creating
a definitive checklist.

e This learning topic should take approximately two hours.

e Review the learner topic using directed question and answer techniques during a
suitable plenary.
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Learning aim A2 - Characteristics of common software testing methodologies

You will introduce the different types, application and output of different software
testing methodologies by getting learners to research each of them and present the
findings to the group.

e Identify each of the different types, e.g. unit testing, acceptance testing and
functional testing by presentation and discussion with the class.

e For each type, detail:

o What each test is designed to prove or identify, e.g. security flaws and meeting
client expectations.

o How each test is created.
o How each test is performed.
o Who performs each test (e.g. client, target users and development team).

o At which part of the software development lifecycle is the testing performed, i.e.
not all are auctioned during the traditional testing phase, some could occur
during development (e.g. unit testing) and others in post-development (e.g.
performance testing).

o What form the outputs from each type of testing actually take.

e Select a suitable case study with sufficient scope, documentation and available
sample code, and demonstrate how to apply each type of tests.

e Ask learners to tackle each type of testing with a similar case study.
e This learning topic should take approximately six hours.

e Review the learner topic using directed question and answer techniques during a
suitable plenary.

Learning aim A3 - Features of testing for different software development
methodologies

You will introduce different software development methodologies and how testing is
applied with them, e.g. Agile (scrum) development, Waterfall development and Kanban
development. This could be done by presenting different development projects and
working through each development methodology as a class - this will enable the class
to see the benefits of different approaches.

e Present each software development methodology:
o describe its basic characteristics
o discuss its distinct advantages and disadvantages
o describe when each software development methodology is typically employed
o describe how testing occurs within each methodology.

e Ask learners to create a poster, podcast or wiki that provides a basic comparative
overview of each software development methodology discussed.

e Task learners with examining a number of different businesses and software
development needs and ask them to select an appropriate software development
methodology, justifying their selections to their peers.

e Reveal model answers and give feedback to learners.
e This learning topic should take approximately eight hours.

e Review the learner topic using directed question and answer techniques during a
suitable plenary.
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Learning aim B - Carry out a range of testing methodologies on a
software product to meet a client’s needs

Learning aim B1 — Common tools and processes used in software testing

You will detail the common tools and processes used in software testing. This will
involve:

Demonstrating how different testing tools are used - while giving learners an
opportunity to try tools themselves, including:

o How different tools record information, e.g. text based and automation tools.

o Ask learners to investigate the advantages and disadvantages of each type of
testing tools, including ease of use, production of meaningful audit trails and
their reporting functionality. Learners could create a table of comparison to
summarise their findings or present them to their peers.

o Demonstrate how automated tools can be used to test developer projects,
particularly those under source control, e.g. versioning software such as Git and
SVN. For example, this may require the build of a test server with appropriate
versioning, hosting software and testing tools for a web-based project.

o Discuss the role of external testing companies and debate their relative
advantages and disadvantages.

Present a breakdown via the presentation of testing processing which includes:

o quality assurance processes for dealing with software bugs, e.g. description,
steps to reproduce, affected version, fix version, actual result, expected results
and importance/severity (minor, major and critical)

o Change requests, including policies.
o debugging of program code

For each type of test processes, describe its purpose and where possible
demonstrate and encourage learners to duplicate the process. A possible activity
flow which links all types could encourage learners to:

o identify a bug in a software project (the complexity of this can be differentiated
for learners’ abilities)

o follow and apply the correct quality assurance process
o complete a change request

o Debug the program code and fix it.

o review the completed testing processes.

This learning topic should take approximately five hours.

Review the learner topic using directed question and answer techniques during a
suitable plenary.

Learning aim B2 - Selecting appropriate test methodologies

You will detail and (where possible) demonstrate different test methodologies.

Identify and describe different types of test methodologies, i.e. Service testing, e.g.
Simple Object Access Protocol (SOAP) and Representational State Transfer (REST)
services:

o application testing

o automation testing
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o regression testing.

e Demonstrate different test methodologies using commercially available or open
source suites and tools. The reputational complexity of the tool should not be a
limiting factor here; choose a suite or tool that is most accessible for learners,
allowing the core principles of the methodology to be easily highlighted, e.g.
Selenium. This is a popular and portable software testing framework for web
applications, released under the Apache 2.0 license that can be installed and
configured within a reasonable timeframe.

e For each test methodology, it is important to distil its most significant features and
characteristics, particularly in terms of linking these to possible applications.

e This learning topic should take approximately five hours.

e Review the learner topic using directed question and answer techniques during a
suitable plenary.

Learning aim B3 - Test plan

You will demonstrate the correct contents of a test plan, including the selection of the
test methodologies most suitable for a given software project and the creation and
documentation of suitable test scripts.

e For a selected sample software development project, walk learners through the
process of selecting the most appropriate test methodology and for each of these,
the content of each test script including:

o title, e.g. 'Viewing paginated transactions for a given customer account’.

o description of the test case, e.g. 'Test script to see if the bug fix for customer
account pagination is working correctly’

o steps required to produce the test case, e.g. sequence or combinations of user
actions (e.g. for a customer portal: logging in, selecting a customer account and
viewing transactions) and/or situations that need to exist (e.g. a customer
account having more than 100 transactions)

o expected result, e.g. transactions are displayed for the selected account in
batches of 10, with a navigable page list displayed. Customers are then able to
freely move forward or backward through the transaction list without any errors

o actual result, e.g. what occurred, screen capture, video capture or observation
report

o importance of test, e.g. why the test has been chosen, e.g. to illustrate its
importance within the functionality of the project (e.g. it’s a basic customer
function) or to demonstrate the resolution of a previous bug (e.g. there was no
effective pagination previously).

e Pair learners and task them with creating a suitable series of test scripts for a
sample software project, identifying typical areas to test and completing the
appropriate details for each.

e Ask learners to review their peers’ efforts.

e Give feedback, highlighting any gaps in coverage, e.g. significant logical/functional
areas not identified.

e This learning topic should take approximately three hours.

e Review the learner topic using directed question and answer techniques during a
suitable plenary.

Learning aim B4 - Product testing
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You will discuss the concept of product testing, particularly in reference to:

acceptance testing, including breaking down a specification into a number of user
requirements, each identified by a unique number

regression testing

role-play elements of acceptance testing with learners playing the role of project
clients and testers

Practise regressing testing using a sample software development project.
Learners should exhibit a systematic approach to testing using a test plan.
This learning topic should take approximately four hours.

Review the learner topic using directed question and answer techniques during a
suitable plenary.

Learning aim C — Review and present the results from software tests to
meet a client’s needs and suggest improvements

Learning aim C1 - Test evaluation and presentation of resuits

You will discuss and lead a session for learners, demonstrating how to review and
present the results from software tests. Detail each of the items that would be
expected in the test evaluation and presentation of the results, e.g.

A summary that includes an overview which tests were passed, which failed and
those that were skipped (and the reasons why).

raising the issue of undocumented bugs which testing has revealed
How to present effectively, utilising good communication skills, paying attention to:

o Ensuring that communication is clear, whether delivered verbally or in written
format and there is no room for ambiguity in statements made. Provide
examples of good and bad statements and ask learners to differentiate them
and justify their choices. Ask learners how to avoid ambiguity. Demonstrate
possible solutions, e.g. keeping sentences short, using words consistently
throughout and placing all adjectives close to the words they modify.

o Considering the use of the best way to include quantitative data, e.g. visually as
pie charts, bar charts or line graphs rather than as a table or a dense paragraph
of text. The best way to demonstrate this is to give learners a detailed (i.e.
‘wordy’) written extract to present and then simply replace this with a chart that
illustrates the intended points or comparisons much more clearly and concisely.

o Discuss how documentation should be recorded, the difference between
informal and formal reporting techniques.

o Demonstrate how visual aids may be used to enhance presentation use, e.g.
test captures, animations, led-pointers and pre-prepared handouts.

o Differentiate for learners the communication requirements of one-to-one and
group-based presentations in both informal and formal situations. Draw on
learners’ personal experiences to identify occasions where they have faced
similar challenges and how they managed them. Suggest possible
improvements they could make and consider how this could affect the outcome.

o Ask learners to identify the tone and language used in two sample feedback
extracts, one that uses a positive tone and the other that engages in negative
rhetoric. Remember to pepper one sample with unnecessary jargons for
learners to identify and recommend suitable alternatives for different audience
types.
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o Challenge learners to give peers the feedback on their work in session, teasing
out the need to be supportive, constructive and managing the tone of the
conversation.

e This learning topic should take approximately three hours.

e Review the learner topic using directed question and answer techniques during a
suitable plenary.

Learning aim C2 - Test plan improvements

You will present how test plan improvements are discussed with the development team
and detail the possible resulting jobs.

e Using a suitable software development project/case study:

o Demonstrate that undocumented bugs will generate new test cases that need to
be resolved.

o Show how learners can prepare for regression testing, adding new test cases to
the test suite based on the newly documented bugs.

o Explain how testing feedback should be fed back to the development team,
focusing on test results (passed, failed and skipped), format of findings and
communication skills.

e Ask learners to work in small groups to review their case study’s test results,
identify new test cases and add them to a test suite and feed back to their peers.
An alternative approach might be to ask groups to review actual software
development projects created by other groups of learners and use this for the
testing and feedback phase.

e Learners should individually produce a clear and cohesive analysis and evaluation of
their plans. Learners should be made aware, via a whole class activity, of the
requirements of this. As a class analyse and evaluate a set test plan - ensure
learners are aware that this is simply not description and suggestion - the plan
needs to be fully evaluated - what are its strengths and weaknesses, how could it
be improved etc.

e You should now reissue the skills and behaviours audit completed by learners in the
first session so that they can now revisit the document and make additional
observations about where and how they feel they have improved. Learners may
also find it useful to reference their ILPs when completing this task.

e This learning topic should take approximately five hours.

e Review the learner topic using directed question and answer techniques during a
suitable plenary.
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Details of links to other BTEC units and qualifications, and to
other relevant units/qualifications

Depending on the choice of project, the following units will provide useful underpinning
knowledge and skills that can be drawn on to create the deliverables:

e Unit 4: Programming

e Unit 6: Website Development

e Unit 7: Mobile Apps Development

e Unit 8: Computer Games Development

e Unit 15: Customising and Integrating Applications
e Unit 19: The Internet of Things

Resources

In addition to the resources listed below, publishers are likely to produce Pearson-
endorsed textbooks that support this unit of the BTEC Nationals in Information
Technology. Check the Pearson website (http://qualifications.pearson.com/endorsed-
resources) for more information as titles achieve endorsement.

Textbooks

Hambling B (ed.), Samaroo A, Morgan P, Thompson G and Williams P, Software Testing:
An ISTQB-BCS Certified Tester Foundation Guide (Third Edition), BCS Learning &
Development Limited, 2015 ISBN 9781780172996

Kaner C, Bach J and Pettichord B, Lessons Learned in Software Testing, Wiley, 2001
ISBN 9780471081128

Patton R, Software Testing (Second Edition), Sams, 2005 ISBN 9780672327988

Whittaker J A, Arbon J and Carollo J, How Google Tests Software, Addison Wesley, 2012,
ISBN 9780321803023

Journals

Journal of Software Engineering Research and Development -
https://jserd.springeropen.com/

Test Magazine — http://www.testingmagazine.com/

Videos

Popular videos - acceptance testing
(https://www.youtube.com/watch?v=rj4qg7F2DgJ0&list=PLvGFpz7ufL 4LJySYXgaObJnQP

NVUzprW)

Manual Testing Training — What is Test Case - Example
(https://www.youtube.com/watch?v=mjB9XTpQmgc)

Selenium IDE Demo - Quick Beginner's Tutorial
(https://www.youtube.com/watch?v=gsHyDIyA3dqg)

How to write a Test Case (https://www.youtube.com/watch?v=BBmA5Qp6Ghk)

Testing a RESTful Web Service with SOAP UI
(https://www.youtube.com/watch?v=7YpJS--Bqil)
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What is Software Testing & Why Testing is Important?
(https://www.youtube.com/watch?v=TDynSmrzpXw)

Introduction to Scrum - 7 minutes (https://www.youtube.com/watch?v=9TycLROTgFA)

Websites
https://www.associationforsoftwaretesting.org/ — Association for Software Testing
www.cwjobs.co.uk - CWJOBS

www.seleniumhg.org - SeleniumHQ - A specialist IT recruitment website

www.tutorialspoint.com - tutorialspoint - Web browser automation tools used for testing
via scripting

www.testiatarantula.com - Tarantula test management - Online programming and
testing tutorials and resources

www.thetechpartnership.com/- The Tech Partnership — An open source tool for managing
software testing in agile software projects

https://www.thetechpartnership.com/tech-future-careers/what-is-it-like/job-roles/— Job
Roles — A network of employers working to create skills for the UK's digital economy

Pearson is not responsible for the content of any external internet sites. It is essential for
tutors to preview each website before using it in class so as to ensure that the URL is still
accurate, relevant and appropriate. We suggest that tutors bookmark useful websites
and consider enabling learners to access them through the school/college intranet.
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UNIT 14: IT SERVICE DELIVERY

Unit 14: IT Service Delivery
Delivery guidance

Approaching the unit

This mandatory, externally assessed unit on the Extended Diploma program focuses on
the processes and contexts of IT service delivery.

The learners will study the types of IT services needed for different organisations, the
service catalogue, the service life cycle and how the needs of organisations impact on
how an IT service is developed, maintained and reviewed. Assessment will take place
with learners outlining an effective IT service strategy and catalogue, designing an IT
service solution and preparing management reports on the solution and its implications.

Organisational
Goals

Legislation Customer Needs

What impacts
on good IT
service

delivery

DEIE] Organisational
Requirements Infrastructure

IT service relies on excellent IT service delivery which, in turn, relies on providing and
maintaining consistent source of information to support business functions and customers
via the service catalogue. These core services available to the business support business
processes that enable organisations to meet their goals.

It would be a natural conclusion to study this unit towards the end of the programme due
to its synoptic nature and the clear need for learners to be able to apply skills and
knowledge learned in other units.

Completion of this unit will prepare learners to work in IT support and enable them to
contribute positively to service delivery with ideas and suggestions.
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Delivering the topics

With a wide range of vocabulary being introduced for the first time, the learners could
also be asked to contribute to a class glossary of terms including key terms such as
service catalogue, business value, organisational goals, supply chain, organisational
structures, scalability, asset management and utilisation. The new concept of ‘service
delivery’ must be introduced to learners - tutors may want to utilise the useful ‘menu’
analogy to communicate what service delivery is. The unit has strong links to most other
units simply because IT is used in every organisational context as a service and therefore
it touches every part of the organisation regardless of size, type or operational sector.

Topic A

This topic focuses on the factors that drive the IT service needs of organisations and
should be approached by dipping into as many different contexts as possible.

Learners explore the IT service life cycle and tutors should link the life cycle to the more
familiar service lifecycle methodologies such as ITIL.

This is another opportunity to reinforce the importance of process in all things in IT in
order to ensure that control, compliance and business continuity are maintained at all
times.

Learners will be introduced to different types of organisations to ensure that they
understand that the profile of the organisation (size, type, sector etc.) impacts on the
decisions made in relation to the IT service needed for the organisation to function. They
consider the needs of the micro/small business as well as the national company with
many offices/premises.

They should also understand the functional activities of these organisations and be able
to keep this in mind when designing IT service solutions (for example, manufacturing
systems or supply chain management might not be relevant to all organisations).

To complete the topic, the learners consider how services needs are identified by
exploring different organisations in more detail. They will consider the wider landscape in
which the organisation operates and will examine the expectations of users and
customers, moral and ethical considerations and the need to comply with current and
relevant legislation in the design and use of IT services.

Deliverable work for this includes an outline IT service strategy, IT service catalogue, a
design for an IT service delivery solution, a management report evaluating the solution
and an IT service management implications report. More information on these can be
found in the Sample Assessment Materials on the Pearson qualifications website.

Topic B

This topic is split into four parts in which learners are expected to design a service
delivery solution by applying their understanding of IT service delivery requirements of
organisations in context.

Beginning with a definition of the IT service requirements (including a description of what
needs to be achieved, the available data and available technologies) learners then focus
on what needs to be considered in terms of constraints (such as cost, ethical, legal etc)
to develop an understanding that all developments have boundaries within which they
must be developed, weighing up the costs of these choices against the perceived
benefits.

They will practice designing IT solutions and advising clients on their recommendations,
ensuring that they can justify their choices in the context of the organisation and the
issue or problem being resolved.

The topic completes with learners exploring a range of implications in different contexts.
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For example, how should data and information be disseminated and how this influences
the design of the IT service delivery solution, how the choice of hardware and software
impacts on the design of the IT service, and how security, asset management, training
and customer support (for example) influence the design and are themselves then
affected by it.

Topic C

This topic focuses on management reporting in relation to the data and information
requirements of organisations. It explores how data generated in one functional area can
provide information for another function within the organisation.

Learners will consider the different information requirements at operational, management
(also called tactical) and strategic levels.

They will gain an understanding of how data is used to manage day-to-day tasks, scope
customer needs, ensure that there will be a continuity in the provision of the service or
the product and consider how improvements should be planned and communicated with
staff and customers alike (mainly to manage expectations).

Learners examine the interrelationship between information and data and how these are
generated, including an investigation into data sources and how the volumes of data,
velocity (or speed of generation) and the variety (how a mixture of data may need to be
processed in order to provide information) will influence decisions about the software and
hardware used to deliver the IT service.

Topic D

The final outcome in this unit examines the software and hardware decisions that need to
be made to facilitate activities within the organisation, as well as reporting on the
implications of service management. For example, choices made to enable
communication, collaboration, data storage, productivity, remote access, creativity
(including collaborative software for simultaneous multi-user situations) and customer
access options.

The contributions to these processes made by the choice of operating systems, utilities
available, applications used and whether they are open-source or proprietary are
examined. Although not listed explicitly in this unit, learners should understand the
potential dangers of using downloaded software without appropriate checks.

Hardware service options are considered including the use of both typical infrastructure
components and devices that can be connected to provide wider access.

Organisational factors such as the size of the organisation, geographical spread (relevant
to some of the organisational outlines provided), the potential for the use of emerging
technologies (with notes of caution for an early adoption of technology that might not
have been tried and tested), and general factors such as user expectations, security,
budget, efficiency and scalability complete the study of hardware service options.

The final element of topic D considers how an IT service should be managed, including
the introduction of acceptable use policies, an investigation into the pros and cons of
using in-house over external systems and for the provision of services which can
generate issues of legal ownership of data and jurisdiction (with an opportunity to
introduce global and more local EU implications and problems encountered for data
storage and processing).

The approach to this unit should be:

e As practically as possible giving learners an opportunity to explore different contexts
for IT service delivery is essential to prepare them for both the assessment and for
entry into the sector.
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e BTEC Level 3 IT/Computing qualifications have existed for approximately 30 years
and it is likely that you will have an alumnus of previous learners who are now
practitioners or managers in the sector. You may be able to persuade some of your
alumni to provide the employer input.

Assessment guidance

As an externally assessed unit, Pearson will provide a set task which must be completed
under supervised conditions and observing the timings set.

Learners are expected to complete this set task over a period of eleven hours, split over
a number of sessions occurring in a five week period timetabled by Pearson. The task has
two separate parts - Part A taking three hours and Part B using the remaining eight hours
of the allotted time.

Both tasks should be completed in strict order with Part A being completed in a two-week
period before Part B.

The set task will assess learners’ ability to analyse an organisation’s aims and IT service
needs.

They will design an IT service solution by applying the IT service life cycle, while
considering alternatives and the service management implications these may have on the
needs of the organisation.

The number of marks for the unit is 68. The mark scheme will remain the same for each
examination series.

The availability of the task is December/January and May/June each year. The first
assessment availability is May/June 2018.

Sample assessment materials will be available to help centres prepare learners for
assessment.

The examination tasks in the SAMs will not change, only the scenarios utilised, meaning
that learners can practise each of the required topics above. You can help to fully prepare
learners by creating micro-tasks which duplicate elements of the task provided through
Pearson’s sample materials, working through these with learners in an interactive and
mentoring fashion. Draw out from learners their technical understanding, assumptions
and exactly how they are interpreting the task; many marks are often lost due to
misinterpretation and misunderstanding.
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A Level 3 Pass will depend on learners being able to recall and apply knowledge of IT
service needs in a range of familiar vocational and organisational contexts. They will use
their knowledge of IT to solve problems, breaking down problems into their component
parts and applying standard conventions to develop appropriate solutions. Learners
should be able to identify how IT can be used effectively, but also to highlight the
ineffective use of technology in a range of situations and they should be able to
recommend how IT service delivery can be used to meet the operational needs and
priorities of organisation.

At distinction, learners should be able to manage more complex contexts and analyse
complex information, data, situations and draw conclusions making valid observations on
how IT systems are used to meet the needs of different organisations.

They will synthesise the knowledge of IT service delivery, breaking down complex
problems and drawing on various sources of information (including significant learning in
other units) to develop or suggest effective IT service delivery solutions based on
justified priorities, demonstrating an understanding of the implications that this has on
both individuals and organisations. They should be able to evaluate the effectiveness of
services and systems and make justified recommendations on developments and future
actions.
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Getting started

This provides you with a starting place for one way of delivering the unit.
Activities are provided in preparation for the external assessment.

Unit 14: IT Service Delivery

Introduction

Ask learners to share their own experiences of using IT services in a range of contexts
(for example at your centre, at home, out and about using mobile devices).

Give learners in groups a type of IT service to research and present back to the class on
their findings - this will lead to a more learner driven approach to introducing the topic.

Introduce the concepts of Information Technology Infrastructure Library (ITIL) and
explain its importance in managing the IT service delivery process.

NB: Four organisational outlines (case studies) have been provided at the end of the
scheme of work for this unit. Tutors should feel free to enhance these - they are merely
a starting point.

Topic A - Contextual factors driving IT needs and services in
organisations

Topic Al - IT service life cycle

e Investigate how IT service failure can impact on organisations, particularly damaging
brand through poor customer experience, using recent examples. Explore the IT
service lifecycle and its role in managing the IT service delivery processes and
experiences for users.

e Understanding the range of roles involved in providing the components of the IT
service lifecycle (such as architects, developers etc) will help learners understand
the complexity of activity needed to make an IT service the best that it can be.

e Investigate IT service delivery design considering strategy, prioritisation and how
this culminates in an IT service catalogue.

e Learners should explore how IT service delivery is impacted by organisational
culture, how employees engage with the service and the quality of the service itself.
Learners should consider different challenges faced by real organisations using case
studies and should spend time sharing their ideas with others.

e Guest speakers from a technical and user perspective will help to make this topic
much more interactive.

Topic A2 - Purpose and functions of organisations

e Explain organisational contexts including formation of organisations such as sole
traders, partnerships, companies, charities and franchises and the range of contexts
in which these operate including primary, secondary and tertiary. These should be
punctuated with examples such as construction, hospitality, science and innovation,
and learners should be clear about the difference between products and services.

e Learners should choose three or four organisations that they can further examine so
that they can demonstrate an understanding of the key activities that would be
undertaken by that organisation to support its activities (such as the use of
scheduling in transport and logistics, or software for data handling in a marketing
context).

e Explain the concept of business criticalness and operational support and why
understanding priority in these areas is essential in the development of IT services.
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e Complete the topic with learners freely exploring a range of contexts and how IT is
used to support the activities (for example, managing staff using HR and training
systems, customer relations using CRMs and dialler systems such as Ultracoms).

Topic A3 - Service identification

e Learners should begin with by revisiting the key areas of an organisation such as
purpose, aims and goals, location, customer experience and staffing.

e Using case studies, learners should scope out the IT service requirements of the
organisations in the context of the study and in relation to the key areas covered.

e Reinforcing previous learning in Programming, IT project management or Data
modelling, learners must practise developing diagrams that can be used to represent
and articulate the IT service being designed. There are many examples of diagrams
on the internet that can be used as exemplars and links to some of these have been
provided in the scheme of learning.

e Explore some of the external factors that can affect IT service delivery such as legal,
moral and ethical issues, considering issues such as censorship and privacy. There
will be ongoing news articles on this subject and whilst some have been provided
more recent examples should be sought.

e Why do organisations create and implement acceptable use policies? It is likely that
the learners will have signed the centre's policy at the start of the course. This could
be used as a discussion point - each point could be discussed and learners should be
asked to comment on the appropriateness of the point and the way it is applied.
They should also consider why it is necessary to use such policies.

e Explore legislation in context with learners suggesting the regulations that would be
relevant in a range of situations.

e A guest speaker who could present security in relation to IT service delivery as a
masterclass would give learners an opportunity to ask questions to clarify their
understanding of this highly important area.

Topic B - IT service delivery design

Topic B1 - Defining IT service delivery requirements

e Employers should be invited to run a workshop. They should be asked to provide an
example of a service delivery problem that they should invite learners to explore and
resolve. In the event that an employer is not available case studies should be used.
Clearly a real employer would be preferable.

e If an employer is available the learners should be able to interview him/her as a part
of the workshop to clarify understanding. If using a case study the tutor should act
in this regard.

e Depending on which route is undertaken, the learners will define the requirements
for a potential solution and produce an IT service catalogue.

e Presenting this to the 'client' is essential before the actual solution is revealed.

Topic B2 - Considerations when defining IT service delivery requirements

e Explore the benefits and constraints of different factors on the development of IT
service delivery. This is likely to be similar to most projects.

e Relate this to a case study and produce a presentation that will share the benefits
and constraints with a real or a pretend client.

Topic B3 - Designing an IT solution

e Learners use a case study and design a solution focussing on information and data
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requirements, hardware and software options and recommendations on how the
infrastructure and users should be managed.

The design should be presented to a real or a pretend client.

Topic B4 - Considerations when designing an IT service delivery solution

Learners should evaluate their solution from the previous outcome in terms of how
well they think it has met the needs of the organisation.

Further explore the implications in relation to how the data and information is
disseminated across the organisation (for example security - inappropriate/ insecure
storage or transmission could breach the terms of the DPA).

Set learners a task that requires them to disseminate information with restrictions
(in other words setting constraints on what they can and cannot do in relation to the
user audience). Learners may consider using a range of communication tools (in line
with the restrictions in the task).

Learners create a checklist that should be used by developers in designing and
developing IT service delivery to ensure that requirements are within boundaries.

Topic B4 focuses on how service delivery impacts on a range of factors and learners
should be able to demonstrate understanding by giving examples in each category
such as asset management, asset utilisation, management updates, installation
and/or deployment, security, legislation, ethical and moral issues, staff training and
strategy for support and identifying challenges faced by organisations when
managing a change. Some examples have already been provided but this should be
expanded through learner activity.

Topic C - Information and data requirements of organisations

Topic C1 - Information in an organisation

Explain data and information and context. For example, prices and quantities are
data as they make invoice information. The invoice information is the data that
provides management information on sales.

Discuss different information items and explore why some information should only
be disseminated to specific levels of the organisation (as suggested in the scheme of
work redundancy and redeployment are good topics for discussion as these can be
destabilising and demoralising for employees, and can result in good employees
unnecessarily jumping ship early in fear for their jobs). Why should only certain
functions within an organisation have access to HR and payroll information (such as
the attachment of earnings orders for parental contributions etc)?

A guest speaker should be invited, particularly the MIS manager at the centre, who
can talk about types of information that the centre needs to function, types of
information that is produced by the activities of the organisation and which external
organisations would be users of that information.

Explore stakeholders and the range of stakeholders most organisations have.
Learners should be able to explain a range of internal and external stakeholders for
the centre and should be able to extrapolate this to a range of organisations in
different contexts and they should be able to identify different types of information
that these stakeholders would require from the organisation.

Topic C2 - Data in an organisation

Test learners’ understanding of data and information in context before further
exploring the concept of data.

Learners should use case study examples to identify the types of data the
organisation is likely to generate and how it might be used. They should be able to
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identify data used for management decision making, data used operationally and
data used for strategic planning.

Focusing on the case study for Gordon's Gym and Swim (provided in the Scheme of
Work) learners should examine the data generation and data requirements for the
organisation. Still using the same scenario learners should be able to identify which
data should be shared across which levels or functional areas of the organisation.
Learners should present their study outcomes to a panel.

Topic D - Facilitating IT service delivery

Topic D1 - Software service options

Learners identify as many types of software services as they can (focussing on the
operational tasks such as collaboration, productivity and remote access) before
naming specific software applications that support this activity.

Explain proprietary and open-source software, highlighting the possible dangers and
security implications related to downloading software from insecure sources.
Learners should be able to examine a range of software and comment on a range of
factors such as functional elements, performance, stability and scalability.

Explore the classroom PC. What is loaded in terms of software services — what do
these services do? Learners make a list (or produce a table) stating the software and
the service it provides.

Learners create a questionnaire and carry out live interviews with two people
working in the sector in IT service roles to capture information about the features of
operating systems, utility software, applications etc that they use to provide a
service to users.

Topic D2 — Hardware service options

Learners would benefit from a tour of the centre's IT facilities such as server rooms,
IT support help desk and maintenance stations. They should observe surveillance
and security hardware and technologies inside and outside the building, cable
junctions and wireless access points. Learners should make notes about what they
have seen and where.

Using a building/floor plan of the centre learners should annotate what they have
seen and where (this links back to earlier activity in this unit on diagramming).

Explore a range of hardware used to underpin the IT service.

Topic D3 - Managing IT service delivery solutions and the implications of
change

Learners make recommendations to Gordon's Gym and Swim about how change
should be managed.

Learners develop and present a comprehensive plan for Gordon's Gym and Swim
about how the improved IT service delivery should be managed, such as how
customers and/or users will be managed and supported, how assets will be managed
and how incidents will be managed.

Review the centre's acceptable use policy that they signed - go through it point by
point so that learners can understand the reason why each point is present.

To complete the learning for the unit, learners should develop an appreciation of in-
house versus external IT service - in particular considering issues such as cost,
availability, scalability and the more serious aspects of legal ownership and
jurisdiction when data is stored, managed and processed in different locations in the
world (as different countries have different rules and regulations about how data is
protected and used).
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Details of links to other BTEC units and qualifications, and to
other relevant units/qualifications

Depending on the choice of project, the following units will provide useful underpinning
knowledge and skills that can be drawn on to create the deliverables:

Unit 1:
Unit 2:
Unit 3:
Unit 4:
Unit 5:
Unit 6:
Unit 7:
Unit 8:
Unit 9:

Unit 10:
Unit 11:
Unit 12:
Unit 13:
Unit 15:
Unit 16:
Unit 19:
Unit 20:
Unit 21:

Information Technology Systems

Creating Systems to Manage Information
Using Social Media in Business
Programming

Data Modelling

Website Development

Mobile Apps Development

Computer Games Development

IT Project Management

Big Data and Business Analytics

Cyber Security and Incident Management
IT Technical Support and Management
Software Testing

Customising and Integrating Applications
Cloud Storage and Collaboration Tools
The Internet of Things

Enterprise in IT

Business Process Modelling Tools.

Resources

In addition to the resources listed below, publishers are likely to produce Pearson-
endorsed textbooks that support this unit of the BTEC Nationals in Information
Technology. Check the Pearson website (http://qualifications.pearson.com/endorsed-
resources) for more information as titles achieve endorsement.

Textbooks

Brewster E, Griffiths R, Lawes A and Sansbury ], IT Service Management (Third edition),
BCS, 2016 ISBN 9781780173184 - This publication is available in both Kindle and
printed editions. It is equally useful for those who are seeking to undertake ITSM
qualifications and those working in the sector who want to develop their service
management understanding and skills.

10
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Poppleton A and Holmes K, IT Service Management for Small IT Teams, BSI British
Standards Institution, 2011 ISBN 9780580742545 — This book is a good supporting text
for this unit as it summarises many of the key learning points. Learners will be left in no
doubt why organisations that want to be successful should develop and implement an IT
service delivery strategy which really has explored all of the contextual factors that the
organisation, its staff and its customers operate in.

Wheatcroft P, Service Desk and Incident Manager: Careers in IT Service Management
(BCS Guides to IT Roles), BCS, 2014 ISBN 9781780172330 - This publication is available
in both Kindle and printed editions. This is a useful reference guide for IT service related
jobs in the sector providing an appropriate rationale for the roles in an organisational
context.

Journals

http://www.computerweekly.com/

This is a collection of published articles on a variety of technical subjects separated into
three key areas such as IT management, industry sectors and general technology topics.

http://www.computerworld.com/

Collection of news articles across this sector.

Videos

Improving Performance in IT Service Delivery (10 minutes) — an overview of why IT
service delivery should never stand still
(https://www.youtube.com/watch?v=wEYCVCBVqSs)

What is ITIL? (5 minutes - start at 1 minute 17 and stop at 3 minutes) — very basic
introduction to the ITIL framework (useful at the start of the unit)
(https://www.youtube.com/watch?v=M9 0 BkgwzM)

ITSM Change Management Best Practices (55 minutes) - this is a lengthy video but is
good for highlighting best practices. Tutors might find it beneficial to watch the full video
and write down some key start and stop times that could be shared with learners either
in class or for homework (https://www.youtube.com/watch?v=LyIdHTn-kuY).

ITIL Fundamentals (17.5 minutes) - a video that explains what the ITIL framework is all
about (https://www.youtube.com/watch?v=ogmkX E1c1M&t=63s)

Websites

http://www.gre.ac.uk/it-and-library/about/policies-and-procedures/it-policies/computer-
related-legislation — computer-related legislation - regulation by regulation overview of
what individuals and organisations must do or not do. However, this website does not
cover all of the regulations in the list.

http://www.bath.ac.uk/bucs/aboutbucs/policies-

guidelines/A.Guide to legislation relevant to the Information Systems Security Policy
.pdf - a guide to legislation relevant to the Information Systems Security Policy - slightly
less user friendly than the previous link, but is more comprehensive.

http://users.ox.ac.uk/~tony/itilv3.ppt - key concepts of service delivery and
management based on ITIL principles

http://www.legislation.gov.uk/ - legislation — a comprehensive site for all things
legislative. Its main advantage is that as a government website any updates to the
legislation will also be available.
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Pearson is not responsible for the content of any external internet sites. It is essential for
tutors to preview each website before using it in class so as to ensure that the URL is still
accurate, relevant and appropriate. We suggest that tutors bookmark useful websites and
consider enabling learners to access them through the school/college intranet.
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Unit 15: Customising and Integrating
Applications

Delivery guidance

In business situations there will be times when a problem does not require a bespoke
programmed solution because a solution could be achieved through creating customised
or integrated systems using existing packages such as Microsoft Access or Excel and
using VBA to provide a customised user interface that uses the functionality of the
packages in a new way.

The main advantage of using existing software and its associated data files is that there
is no need to migrate data from one system to another which can be expensive and time-
consuming to achieve - the functionality of the software can be used as normal. For
example,

. Spreadsheet Invoicing : Company
[ | Database
Software System ! inAccess

Databases have limited mathematical and analytical capabilities and spreadsheets have
limited data storage functionality. Creating a 'front end' using a programming language
could produce an interface that allows the user to produce customer invoices using data
held in the company database, via the spreadsheet software.

This makes customising a less expensive alternative to designing and programming
whole new solutions.

Customisation at its simplest level could include using functionality such as paste link to
create spreadsheets that are updated on open. At its most complex form, it could be a
Customer Relationship Management (CRM) system that manages the data belonging to a
group of companies owned by the same parent organisation.

In this unit, learners will explore customisation and integration using a range of tools and
techniques. As there is a programming element, this unit would benefit from being
taught alongside or following Unit 4: Programming.
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Approaching the unit

This unit should be taught practically and this is an opportunity to involve employers,
particularly small businesses, who could provide scenarios and case studies for learners
to tackle.

Delivering the learning aims

Learning aim A

While it is likely that most learners will have a relatively good understanding of different
types of application software, they might not appreciate that office, Internet, security
and cloud software will often need to be used together to provide a working solution to a
problem.

You should begin with a recap of the different types of software and learners should be
able to give examples of software for each category.

It is essential that they understand the difference between customising and integration
and learners should be able to write a definition that correctly distinguishes them as
approaches.

There are many potential issues with integrating applications (in particular) and learners
will investigate some of the common problems from data consistency and formatting to
communication protocols and issues of permissions and file sharing.

The aim completes with learners investigating how programming languages are used to
integrate applications. Learners should consider a range of languages and should be able
to demonstrate the ability to choose the right language for a particular situation.

Customisation can be achieved within a single application, such as adding automated
routines to a spreadsheet or adding a menu to database software.

The final topic allows learners to develop an appreciation of how the integration of
applications can be used to develop a range of solutions.

Learning aim B

This learning aim is practical and should begin with learners exploring the IDEs they will
be using in their integration activities. You will need to produce some exercises relevant
to the combination of software you have at your centre to enable the learners to practise
some of the techniques they will use in their assessment. Online examples are available
such as copying data from MS Access to MS Excel using Python or using Python to read
an Excel file.

Learners would also benefit from using the Internet to search for websites, development
forums and technical threads which will provide a useful resource to support them in
their problem solving.

Testing and debugging are key to developing business solutions and while learners will
have met this content before, it is unlikely that they will have designed testing strategies
that will incorporate a number of different (and possibly diverse) applications or scripts
working together in this way. Debugging also is essential, particularly to resolve any
semantic (as opposed to running) errors.
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Learning aim C

Applications are customised and/or integrated to solve a business need. This is usually to
meet an organisational need which could be as simple as exploiting capabilities to
enhance efficiency or it could be to improve responsiveness in an enterprise context.

Learners should therefore explore a range of scenarios where integration and/or
customisation would be a factor. For example,

e« An automated raw materials ordering system for a manufacturing company by
integrating stock control, finance and manufacturing planning.

e« An environmental management system for a suite of residential building that is
designed to promote energy efficiency.

e« An inventory tracking system across multiple domestic appliance stores.

e« A case management and problem escalation system for social workers who work out
in the field.

e Absence reporting and holiday request system for a business with analytic
capabilities.

e« A system for tracking resources used on multiple simultaneous projects (such as man
hours and other direct and indirect costs), which generates customer invoices.

« A marketing system for managing and scheduling digital marketing activity for a
group of clients.

e A system for a company involved in preparing international payroll.

¢ An online newsfeed site that draws articles from other websites based on a user’s
choices.

e« A secure file sharing system for a scientific collaboration.

Customisation could include:

e A series of linked spreadsheet pages managed through a customised menu using
form with buttons to control access and updating to the contents and data.

Developing customised and integrated applications follows similar processes to other IT
projects in that user requirements must be defined (which is often the identification and
articulation of the business need), success criteria must be established, the user interface
requirements agreed and any project constraints should be identified.

Learners design a proposed solution, using traditional design tools, techniques and
methods, designing test plans and test data and creating a prototype (or prototypes if
applicable), as part of the design process.

The design will need to be refined, gathering feedback from others to inform changes,
and documentation will need to be updated to reflect any changes or improvements to
the proposed design.

Learners develop a customised and integrated solution in line with the proposed design,
debugging and fixing problems as they arise to create a final version of the solution.
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Functional testing is executed in line with the test plan and the solution is then compared
against the user requirements to establish how well it meets the user’s requirements,
functions as expected and meets quality, reliability, usability and performance
expectations.

The approach to this unit should be:

e As practical as possible to give learners an opportunity to develop a range of
customisation and integration skills.

e Business scenarios should provide a context for activity.

e BTEC Level 3 IT/Computing qualifications have existed for approximately 30 years
and it is likely that you will have an alumnus of previous learners who are now
practitioners or managers in the sector. You may be able to persuade some of your
alumni to provide the employer input.
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Assessment model (in internally assessed units)

Learning aim

Key content areas

Recommended
assessment approach

A Investigate the
customisation and
integration of applications
used by organisations to
meet their needs

A1l Types of application
software

A2 Purpose of and issues
with customising and
integrating applications

A3 Software customisation
and integration

A detailed presentation or
report evaluating the
customisation and
integration of applications.

B Explore the technologies
and techniques used to
customise and integrate
applications

B1 Integrated development
environments (IDEs)

B2 Programming
constructs and techniques
for customising and
integrating applications

B3 Testing customised and
integrated applications

A practical activity to
develop short prototype
software solutions that
demonstrate the integration
and customisation of
different software
applications.

A report focusing on what
went well and what did not
go so well when
customising and integrating
software applications using
different technologies.

C Develop customised and
integrated applications to
meet organisational needs

C1 Design for customised
and integrated applications

C2 Develop customised and
integrated applications

C3 Testing customised and
integrated applications

A practical activity involving
defining the specification
for the problem, designing
and developing fully
working customised and
integrated software
applications to meet a
client’s needs.

Assessment guidance

The assessment for this internally assessed unit would benefit from being divided into
three assignments as shown above.

Assignment 1 (learning aim A)

A detailed presentation or report evaluating the customisation and integration of

applications.

Learners create a slide show with supporting notes which they present to an audience.
You will need to provide a realistic scenario for them to use as the basis for their
presentation which should explain why integration and customisation is appropriate as a
possible solution to the business problem identified in the scenario.

What is the difference between the two approaches? How can each be used in the

context of the scenario?

Learners should be able to explain any potential issues that might need to be managed.

Learners should ensure that the presentation is suitable for the audience as defined in

the scenario they are given.
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As an idea, the tutor could prepare two or three different scenarios that would make
watching the presentations more interesting and give learners an exposure to a wider
range of situations.

You may choose to link this assessment to either assignment 2 or assignment 3.

Assignment 2 (learning aim B)

The assignment requires a practical activity to develop at least three short prototype
software solutions that demonstrate the integration and customisation of different
software applications. Learners will produce an accompanying report that discusses the
prototypes and how customisation and integration have been used. The report will also
focus on what went well and what did not go so well when customising and integrating
software applications using different technologies.

As all learners will essentially be producing the same answers, you might consider the
addition of a viva to enable you to be confident about the skills and abilities of individual
learners. This does not need to be extensive and cover all of the grading
criteria/assignment content, but you might find this useful to support your decisions.

Assignment 3 (learning aim C):

A larger project to the short prototype software solutions in assignment 2, this
assignment will be a practical activity involving defining the specification for the problem,
designing and developing fully working customised and integrated software applications
to meet a client’s needs.

You have the option for this assignment to link the activity to the scenario (or scenarios)
used in assignment 1.
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Getting started

This provides you with a starting place for one way of delivering the unit, based
around the recommended assessment approach in the specification.

Unit 15: Customising and Integrating Applications

Introduction

Ask learners to share their own experiences of using integrated systems. Can they give
examples?

Can they name any applications they have customised - with automation, the
integration and use of an API to customise the user experience by providing additional
functionality?

Pose the questions:
Why off-the-shelf applications do not meet business needs?
Why should businesses develop an application integration strategy?

Consider showing the short video to help answer the last question (see the link in the
resources section at the end of this delivery guide).

Learning aim A - Investigate the customisation and integration of
applications used by organisations to meet their needs

Learning aim Al - Types of application software

e Begin with a Q&A. How many different types of application software categories can
learners identify.

e Learners should then name software products in each category.

e Carry out a straw poll - how many learners can say that they have used at least
one product in each category?

e Learners carry out group work (or paired work) to investigate less well-known
examples of products in the different categories. You could include the following or
provide other examples:

o Office products could include: Calligra Suite

o Web browsers could include: Maxthon, Lunascape Orion, Citrio and Midori
o Security could include: Glasswire and Avira

o Cloud software could include: Hitman Pro, Glasswire and RKill

e Learners could experiment by trying out the web browsers and comparing the
functionality, response etc to the browsers they currently use like Google and
Edge.

e This activity could result in a presentation to other learners who share their
research and observations.

Learning aim A2 - Purpose of and issues with customising and integrating
applications

Difference in approaches between customising and integrating applications:

e Presentation focusing on the difference between customisation and integration of
applications. It should begin with a definition of each term and be supported by
examples in each case. There are a number of examples in the specification that
will help to inform the presentation.
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Purpose of customising and integrating applications:

e Referring back to the introduction, why do businesses customise and integrate
applications?

Learners work in small groups to investigate either the Virgin and Lloyds case
studies included in the resources section of this delivery guide (under News
articles). What were the reasons for the integration — were these pro-active or
reactive activities?

You should lead a class discussion to explore the what, how and why in each case.

e During the discussion, you should contribute additional reasons why applications
are customised or integrated (either from the list in the specification or by giving
examples of your own).

Common issues with data customisation and integration:

e Presentation on the common issues with data customisation and integration -
where are mistakes commonly made?

e Where possible, focus on real examples from personal experience, articles in the
news and ask learners to investigate any of the issues listed in the specification
such as data integration failures or automation failures (see Sainsbury’s example in
the resources section).

Possible solutions to common issues:

e Learners work in groups or pairs to investigate solutions to application
customisation and integration issues. Allocate one of the following to each group or
pair and ask learners to investigate:

o Data security

o Cloud technology

o Data compartmentalisation
o SaaS.

Learning aim A3 - Software customisation and integration

Common programming languages used in customisation and integration:

e Individual activity where learners explore an allocated programming languages
from those in the specification list.

Create a table that has each language listed, with columns for ‘Uses’ and
‘Comments’. When learners feed back about their language to the class, each
learner should populate the grid with the relevant information as supplied by other
learners.

Factors to consider when choosing suitable languages for use in integration
and customisation projects:

e You should lead a discussion on what learners should consider when making a
selection. What sort of criteria should they consider? Why? You should also explore
why they might consider something less familiar, particularly if the language might
provide a better solution.

How application software can be customised:

e Define customisation, giving examples for spreadsheets, email software, databases
and a web context.

e Create an exercise where learners carry out a simple customisation on a
spreadsheet - specifically creating a macro that copies and pastes a value (or set
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of values) from one spreadsheet into cells in another spreadsheet.
How application software can be integrated:
e Define integration, explaining ERP, EDI etc as listed.

e Learners investigate the benefits of CRM systems (see the link in the resources
section), either as pairs or small groups. They should write a 200-word news article
that promotes the concept of a CRM and the benefits to business.

Learning aim B - Explore the technologies and techniques used to
customise and integrate applications

Learning aim B1 - Integrated development environments (IDEs)

e Identify at least three different IDEs for learners to compare. Prepare a checklist
for the functions listed in the specification and instruct learners to investigate each
IDE and indicate which features or functions each one has.

e Lead class discussion — which of the IDEs offers the greatest flexibility and why?

Learning aim B2 - Programming constructs and techniques for customising
and integrating applications

e Prepare (or acquire) a series of worksheets that will allow learners to develop and
practise skills and techniques they will use to customise and integrate applications.

e Learners could use previously written code and make some adaptations, for
example introduction of functions, exploring more complex parameter passing,
working with different array types, for example an array of records.

e Set up a simple relational two table database (so that a query is involved), and ask
learners to use a language to query data and extract the records from the database
into another application (or even just into a text file).

e Create a consolidation spreadsheet by linking data between worksheets and
spreadsheet files into a master file (an example exercise is included in the
resources section at the end of this delivery guide).

e Learners should create simple validation routines in a range of applications.

e Provide a file containing charts and graphs linked to a data set, and then ask
learners to modify the parameters and associated text, changing the chart or the
graph type as part of this process.

There are many exercises that could be carried out here — and you may be able to use
exercises from other courses in your department where they exist or draw examples
from programming units that can be adapted.

Learning aim B3 - Testing customised and integrating applications

Test customised and integrated applications:

e Lead a class discussion on testing techniques used so far in other units or
assessments. Which apply for testing customised and integrated applications?

e Make a list and ask learners to define each one they understand and investigate
any that they do not.

e Learners work in pairs to investigate integration testing. A link has been provided
in the resources section of this guide, which will give a good starting point. How
does integration testing within a programme or series of linked programmes
translate to a scenario with integrated applications? Lead a class discussion.

Debugging:

e lLearners should practise using debugging techniques. Syntax errors are often easy
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to spot. Semantic errors (errors in meaning rather than incorrect code) are less
easy to spot.

Learning aim C - Develop customised and integrated applications to
meet organisational needs

Learning aim C1 - Design for customised and integrated applications

User requirements:

e Presentation focusing on user requirements. Discuss the challenges of working with
a client to define a problem and the reasons why the problem scope should be
recorded once it has been agreed (particularly to help protect against project
creep). Why is it important to identify constraints, the user interface requirements
and the criteria that will be used to measure success?

e Lead a discussion possible project failure due to errors in establishing user
requirements. The scope creep article blames the failure of a project on three key
factors. This article will be a good starting point for the discussion.

Design:

e Learners should practise designing integrated and customised applications using a
range of scenarios. They should use illustrations and diagrams, flow charts to
communicate processing stages, control structures and activity diagrams. The
scenarios can be relatively simple, and you would benefit from having two
scenarios and allocating them equally to different groups in the class. Once a group
has completed their design, they should informally present the design to a group
working on the other scenario. Any feedback from the observing group should be
recorded. The process should then be reversed. Scenarios could include:

o A customised interface for a group of disabled adults with poor motor skills.
o Setting up an automated custom filter.
o Setting up an invoicing system that draws customer data from a database.

e For each scenario worked through, learners should be able to explain their reasons
for the design approach taken.

Review and refinement of the design:

e Presentation on the role of the review in the design process, posing a series of
questions - for example:

o Why is ongoing communication with the client important?
o Why should feedback be gathered during the design stage?
o Why should ideas and proposed solutions be refined?

o Why should a design specification be constantly updated?

o Why should the techniques and approach used be reviewed?

Learning aim C2 - Develop customised and integrating applications

Using tools and techniques:

e Using the designs created in learning aim C1, learners use a range of techniques,
constructs and languages to create a prototype (this does not need to be a full
prototype, but should demonstrate the workings of at least part of the system).

e Carry out a review of the techniques, constructs and languages that learners used
and provide feedback. Were these used correctly and efficiently? What could they
have done differently?

Review and refine the solution:

Pearson BTEC National Extended Diploma in Information Technology - Delivery Guide
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e Learners should ask for feedback on their product. Do the class feel that the
product met the objectives originally set out in the scenario? Are there any
enhancements that could be made relatively easily to improve the functionality of
the solution?

Learning aim C3 - Testing customised and integrated applications

Functional testing:

e The applications should be subjected to functional testing against an agreed test
plan. Results should be recorded. You could consider issuing a testing log that
learners could use to record the test, test data, result of the test and any actions
that need to be taken (for example correcting errors — what need to be corrected
and how was this achieved?).

Acceptability testing:

e The concluding part of the testing is essentially checking the final solution against a
range of criteria.

o Does the solution meet all of the requirements (or does what was created fully
meet the requirements it was intending to meet)?

o Does it work as expected?
o Is it reliable, usable and of good quality?

e Learners create a short presentation that explains the outcomes of the activities -
what would they do differently if they did this project again?

Pearson BTEC National Extended Diploma in Information Technology - Delivery Guide
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Details of links to other BTEC units and qualifications, and to
other relevant units/qualifications

Depending on the choice of project, the following units will provide useful underpinning
knowledge and skills that can be drawn on to create the deliverables:

e« Unit 2: Creating Systems to Manage Information
e Unit 4: Programming

e Unit 5: Data Modelling

e Unit 7: Mobile Apps Development

e Unit 9: IT Project Management

e Unit 11: Cyber Security and Incident Management
e Unit 16: Cloud Storage and Collaboration Tools

e Unit 19: The Internet of Things

e« Unit 21: Business Process Modelling Tools

Resources

In addition to the resources listed below, publishers are likely to produce Pearson-
endorsed textbooks that support this unit of the BTEC Nationals in Information
Technology. Check the Pearson website (http://qualifications.pearson.com/endorsed-
resources) for more information as titles achieve endorsement.

Textbooks

Mendelsohn E, Monk E, Cook G and Brady J, Problem Solving Cases in Microsoft Access
and Excel (14th Edition), CENGAGE Learning Custom Publishing, 2016 ISBN
9781305868625 - a highly practical and up-to-date publication that requires learners to
use Excel and Access to create solutions to business problems

Woo D and VanHuss SH, Integrated Computer Applications (6th Edition), South-Western
College Publishing, 2011 ISBN 9781111988098 - This book is now a little dated, but it
provides useful exercises and ideas on how applications can be integrated to provide
business solutions.

Videos

Develop an Application Integration Strategy (4.5 minutes) - considers the state of
current business IT resources and why strategically planned integration
(https://www.youtube.com/watch?v=pSOMPhMCAZ4)

How to use Excel and Access for a solution - this is a YouTube channel with a range of
how to videos that show how Excel and Access can work together to produce business
solutions_(https://www.youtube.com/channel/UCPMn-fP8ruZWhE-soxNUwnA).

What is an API? - Fast Tech Skills (5 minutes) - this short video explains the concept of
API and how it allows access to pre-existing services
(https://www.youtube.com/watch?v=B9vPoCOP70Y).

What is an API? (3.5 minute) - the second short video which introduces API using
different examples (https://www.youtube.com/watch?v=s7wmiS2mSXY).

Websites

Pearson BTEC National Extended Diploma in Information Technology - Delivery Guide
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https://dev.office.com/docs - Office Developer Centre - providing coded examples,
documentation and resources for developers seeking to customise Microsoft products

https://www.netguru.co/blog/software-testing — Test all the Things! Types and Examples
of Software Tests

http://www.preact.co.uk/why-crm/how-businesses-benefit-from-crm - 19 Business
Benefits of CRM - 19 reasons why customer relationship management systems benefit
organisations with a range of examples

http://web.utk.edu/~dhouston/excel/exer8.pdf - Microsoft Excel Exercises - Linking
Exercise (Exercise 8) - creating and consolidating spreadsheets between workbooks and
a master file

News articles:

http://www.campaignlive.co.uk/article/186004/virgin-relaunches-upper-class-integrated-
dm-push# - Virgin relaunches Upper Class with integrated DM push - the integration of
data, communication and a microsite to reinvigorate this Virgin product

http://www.computerworld.com/article/2533563/it-project-management/it-s-biggest-
project-failures----and-what-we-can-learn-from-them.html?page=3 - Sainsbury's
warehouse automation - what went wrong

http://www.information-age.com/merging-lloyds-tsb-and-hboss-applications-2127203/ -
Merging Lloyds TSB and HBOS's applications — how the organisation combined its IT
applications following merger

http://www.techrepublic.com/blog/tech-of-all-trades/real-world-example-of-scope-creep/
— Real world example of scope creep — an anecdotal example from an IT project
manager. The conclusion to this article focuses on poor communication, poor setting of
project requirements and a failure to fully assess options.

Pearson is not responsible for the content of any external internet sites. It is essential for
tutors to preview each website before using it in class so as to ensure that the URL is still
accurate, relevant and appropriate. We suggest that tutors bookmark useful websites
and consider enabling learners to access them through the school/college intranet.
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Unit 16: Cloud Storage and Collaboration
Tools

Delivery guidance

Cloud computing has swiftly become a key component in the infrastructure of many
organisations, providing key services that support and grow their business using flexible
delivery techniques while providing a lower total cost of ownership.

In this unit, learners discover the variety of configurable computing resources such as
network devices, servers, services, storage options and applications that run in virtual
environments and can be accessed from remote locations. Where possible, they should
be encouraged to explore popular commercial and freeware solutions that provide cloud-
based collaboration services.

Popular uses of cloud computing include:

[EEN
(infrasture as
a service)

Test and BEEN
Development (Platform as a
platforms service)

Disaster Private and
Recovery Hybrid cloud

File Storage Big data
and backup analytics

To appreciate these applications and their impact on organisations, learners will develop
skills that enable them to:

e explore the use of cloud technologies and tools in organisations
o design and deploy a cloud-based collaboration service to meet a client’s needs
e manage and review a cloud-based collaboration service to meet a client’s needs.

Take opportunities to involve local employers as clients as this will enhance both the
project and learner experience.

There are also many opportunities for you to link and embed learning aims with other
technical units (even on different vocational routes as part of a wider learning initiative),
e.g. deploying a customised web application in the cloud.

It would be ideal if the class or course had a social media page, as this is a good way for
learners to share some of their documented outcomes as recommended in this guide and
in the scheme of work.
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Approaching the unit

This unit lends itself to a three-fold approach to learning:

e research-based investigation into digital animations and effects, their respective
purposes, impacts and relevant legal requirements

o free form and client brief-led exploration of design ideas for potential digital
animations and effects

e practical skills-based and goal-oriented production of digital animations and effects
using commercially relevant software and hardware.

Delivering the learning aims

Learning aim A

The first aim focuses on the use of cloud technologies and tools in organisations.
Although mainly theoretical in nature, it asks learners to think about the key drivers for
organisations’ adoption of cloud technologies in preference to more traditional resourcing
models. You will need to ensure that learners appreciate the key characteristics of cloud
computing. They should be able to identify these, describe them and give the relative
benefits and drawbacks of each. Inviting a guest speaker from an organisation that
makes use of virtualised and cloud storage technologies to come and talk to learners
about the practical decisions involved in making such strategic and operational decisions
is an ideal complement to this type of study.

Although it is possible to discuss different cloud computing models from a theoretical
perspective and there are many videos, presentations and animations that support this
approach, it is better to use available tools such as Google’s Compute Engine (for
example) to set up a simple IaaS solution or create a smaller PaaS solution using free
software such as Vagrant, Docker and Node.js. This is of course, just a recommendation
as this unit does not recommend any particular technology. Fortunately, there is a range
of commercial and open source resources available, some of which are free.

Investigating the IT requirements of an organisation tends to work best when real-life
case studies are involved, particularly if drawn from a local SME where guest speakers
may be invited to discuss their experiences. The impact of cloud services are easily
researched and can be discussed in purely monetary terms if hardware, software and
communication resources are considered. Less tangible but equally important concerns,
e.g. staff issues, and legal and ethical constraints often encourage spirited discussion
among learners.

Pearson BTEC National Extended Diploma in Information Technology - Delivery Guide
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Legal requirements have a somewhat undeserved reputation as being notoriously difficult
to embed into a learning programme without resorting to tried and tested research-and-
present style tasks. Although this is a practical approach, the leveraging of case studies,
particularly prominent infringements and settlements covered in the press offer a
reasonable alternative for group or round-table discussion. The use of classroom ‘courts’
with learners role playing the various parts (defendant, prosecution, defence, jury and
expert witnesses) and you as the Judge can be particularly effective when paired with the
legal frameworks relevant to this subject. Cases where the Data Protection Act 1998,
Computer Misuse Act 1990 and the Copyright, Designs and Patents Act 1998 appear to
have been breached offer a multitude of discussion points and, often, very lively
participation!

Learning aim B

The second learning aim focuses on the use of cloud technologies and tools in
organisations. This learning aim provides a simple sequence for learners to follow: plan,
review, refine and develop. Once again, there is a direct benefit if learners are introduced
to a real-world scenario which they can follow step-by-step from initial investigation
through to final deployment. Naturally, the solution may be artificially narrow and/or
contrived in nature (by design) to keep the potential complexity issues appropriate to
learners’ abilities, but with sufficient support and scaffolding, workable solutions should
be possible. Future cohorts can of course benefit from those solutions generated in
previous years.

Learning aim C

The final learning aim focuses on managing and reviewing a cloud-based collaboration
service to meet a client’s needs. In many respects, it is a continuation of the second
learning aim, moving the learner through management and review of cloud-based
collaboration solutions.

Presentation skills, which form a key component of this last learning aim, may benefit
from being brought forward in the delivery pattern to prepare learners more
appropriately. This is particularly significant as much of the content of this final learning
aim is reflective in nature, e.g. reviewing a solution, identifying lessons learned and
reviewing own skills, knowledge and behaviour. Most of these activities benefit from
improved communication skills.
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Assessment model (in internally assessed units)

Learning aim

Key content areas

Recommended
assessment approach

A Explore the use of cloud
technologies and tools in
organisations

A1 Cloud computing in
organisations

A2 Cloud computing models

A3 IT requirements of an
organisation

A4 Impact of cloud services

A5 Legal requirements

A report investigating how
cloud-based storage and
collaboration solutions
could be implemented in
an organisation to fulfil its
needs

B Design and deploy a
cloud-based collaboration
service to meet a client’s
needs

B1 Planning cloud-based
collaboration solutions

B2 Reviewing and refining
designs

B3 Development of cloud-
based collaboration solutions

C Manage and review a
cloud-based collaboration
service to meet a client’s
needs

C1 Testing and maintaining
cloud-based collaboration
solutions

C2 Reviewing and refining
cloud-based collaboration
solutions

C3 Lessons learned from
developing cloud-based
collaboration solutions

C4 Presentation skills

C5 Reviewing own skills,
knowledge and behaviours
applied

A project brief detailing
client needs, design
specifications for the
proposed solutions,
development and testing
logs, meeting notes and a
report that evaluates the
effectiveness and
appropriateness of the
cloud storage and
collaboration solution

Assessment guidance

The assessment for this internally assessed unit would benefit from being divided into
two assignments as shown above.

Assignment 1 (learning aim A)

This can be evidenced by a thoroughly researched report that shows an understanding of
cloud technologies through analysis of a real organisation’s requirements. Learners must
only use organisations that have no or limited adoption of cloud technologies as part of
their exploration study. Again, if the organisation is local, there may be increased
opportunities for associated activities, e.g. industrial visits and guest speakers.

Things to remember to offer the best opportunity for learner success:

e Learners must use technical language fluently and appropriately in their

deliberations.

e Learners need to fully understand the characteristics of different cloud technologies
and delivery models and be able to consider the benefits that each would bring to the
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organisation and the more negatively-skewed impacts that might affect its
customers, staff and services.

Access to appropriate hardware, software and tutorials may be required to illustrate
some required content.

Learners will need to access a range of both published and online sources to provide
the academic content.

Assignment 2 (learning aims B and C)

The use of a ‘live’ industry brief from a sponsor or mentor can provide fertile ground for
the design and development of cloud storage and collaboration solutions. Where possible,
it should include hidden learning that can support progress in other units and afford
some inter-curricula links.

The task must involve the design and creation of a cloud storage and collaboration
solution that meets the given service needs and IT requirements of a client.

Things to remember to offer the best opportunity for learner success:

Pearson BTEC National Extended Diploma in Information Technology - Delivery Guide

Learners should demonstrate evidence of research that is pertinent to the client brief,
generating ideas that reflect the needs identified. Learner notes that justify their
decisions through a clear understanding of cloud computing models, IT requirements
of the organisation and its potential impact should be readily available.

Designs should be reviewed and revised as necessary, paying particular attention to
justifying any decisions (or changes) made.

The revised designs should be developed using appropriate hardware and software
tools. Expect the learner to document each part of creation process, providing a
detailed explanation of the tools and techniques used with a rationale for their
selection.

Learners need to test the final cloud-based collaboration service product using a
range of appropriate techniques and review how closely they have resolved the
client’s original requirements.

You should also expect higher achieving learners to demonstrate their individual
responsibility, creativity and self-management during the process.

Access to appropriate hardware, software and tutorials is required in order for
learners to create bespoke images or customise existing ones.

Learners will need to access a range of both published and online sources to provide
the academic content.
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Getting started

This provides you with a starting place for one way of delivering the unit, based
around the recommended assessment approach in the specification.

Unit 16: Cloud Storage and Collaboration Tools

Introduction

Introduce this unit by ascertaining the learners’ experience with cloud based storage
and collaboration tools. Many may have used such tools and services (particularly cloud
storage) via their internet connections and mobile devices without thinking about how
to install and configure them. This unit aims to illustrate the technical challenges of
creating cloud-based solutions and explains why they are becoming increasingly
popular for organisations.

You may consider measuring initial learner skills by using a simple skills and
behaviours audit, permitting the creation of individualised starting points based on
prior experience. This would help you manage practical sessions more appropriately,
spending limited support time in the most efficient manner. Repeat this process at the
end of the unit using the same document to measure distance travelled.

You may also consider appointing (or asking for volunteers) learners with more
experience to act as classroom support.

Learning aim A - Explore the use of cloud technologies and tools in
organisations

Learning aim Al - Cloud computing in organisations

You will detail the reasons why cloud computing is used by organisations. This learning
outcome could take two hours.

e Present the reasons for the use and deployment of cloud technologies in
organisations.

e Discuss with learners the key characteristics of cloud computing, principally:
o on-demand self-service
o ubiquitous access
o resource pooling
o Mmeasured service
o rapid elasticity.

e Ask learners to debate the relative benefits and drawbacks of the key
characteristics of cloud computing in small groups. Collect feedback and conclusions
from each group and share with peers.

e Invite an industry guest-speaker to showcase their decision making processes when
selecting cloud based computing solutions.

e Ask learners to summarise points made by the industry guest-speaker.

Learning aim A2 - Cloud computing models
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You will lead learners through the different cloud computing models which are
available. This learning outcome could take five hours.

e Demonstrate the different types of cloud services, their characteristics,
requirements and implications, e.g.

o Software as a Service (SaaS)
o Platform as a Service (PaaS)
o Infrastructure as a Service (IaaS).

e Support learners in a practical activity to set up a virtualised server for PaaS
and/or a cloud based IaaS.

e Google’s Compute Engine, a well-documented IaaS has a free trial and is a good
introduction to the potential of cloud based server instances. This can be simulated
locally, to a degree, using virtualised servers using software such as Oracle’s VM
VirtualBox. Classroom-capable mini-Paa$S solutions can be created using
combinations of software such as HashiCorp’s Vagrant and Docker.

e Discuss the link between virtualisation and cloud services.

e Ask learners to create a poster/wiki/electronic slideshow/podcast which details the
characteristics, requirements and implication of the four different cloud delivery
models (community, hybrid, private and public).

e Compare and contrast self-hosting versus third-party services.

e Discuss automation, cloud bursting, JIT (just in time) service and multi-tenancy
issues.

Learning aim A3 - IT requirements of an organisation

In preparation of learners designing and deploying a cloud-based collaboration service
to meet a client’s needs you will present, demonstrate (where possible) and discuss
how cloud computing can fulfil the IT requirements of an organisation. This learning
outcome could take four hours.

e For a given case study (ideally sought from local industry), detail an organisation’s
current IT systems.

e Ask learners, working in pairs, to identify the services that the organisation
provides.

e For each service, show how cloud services can support them, e.g. secured cloud
backup of confidential client data.

e Discuss customers’ needs, expectations and how the service delivery model may be
affected by a move to a cloud-based solution.

e Ask learners, working in small groups, to identify how a cloud-based solution may
alter or impact their job requirements, accessibility issues, working styles and
patterns.

e Discuss how the service delivery point may change.

e Ask learners to consider legal and ethical concerns (e.g. licensing, security and
privacy) that arise when considering a move to cloud-based solutions. Note this
may require an integration of learning aim A5 for learners to understand the legal
implications more fully before embarking on this task.

Learning aim A4 - Impact of cloud services
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You will establish the impact of cloud services. This learning outcome could take three
hours.

e Present the implications of cloud computing services and solutions for:

o individuals, e.qg. flexibility, cost, efficiency, uses and applications, risks and
challenges

o organisations, e.g. user experience, staffing issues, backup and disaster
recovery, legal ownership of data and dispute resolution.

e Ask learners to précis the key facts of your presentation into a one-page factsheet
that may be issued to local SMEs who are considering cloud-based solutions.

e Compare and contrast the issues related to data and processing residing regions
that may not have appropriate laws covering protection and use of data.

Learning aim A5 - Legal requirements

You will detail the current and relevant UK legal requirements that impact the planning,
use and deployment of cloud services by organisations. Learning aim A5 should take
approximately four hours.

e Present a summary of the relevant legislation and their key tenets, making explicit
links to pertinent issues, e.g. Data Protection Act 1998 and the requirements it
places on organisations to keep data secure (a looming issue in cloud-based
storage solutions).

e Generate learner-driven group or round-table discussion using relevant case
studies.

e The use of classroom ‘courts’ with learners role playing the various parts
(defendant, prosecution, defence, jury and expert withesses) and you as the Judge
can be particularly effective when paired with the legal frameworks relevant to this
subject (see specification for the recommended list).

Learning aim B - Design and deploy a cloud-based collaboration
service to meet a client’s needs

Learning aim B1 - Planning cloud-based collaboration solutions

You will detail the documentation that learners need to generate to plan and implement
a cloud-based collaboration solution, using current applicable technologies. Learning
aim B1 should take approximately five hours.

e Walking learners through a model set of documentation produced for a client brief
is a good starting point. The leveraging of previously completed learner work (when
possible) is often very illuminating and can help set the bar for new learners.

e Demonstrate the different elements that form part of the design’s documentation,
e.g. purpose of solution, client’s requirements, user needs, technical requirements,
risk and mitigation.

e Provide guidelines for documentation elements such as hardware and software
requirements, specifically those that constitute the desired infrastructure.

e Discuss legal and ethical requirements that should be included, e.g. potential data
protection concerns, copyright acknowledgements and considerations of ethical
issues. Try to cover these by highlighting bad examples where such issues had not
been considered thoroughly and the resulting product has received legal, public or
critical backlash.

e Encourage learners to consider and discuss technical constraints that may limit the
potential solution.

e Using a sample client brief, allow learners to solve problem and design a solution
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within a set time limit after which they can then present their efforts. In terms of
formative assessment, focus on the presence, depth and range of the
documentation elements produced more than the actual quality of designs (for
now, as these will almost certainly improve through the programme).

Learning aim B2 - Reviewing and refining designs

Help learners to review and refine their designs by introducing learners to the process
of working with clients and others to improve their quality, effectiveness and
appropriateness. Learning aim B2 should take approximately five hours.

e Ensure learner communication skills are at the appropriate level before tackling this
outcome. This should include all popular forms of communication, e.g. letter, email,
telephone call, voice or video conferencing and personal interview. Remember to
place additional emphasis on non-verbal communication, especially when learners
are receiving feedback from client. Note this may require an integration of learning
aim C4 for learners although it is likely that some coverage will have been afforded
by other units in this programme of study.

e Discuss techniques for gathering feedback from clients and users, e.g. email,
interview, surveys, monitoring social platforms and usability tests. Where possible
clients should not be directly associated with the programme; internal clients from
within the institute are an acceptable substitute. Leveraging social media is a good
way to engage with SMEs to find suitable learner-friendly client briefs.

e Arrange, moderate and support client-learner role play that aims to encourage
learners to accept constructive feedback from stakeholders and refine their designs
accordingly.

e Demonstrate how timescales can be renegotiated and adjusted as ideas and
solutions are refined based on feedback and updated designs.

e Ask learners to update their design specifications based on the feedback received.

e Review the changes made.

Learning aim B3 - Development of cloud-based collaboration solutions

You will support learners towards implementing cloud-based collaboration solutions to
meet identified requirements. Learning aim B3 should take approximately twenty
hours.

e Demonstrate how to:
o prepare the physical system/virtual infrastructure

o prepare platform, e.g. guest OS image and allocation of host computer
resources (hard disk, RAM etc)

o add, remove and update software, services and tools as specified
o perform user management

o prepare cloud clients

o manage an effective collaboration

o produce a detailed documentation of the development process, i.e. how it was
achieved.

As previously discussed, most of these preparations and actions can be performed
using actual cloud-based services (Google Compute Engine) or simulated through
virtualised servers. Where possible deliberate goals should be linked to these
preparations; learners should remember why the cloud solution is being created and
what services it is expected to provide.

e Ask learners to form into small groups of three or four and repeat the process,
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logging their own actions and findings as they progress.

e Provide differentiated support and ad hoc problem solving.

Learning aim C — Manage and review a cloud-based collaboration
service to meet a client’s needs

Learning aim C1 - Testing and maintaining cloud-based collaboration
solutions

You will facilitate the learner’s ability to test and maintain cloud-based collaboration
solutions. Learning aim C1 should take approximately three hours.

e Set learners a pair-based task that asks them to investigate different types of
testing, e.g. functional, user, performance, stress and security.

e Ask learners to share and collate their findings with their peers.
e Demonstrate the typical stages of testing, e.g.

o selecting suitable test users

o gathering feedback from users

o producing appropriate test documentation

o making use of testing outcomes

o performing continued maintenance.

e Select a suitable cloud-based solution and ask learners to apply suitable testing
techniques to ascertain whether it is meeting its clients’ identified requirements.

e Discuss learner findings.

Learning aim C2 - Reviewing and refining cloud-based collaboration solutions

You will detail the desired workflow associated with monitoring the performance of
cloud-based solutions and making updates and changes as needed. Learning aim C2
should take approximately three hours.

e Ask learners to identify potential security issues and updates, particularly through
the identification of potential threats and breaches. A suitable (and well-known)
case study here could be the panic faced by system administrators world-wide
when the Heartbleed Bug was documented in 2014 (CVE-2014-0160) and the
measures that were applied to identify the vulnerability and patch it.

e Demonstrate how to install software updates for operating systems (multiple
Operating Systems should be used) and applications.

e Demonstrate how to address compatibility issues.

e Discuss how to deal with changing user requirements, e.g. adding a new
functionality to a cloud service (relational database, web server, code frameworks
etc).

e Debate support for different interface/input methods.

e Support learners in round-robin practical activities to review and refine cloud based
services on a virtualised server for PaaS and/or a cloud based IaaS.

Learning aim C3 - Lessons learned from developing cloud-based collaboration
solutions

You will help learners to evaluate the effectiveness of cloud-based collaborative
solutions. Learning aim C3 should take approximately two hours.

e For a given case study, ask learners to create a document (manual or electronic)
that allows them to record key questions that help to evaluate the effectiveness of
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a solution. Learners should consider these key questions:

o

o

o

o

o

how well the solution matched the identified client’s requirements
the efficiency of the solution
the solution’s ease of use

any issues arising during testing and maintenance, e.g. bugs, identified
vulnerabilities

solution stability, particularly those affecting connectivity and loss of service
potential update schedule
how the implemented solutions could be improved

alternate solutions that could be implemented if the brief were reattempted.

e Ask learners to present their findings to their peers.

e Ask peers to provide constructive feedback.

Learning aim C4 - Presentation skills

You will encourage learners to think about (and practise) their presentation skills.
Learning aim C4 should take approximately two hours. A communications specialist, if
preferred, may deliver this topic.

e Discuss and demonstrate the following communication skills using a variety of
scenarios and physical surroundings (including online):

o

o

written styles including email, design documentation, recording documentation,
reports and visual aids for presentation use

verbal communication requirements, including one-to-one and group informal
and formal situations

use of tone and language for verbal and written communications to convey
intended meaning

strategies used to make a positive and constructive impact on audience, e.g.
positive and engaging tone, technical and vocational language suitable for
intended audience and the avoidance of jargons

how to respond constructively to the contributions of others.

e Task learners with practising a range of communication activities to sharpen their
skills, e.q.

o

o

o

o

o

writing formal reports

writing informal emails
presentation (peers, guests etc)
leading a discussion (role play etc)

leading a formal meeting (role play etc).

e Identify strengths and areas for improvements for each learner.

e If possible, repeat activities over time (e.g. rotating leadership in group discussions
during a topic) and identify whether learners have improved.

Learning aim C5 - Reviewing own skills, knowledge and behaviours applied

Help learners to reassess their professional behaviours. Learning aim C5 should take
approximately two hours.

e You should now reissue the skills and behaviours audit completed by learners in the
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first session so that they can now revisit the document and make additional
observations about where and how they feel they have improved. Learners may
also find it useful to reference their ILPs when completing this task.

Learners should use the internet (or the centre's own learning centre resources if
available) and identify sources such as videos or other materials that would help
them to improve the skills they identified as needing improvement. A combined list
of resources from all learners should be published and/or shared by the class.

12
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Details of links to other BTEC units and qualifications, and to
other relevant units/qualifications

Depending on the choice of project, the following units will provide useful underpinning
knowledge and skills that can be drawn on to create the deliverables:

e« Unit 1: Information Technology Systems

e Unit 2: Creating Systems to Manage Information
e Unit 6: Website Development

e Unit 11: Cyber Security and Incident Management
e Unit 12: IT Technical Support and Management

e Unit 13: Software Testing

e Unit 14: IT Service Delivery

e Unit 15: Customising and Integrating Applications

Resources

In addition to the resources listed below, publishers are likely to produce Pearson-
endorsed textbooks that support this unit of the BTEC Nationals in Information
Technology. Check the Pearson website (http://qualifications.pearson.com/endorsed-
resources) for more information as titles achieve endorsement.

Textbooks

Barnatt C, A Brief Guide to Cloud Computing: An essential guide to the next computing
revolution, Robinson Publishing, 2010 ISBN 9781849014069 - This publication not only
considers where cloud computing is now, but also makes some interesting predictions
about the implications of cloud computing in the future.

Cohen M, Hurley K and Newson P, Google Compute Engine, O'Reilly Media, 2015 ISBN
9781449360887 - An introductory text that considers the basics while also benefiting
from some coding examples

Crookes D, Cloud Computing in Easy Steps, In Easy Steps, 2012 ISBN 9781840785326 -
This is essentially a 'how to' book. It is not targeted at advanced developers, but does
explain some of the familiar concepts like SkyDrive, Dropbox and Apple iCloud in a way
that is easy to access by a wide variety of learners.

Kavis MJ, Architecting the Cloud: Design Decisions for Cloud Computing Service Models
(SaasS, PaaS, and IaaS), John Wiley & Sons, 2014 ISBN 9781118617618 - Well put
together, this book provides some interesting perspectives on what to look for (and
primarily what to avoid) when moving from a physical to a cloud architecture in addition
to providing a solid introduction to the concepts of cloud computing.

Williams MI, A Quick Start Guide to Cloud Computing: Moving Your Business into the
Cloud (New Tools for Business), Kogan Page Publishers, 2010 ISBN 9780749461300 - A
good publication for jargon busting with some coverage of risk and some useful case
studies around SaaS, PaaS and IaaS

Journals

Cloud Computing Intelligence (Future Publishing) -
http://cloudcomputingintelligence.com/

Cloud Computing Magazine - http://cloud-computing.tmcnet.com/

Pearson BTEC National Extended Diploma in Information Technology - Delivery Guide

Issue 1 - September © Pearson 2017 13


http://qualifications.pearson.com/endorsed-resources
http://qualifications.pearson.com/endorsed-resources
http://qualifications.pearson.com/en/support/published-resources.html)
http://qualifications.pearson.com/en/support/published-resources.html)
http://qualifications.pearson.com/en/support/published-resources.html)
http://cloudcomputingintelligence.com/
http://cloud-computing.tmcnet.com/

UNIT 16: CLOUD STORAGE AND COLLABORATION TOOLS

IEEE Cloud Computing - https://www.computer.org/cloud-computing/

Videos
Cloud Computing: What is Cloud Computing?

(https://www.youtube.com/watch?v=uYGQcmZUTaw)

Changes to computer thinking — Stephen Fry explains cloud computing

(https://www.youtube.com/watch?v=J9LK6EtxzgM)

The Three Ways to Cloud Compute

(https://www.youtube.com/watch?v=SqujalzkwrE)

Google Compute Engine — Ten Minute Test Drive: Set Up your own Web Server
(https://www.youtube.com/watch?v=LrjpcR-IJwY)

Cloud Wars: Amazon (AWS) vs. Google (GCP) vs. Microsoft (Azure)
(https://www.youtube.com/watch?v=342KEaxFVjM)

Websites

https://cloud.google.com/compute/ — Google Cloud Platform - Google Compute Engine
delivers virtual machines running in data centres and across a worldwide fibre network.

https://cve.mitre.org/ - Common Vulnerabilities and Exposures — An online dictionary of
publicly known information security vulnerabilities and exposures

https://www.docker.com/ — Docker - A popular software containerisation platform for
easier deployment in smaller PaaS solutions

https://www.thetechpartnership.com/ - The Tech Partnership - A network of employers
working to create skills for the UK's digital economy

www.vagrantup.com - HashiCorp Vagrant - Create and configure lightweight,
reproducible and portable development environments as might be used in smaller PaaS
solutions.

https://www.virtualbox.org/ - Oracle VM VirtualBox - A powerful x86 and AMD64/Intel64
virtualisation product for enterprise as well as home use

Pearson is not responsible for the content of any external internet sites. It is essential for
tutors to preview each website before using it in class so as to ensure that the URL is still
accurate, relevant and appropriate. We suggest that tutors bookmark useful websites
and consider enabling learners to access them through the school/college intranet.
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Unit 17: Digital 2D and 3D Graphics

Delivery guidance

This optional unit presents learners with the opportunity to explore two-dimensional (2D)
and three-dimensional (3D) digital graphics using commercially relevant tools and
techniques.

Digital graphics are typically the key component in most types of modern media
presentations, including websites, print and broadcast media and videogames.

The key to creating attractive, engaging and commercially valuable digital graphic relies on
three core skills:

« understanding the characteristics of visual communications
e being able to interpret a client brief correctly to design a suitable digital graphic solution

e having the practical skills and appropriate workflow with software tools to develop
designs into audience-ready assets that are fit for the purpose.

This unit will provide learners with underpinning knowledge that helps them to investigate
different forms of 2D and 3D digital graphics, their commercial applications and the
techniques and skills required to generate them confidently and creatively.

Learners should develop their visual communication skills, converting project briefs,
research and thoughts into practical ideas that they should be able to evaluate with peers
and present to clients with equal aplomb.

If there are opportunities to involve local employers as clients, this will enhance the project
and the learner experience.

There are also many opportunities for you to link and embed learning aims with other
technical units, for example, a learner could use their 2D digital graphic as per the following
diagram.

Computer

Program
asset
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It would be ideal if the class or course had a social media page, as this is a good way for
learners to share some of their documented outcomes as recommended in this guide and in
the scheme of work.

Approaching the unit

This unit lends itself to a three-fold approach to learning:

e research-based investigation into visual communication, media industry and relevant
legal requirements

o free form and client brief-led exploration of design ideas in 2D and 3D

o practical skill-based and goal-oriented product of 2D and 3D digital graphics using
commercially relevant software and hardware.

Learners are likely to enjoy the problem solving of interpreting a client brief and extending
their practical skill set into the realm of producing digital art. While it is likely that most
have some prior experience of creating 2D digital graphics, the emerging journey into 3D
digital graphics can be a challenge for some but often yields a greater sense of self-
achievement.

Enhance each approach through the introduction of specifically selected case studies,
engaging industrial visits, industry-led technical workshops, exhibitions and conferences,
inspirational guest speakers and mentors (from local industry) and constructive peer
critique.

Many different software products exist to create 2D and 3D digital products. It is
recommended that a variety of hardware (e.g. Apple and PC) and software (open source
and commercial solutions) should be experienced where possible and that learners should
explore the use of other digital capture devices, for example, camera, scanner, digital
tablet. You may even decide to include learners’ mobile devices for a comparative effect.

Delivering the learning aims

Learning aim A

This aim investigates the purpose and characteristics of digital graphics that are an
important part of visual communications.

As an underpinning learning aim containing the majority of the theoretical content for the
unit, it can often be seen as a little dry and temptingly didactic in comparison to the more
practical learner-centred learning aims which follow. Of course, it does not have to be this
way; with a little creativity, it is possible to place the learner at the centre of each sub-aim.

Encouraging the learners to understand the purpose of digital graphics is best achieved
through the use of socially-visible case studies, particularly digital graphics involved in
multimedia campaigns which are current or have caught media attention recently (for good
or bad). Naturally, discretion is advised when choosing subject matter to ensure that it
should not offend - although this can prove to be a useful springboard for moderated
discussion.

Data collection exercises driven through market research activities can get the learners ‘out
and about’, asking members of a community about digital graphics and their views on their
use in various products. This can be very useful when investigating the information,
message and meaning being communicated to a wider audience. Potentially this could even
be achieved via social-media-based polling, if preferred.

You should consider group-based projects as a useful vehicle for encouraging learners to
communicate ideas visually, particularly if they have time to critique their peers and self-
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evaluate. Some practitioners attempt to incorporate socially relevant themes as hidden
learning when planning this type of activity.

Legal aspects have a somewhat undeserved reputation as being notoriously difficult to
embed into a learning programme without resorting to tried and tested research-and-
present style tasks. Although this is a practical approach, the leveraging of case studies,
particularly, prominent infringements and settlements covered in the press offer a
reasonable alternative for group or round-table discussion. The use of classroom ‘courts’
with learners role playing the various parts (defendant, prosecution, defence, jury, expert
witnesses) and you as the Judge can be particularly effective when paired with the legal
frameworks relevant to this subject. Cases where the Human Rights Act (1998) and the
Equality Act (2010) or the Copyright, Designs and Patents Act (1998) appear to have been
breached offer a multitude of discussion points and, often, very lively participation!

The second sub-aim focuses on the technical vocabulary of 2D and 3D digital graphics, often
offering thematic links with material that may be covered in Unit 1. Concepts such as
differences between raster and vector-based images are best demonstrated through the
creation and manipulation of images using commercial software. After suitable images have
been created, it should be possible to highlight the different structures and features of each
format, comparing and contrasting their advantages and disadvantages, particularly the
vector’s ability to scale proportionately without losing details or increasing the file size.
Some technical aspects such as resolution, sampling and bit depth often yield many
opportunities for learners to engage in subject-specific numeracy, reinforcing their
arithmetic operations and number systems (especially binary and hexadecimal).

Selecting commercial applications of raster-based 2D images is relatively straightforward
and makes good individual or group-based case studies to explore. Learners could create
their own 2D raster assets for an assigned class-based task (or for use in other unit work)
to reinforce their understanding of the format, its creation and features. You may repeat
this type of activity for vector-based images although placing more focus on the creation of
logos, fonts or clip-art would be most beneficial, as these applications suit that image
format much better.

The principles of vector images crucially involve common geometric shapes (vertices, lines,
curves, edges, polygons and meshes) and, combined with the use of coordinate geometry,
again offer firm (and practical) links to mathematics which can be explored by learners.

3D digital images can be represented in the 2D form but, ultimately, shine more brightly
when explored in 3D space so the use of an appropriate 3D software to explore these
concepts is highly recommended. Many 3D design applications are available but focus
should be on packages that learners could legally use at home and which represent a good
stepping stone to the more heavyweight solutions that are used commercially or in higher
education. After all, the underlying 3D principles are universal; only the specific software
workflows may differ. A good tactic when teaching these aspects of geometric theory is to
encourage learners to breakdown everyday objects (e.g. ice-creams, Star Wars’ R2-D2,
mobile telephone) in its simple geons and in doing so should encourage the learners to
describe these objects in a professional manner using the correct geometric vocabulary.

Learners can then practise building these simple everyday objects using your chosen 3D
design software by using appropriate mesh construction and rendering tools. Creating a ‘3D
skills’ driving licence that covers the different features and functions of the 3D design
software is typically a fun way to introduce each new aspect, reinforce it and challenge
friendly competition. An additional benefit in using this technique is that it is possible to
track learner progress (and outcomes) in a very bespoke and individualised fashion.

You may find that group discussion, demonstration or presentation can be useful methods
for examining the applications of 3D images, pinpointing their use in TV programmes, films,
videogames, virtual reality, health and architecture by selecting appropriate examples, such
as 3D models and special effects in popular films, virtual tours of famous museums or
interactive graphics in the current hit videogame.

Pearson BTEC National Extended Diploma in Information Technology - Delivery Guide
Issue 1 - September © Pearson 2017



UNIT 17: DIGITAL 2D AND 3D GRAPHICS

It is important that learners are aware of the impact of 2D and 3D digital graphic principles
on the usability of an image. There are a number of ways to achieve this but you may
favour the tried-and-tested approach where properties of an image are individually
modified, for example, by rendering quality, resolution and anti-aliasing to demonstrate that
specific effect. For example, the lack of anti-aliasing on an image will cause its diagonal
lines to appear somewhat rough and jagged.

The final area covered by the first learning aim turns the learner’s attention to the hardware
and software tools used for creating and editing digital graphics. You should aim to give
learners a firm understanding of the role of each component, for example, for hardware,
capturing images, processing them internally and outputting them on screen or paper and
for software, the different types of applications used to manage and manipulate such
images.

Again, you should encourage hands-on experience of both hardware components and a
range of software applications and tools. Learners may find some benefit from having this
part of the learning outcome thematically linked to Unit 1's Assessment Outcome area Al -
Digital devices, their functions and use.

Throughout all aspects of this learning aim, building a visual dictionary of technical terms
encountered to decorate the teaching space as an aide memoire is highly recommended.

Learning aim B

The second aim focuses on the design part of the digital graphics workflow and charts the
processes and techniques that learners must consider when planning the production of
digital graphics (2D or 3D) to suit the required specification.

Encourage learners to think about the source of the specification, for example, from a client,
self-brief or their research. Class-based practical activities can be organised which facilitate
the free exchange of ideas during brainstorming, presenting ideas using mood boards,
storyboards and thumbnail sketches. Although such skills should be developed and fine-
tuned individually, the benefit of group or class-based feedback can be significant and
warmly welcomed. Having a competitive aspect of these, for example, rotating groups
pitching ideas against a live client brief can generate much momentum. If external projects
are difficult to source, options typically exist to support other departments within the parent
institution, for example, creating signage for an open evening, website graphics or product
livery.

You should also direct the learners’ focus towards the image quality requirements, the file
formats preferred (in terms of wider compression and compatibility), and the processing
and editing techniques required to achieve the desired outcomes.

Learners typically have to be convinced that documentation is an important part of any
design, completed with the same level of care and attention as the digital graphic. This fact
is not limited to digital graphic work so the need can be thematically linked to other
disciplines, for example, computer programming. Each learner should be aware of the items
that comprise design documentation for the subject, knowing how to generate each aspect
professionally and its defined purpose.

Learners need to understand the various options for processing digital graphics before they
practically apply them. As such presenting a primer on the various processing, editing, and
compression techniques during this learning aim can be very insightful. The impact that
each could potentially have on the user’s experience should also be outlined with particular
reference to the quality, compatibility and usability. Each selected technique may also have
particular hardware or software requirements that need to be recognised and
accommodated, for example, improving the clarity and crispness of textured 3D objects
(usually in videogames) using anisotropic filtering is typically hardware reliant.

Once designs are created, they need to be reviewed and, if necessary, refined. This
commonly involves working with clients and peers to improve the quality, effectiveness and
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appropriateness of the design with respect to the client’s original brief. The learners’
communication skills come to fore here and you should encourage them to discuss designs
outside their close circle of friends in order to gain wider experience, particularly with people
who may not necessarily agree with their design ideas. Learners should then update designs
in their documentation, reflecting the suggested (and accepted) changes. A mock design
project with iterative feedback, preferably from someone outside the programme of study,
is a great way to simulate this process in as realistic manner as possible.

Learning aim C

The final learning aim focuses on the practical development of the previously made 2D and
3D designs into final products that meet a client brief.

Broadly speaking you can divide the content into three areas: an examination of the 2D and
3D tools with which learners should gain technical competence, the ability of the learner to
review and evaluate their final products (with input gathered from others) and the
development of professional attributes that demonstrate their personal growth in terms of
skills, knowledge and behaviours.

Learners should be able to demonstrate the practical skills necessary to create and
manipulate 2D images for a given purpose using the tools available in the selected
application software. Skills such as the ability to freehand draw can be difficult to encourage
and develop in IT learners but with persistence most learners attain a reasonable level; the
use of graphic tablets may be preferable for some, offering a viable alternative to the
scanning of traditional hand-drawn imagery. Creating a checklist of the standard skill set for
2D image creation and manipulation is generally a good idea, supported through online
tutorials (VLE or web-based), which learners can practise at their own pace and even in
their personal time; not all learners will accumulate these skills in the same order or pace so
flexible delivery, perhaps learner-led, is a useful option. Conducting live demonstrations are
a sensible way to introduce new techniques but there is undeniably some advantage in
advocating a rotating pilot/navigator-style arrangement with learners taking time in
supporting their peers’ development. Using video tutorials created by other learners affords
another fun and totally different alternative to formal instruction.

Naturally, you should formatively assess these skills through in-class activities and/or
homework tasks before summarily assessing. Short and sharp testing works well here and
may be suitable as a session’s lead activity.

You may use a similar approach for 3D graphic tools although this type of software is
notoriously more complex in terms of understanding the user interface and remembering
the typically complex mouse/key combinations required, so some mild caution is advised. In
addition, abbreviations and acronyms can be somewhat obtuse, for example, NURBS (non-
uniform rational basis spline) and initially confusing for learners with weaker mathematic
skills. For these reasons, additional in-class support and guidance is often required,
particularly when working with more complex models and meshes or where learners have
conceptualisation issues.

A suggested generic approach could:

e select a new model/image to create

e introduce new tool or technique that is required to create the new model/image
« demonstrate the tool/technique to learners

e« ask learners to practise tool/technique

o allow learners to upload their resulting efforts to a class-accessible gallery

e moderate peer critique on each learner’s effort

o record helpful tips collected by learners when using the tool/technique.
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The use of lunchtime clubs for 3D modelling can be a useful option for reinforcement and
encourage self-study.

Unless the offer is available in house, you could also investigate whether a representative
from an approved training provider delivering specific vendor-oriented study programmes
could visit and provide information about the courses and certification (particularly as some
learners may opt to study such a qualification alongside or after completion of this course).

Learners should become adept at reviewing both their own efforts and those of their peers,
typically through verbal critique and written feedback. You should encourage learners to
benchmark their digital products against the client’s requirements (the original brief), the
overall quality of the image/model, any pertinent constraints (legal/ethical or technical for
example, formats, polygon count and texture map sizes) and the level of optimisation that
have been applied. You should expect learners to use technical terms correctly during the
provision of feedback. Do not forget to tease other judgements about the digital graphics
from the learners including its perceived strengths, weaknesses and how it can be improved
(from a technical standpoint and in order to correctly fulfil the client brief).

Evaluation and review benefits from repeated exposure; learners may be initially reluctant
to give critical feedback in a constructive fashion. However, after routinely repeating the
process at the end of a practical task it soon becomes an intrinsic, normal and rewarding
part of the learning process. Some practitioners may feel inclined to incentivise, promoting
‘Digital Artist of the week’ awards to recognise exceptional performance, for example.

The final part of this learning aim continues this theme and requires the learners to self-
assess their progress in the unit. You should encourage focus on aspects such as
timekeeping (vitally important in the media industry for those hoping to progress further),
actively responding to feedback, supporting others and measuring progress towards set
goals. The issue of individual lesson plans (ILPs), with session or weekly targets can be a
useful vehicle to chart performance across a defined period for both you and the learner,
providing a handy repository that to draw upon. Revisiting the skills and behaviour audit
completed at the start of the unit is also highly recommended.
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Assessment model (in internally assessed units)

Learning aim

Key content areas

Recommended
assessment approach

A Investigate the purpose
and characteristics of
digital graphics that are an
important part of visual
communications

A1 Purpose of and legal
requirements for digital
graphics

A2 Representation and
applications of 2D and 3D
digital graphics

A3 Hardware and software
tools for digital graphics

A report or detailed presentation
on the purpose and technical
characteristics of, and legal
considerations for, 2D and 3D
digital graphics.

B Design 2D and 3D
digital graphics products
to meet a client brief

B1 Planning digital graphics

B2 Design documentation for
digital graphics

B3 Digital graphics
processing and techniques

B4 Reviewing and refining
designs

C Develop 2D and 3D
digital graphics products
to meet a client brief

C1 Tools and techniques for
developing digital graphics

C2 Reviewing the final 2D
and 3D digital graphics
products

C3 Professional behaviours

A design specification showing
the planning and design of 2D
and 3D digital graphics products
that could be used in a larger
media product.

Digital graphics files that fulfil
the design specifications,
accompanied by supporting
development documentation.

An evaluation of the digital
graphics against the client brief.
A record of personal
performance while completing
the activity, such as whether
work was submitted on time.

Assessment guidance

The assessment for this internally assessed unit would benefit from being divided into two
assignments as shown above.

Assignment 1 (learning aim A)

A thoroughly researched report, digital arts magazine-style article or learner-led
presentation focusing on the hardware and software tools used for the creation of 2D and
3D digital graphics, their applications and impact in the wider media industry and the legal
requirements that must be observed.

Offering learners a choice of presentation medium for their evidence will often encourage
individual thinking and allow them to embrace the various possibilities presented by the
medium chosen, for example, integrating interactive 3D assets into their presentation or
including specifically created 2D art in a magazine article.

Things to remember to offer the best opportunity for learner success:

e Learners must include coverage of the different types of digital graphic products (both
2D and 3D), using technical language accurately in their descriptions. Comparison of
different 2D formats, that is raster versus vector-based is essential, demonstrating a
firm understand on how this relates to file formats, scaling accuracy and resolution.

e« Learners should identify typical uses of different types of 2D and 3D images (e.g.
videogame assets) and their purpose (entertaining users).

Pearson BTEC National Extended Diploma in Information Technology - Delivery Guide
Issue 1 - September © Pearson 2017



UNIT 17: DIGITAL 2D AND 3D GRAPHICS

Learners should explain the purpose and legal considerations when creating different
types of digital graphic products.

If the report format is selected, it would ideally follow a recognised format (either formal
or informal) and should be presented as a professional business document, with
consistent use of correct grammar and spelling, and correct referencing of information sources.

Access to appropriate hardware, software and tutorials is required in order for learners to create
bespoke images or customise existing ones.

Learners will need to access a range of both published and online sources to provide the
academic content.

Assignment 2 (learning aims B and C)

Ideally, you could link this assignment with other units to form part of an integrative
assignment. Examples could include building assets (buttons, carousel images etc) for a
customer’s website, creating graphics (sprites, backgrounds etc) for an interactive game or
artwork assets for use in a mobile app.

Alternatively, the use of a ‘live’ industry brief from a sponsor or mentor can provide fertile
ground for creative efforts. Where possible it should include hidden learning which can
support progress in other units and afford some inter-curricula links.

The task must involve the design and creation of 2D and 3D assets that should be fit for a
given purpose.

Things to be remembered to offer the best opportunity for learner success:

Learners should demonstrate evidence of research that is pertinent to the client brief,
generating a range of potential designs for each digital product required. Learner notes
that justify their decisions through a clear understanding of core 2D and 3D design
principles, the intended audience and purpose should accompany each design.

Once final designs have been selected these should be developed using appropriate
hardware and software tools. Expect the learner to document each part of creation
process, providing detailed explanation of the tools and techniques used with a
rationale.

Completed digital images need to be evaluated by the learner drawing upon the
technical standard of the final product, the range of techniques used and how closely
they have resolved the client’s requirements.

You should also expect higher achieving learners to demonstrate their individual
responsibility, creativity and self-management during the process.

Access to appropriate hardware, software and tutorials is required in order for learners
to create bespoke images or customise existing ones.

Learners will need to access a range of both published and online sources to provide the
academic content.
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Getting started

This provides you with a starting place for one way of delivering the unit, based
around the recommended assessment approach in the specification.

Unit 17: Digital 2D and 3D Graphics

Introduction

Introduce this unit by ascertaining the learners’ experience with digital graphics (most
will be limited to 2D products) and detail the full expectation of the unit’s outcomes and
the skills (and professional behaviours) it is hoped the learners will develop before its
completion.

Use of previous cohorts’ work (if available) is a very useful touchstone for new learners,
especially if they compare favourably with commercial examples, as they will inspire and
provide realistic targets to which they may aspire. Providing well-known examples of 2D
and 3D digital graphics is a sound tactic, especially if culled from popular media such as
film, TV, advertisements and videogames.

You may consider measuring initial learner skills by using a simple skills and behaviours
audit, permitting the creation of individualised starting points based on prior experience.
This would help you manage practical sessions more appropriately, spending limited
support time in the most efficient manner. Repeat this process at the end of the unit
using the same document to measure the distance travelled.

You may also consider appointing (or asking for volunteer) learners with more
experience to act as classroom support.

Learning aim A - Investigate the purpose and characteristics of digital
graphics that are an important part of visual communications

Learning aim Al - Purpose of and legal requirements for digital graphics

You will detail the purpose and legal requirements of digital graphics. Lega
requirements are limited to UK legislation although encouraging a wider geographiq
awareness in learners is recommended. Learning aim Al should take approximately 4
hours.

e Define the key purposes of digital graphics
o Conveying information, messages and meaning to a target audience
o Visualise, communicate, verify and evaluate potential ideas to a target audience.

Use of case studies can be particularly helpful here, particularly mixing examples that
have been successful and those that have not (for contrast). Common examples could
include company logos, videogame cover art, film posters, advertising campaigns etc
particularly where a change of artistic direction can be evidenced. These types of activity
often provide opportunities for open group discussion on the merits (and otherwise) of
the digital graphics created and how they were used. Practical activities such as market
research are a possibility.

e Present the current and relevant UK legal requirements for digital graphics

o This should at the minimum include those covering privacy, accessibility,
copyright, designs and patents. Particular emphasis should be placed on the
adapting of digital graphics, including derivative use.

o Generate learner-driven group or round-table discussion using relevant case
studies.

o The use of classroom ‘courts’ with learners role playing the various parts
(defendant, prosecution, defence, jury, expert withesses) and you as the Judge
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can be particularly effective when paired with the legal frameworks relevant to
this subject (see specification for recommended list).

Learning aim A2 - Representation and applications of 2D and 3D digital
graphics

You will delineate the differences between raster and vector-based 2D graphics, and
their applications. Learning aim A2 should take approximately 8 hours.

e Demonstrate differences between raster and vector-based images through the
creation and manipulation of images using commercial software, encouraging
learners to note new terms they encounter.

e Learners to investigate and document the different structures and features of each
format, comparing and contrasting their advantages and disadvantages, particularly
the vector’s ability to scale proportionately without losing details or increasing the
file size.

e Learners to find examples of different commercial examples for vector and raster-
based images, presenting their findings to their peers.

e Learners to create a logo for a defined purpose which they need to create using
vector and raster-based tools. You should ask them to perform certain
transformations on these images, e.g. scale, rotate and shear to view the impact on
the image’s fidelity, file size etc.

You will introduce the principles and applications of representing 3D images in digital
format, including geometric theory, mesh construction, rendering, application, usability
and accuracy.

e Demonstrate the creation of a 3D image using commercial software, encouraging
learners to note new terms they encounter, particularly in terms of geometric theory
and mesh construction.

e Present a number of everyday objects that learners can decompose into simple
geons, encouraging them to describe these objects in a professional manner using
the correct geometric vocabulary.

e Demonstrate the use of different rendering techniques to change the 3D model’s
appearance. Ask learners to make judgements about the effectiveness of the
different techniques used.

e Learners to find examples of different commercial examples of 3D digital graphics,
presenting their findings to their peers (this could be done as a scavenger hunt
covering a range of media). Where possible, learners should be encouraged to
investigate examples from a range of media and different periods of development.
Supplement this activity with demonstrations of previous learners’ 3D model work,
commercial meshes etc.

e Lead a group discussion to complete the topic that questions the impact of the 2D
and 3D digital graphic representation principles on their usability and accuracy.
Selection of specific case studies (particularly technically flawed ones) may prove
useful to illustrate points raised.

Learning aim A3 - Hardware and software tools for digital graphics

You will establish the range of software and hardware tools commonly used in the
development of 2D and 3D graphics, specifically those that capture, processing images
internally and outputting them on screen or paper. Learning aim A3 should take
approximately 5 hours but it is possible to amortise some time by combining with Unit
1’s Assessment Outcome area Al - Digital devices, their functions and use.

e Lead a practical session to capture, process and output digital images using digital
devices. Personalisation will allow learners to capture images from their own
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smartphone cameras. Capturing a real world texture (e.g. real brick wall) for use as
a texture on a suitable 3D model is a good practical activity that involves a mix of
different hardware devices and software.

e Learners should also make practical use of different types of software applications to
manage and manipulate the images they have captured, e.g. vector-based and
raster-based 2D models, 3D models, image gallery and file conversion.

e Learners should review the produced digital images in open discussion, examining
the impact that the choice of hardware and software tools had on the usability and
accuracy of the image. Encourage the learner to link between choices made to
quality of outcomes, e.g. low capture resolution or high compression rates leading to
a degraded, blocky image which lacks definition.

Learning aim B — Design 2D and 3D digital graphics products to meet a
client brief

Learning aim B1 - Planning digital graphics

Lead class discussion that encourages learners to think about the processes and
techniques to consider when planning the production of digital graphics. Learning aim B1
should take approximately 3 hours.

e Issue learners with a client brief from a suitable case study
e Ask learners to consider the source of the specification

e Explore different techniques for generating ideas, e.g. brainstorming, presenting
ideas using mood boards, storyboards and thumbnail sketches

e Discuss the technical (rather than aesthetic) characteristics that define an image’s
inherent quality, e.g. quality and compatibility

e Ask learners to provide an overview of the different processing and editing
techniques that they think would be required to produce the target image

e Discuss the various file and compression formats, selecting (with justification) the
most appropriate for the task at hand.

Learning aim B2 - Desigh documentation for digital graphics

You will detail the documentation that learners need to generate for their digital graphic
designs. Learning aim B2 should take approximately 5 hours.

e Walk learners through a model set of documentation produced for a client brief is a
good starting point. The leveraging of previously completed learner work is often
very illuminating and can help set the bar for new learners.

e Demonstrate the different elements that form part of the design’s documentation,
e.g. client brief, research, themes and aesthetics, legal and ethical considerations,
reference imagery, mood board, design sketches, ready-made assets used etc.

e Provide guidelines for documentation elements such as file naming, storage location,
intended platform, hardware and software requirements.

e Using a sample client brief, allow learners to problem solve and design a solution
within a set time limit after which they can then present their efforts. In terms of
formative assessment, focus on the presence, depth and range of the documentation
elements produced more than the actual quality of designs (for now, as these will
almost certainly improve through the programme).

Learning aim B3 - Digital graphics processing and techniques

Introduce learners to the concepts of digital graphics processing and techniques.
Learning aim B3 should take approximately 7 hours.
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e Prepare an interactive slide presentation or web application that demonstrates each
processing and editing technique with a ‘before’ and ‘after’ view of the digital graphic
e.g. pre and post free-hand rotation.

e Demonstrate different compression techniques (lossless and lossy) and their impact
on image fidelity and file size.

e Discuss the user experience in terms of quality, compatibility, usability (particularly
mindful of purpose and visual disabilities, e.g. graphics for user interfaces), hardwareg
and software requirements.

Learning aim B4 - Reviewing and refining designs

Help learner to review and refine their designs. Learning aim B4 should take
approximately 5 hours.

e Ensure learner communication skills are at the appropriate level before tackling this
outcome. This should include all popular forms of communication, e.g. letter, email,
telephone call, voice or video conferencing and personal interview. Remember to
place additional emphasis on non-verbal communication, especially when learners
are receiving feedback from client.

e Discuss techniques for gathering feedback from clients and users, e.g. email,
interview, surveys, monitoring social platforms and usability tests. Where possible
clients should not be directly associated with the programme; internal clients from
within the institute are an acceptable substitute. Leveraging social media is a good
way to engage with SMEs to find suitable learner-friendly client briefs.

e Arrange, moderate and support client/learner role play that aims to encourage
learners to accept constructive feedback from stakeholders and refine their designs
accordingly.

e Ask learners to update their design specifications based on the feedback received.

e Review the changes made.

Learning aim C — Develop 2D and 3D digital graphics products to meet a
client brief

Learning aim C1 - Tools and techniques for developing digital graphics

You will facilitate the learner’s ability to use appropriate tools and techniques to create
2D and 3D digital graphics. Learning aim C1 should take approximately 20 hours plus
additional self-study to hone skills appropriately.

e Introduce each tool and technique specified for 2D and 3D graphics, explaining its
purpose and application. If you have time you may enrich this suggested list.

e Provide instruction and/or written, video, pilot/navigator-style support for each
learner as they prefer. Issue an ILP to each learner with individualised targets.

e Monitor and support learners throughout, utilising trustee classroom assistance as
necessary.

e Allow learners to upload their resulting efforts to a class-accessible gallery.
e Moderate peer critique on each learner’s effort.

e Record helpful tips collected by learners when using the tool/technique.

Learning aim C2 - Reviewing the final 2D and 3D digital graphics products

You will lead and moderate reviews of final 2D and 3D digital graphics by the learner,
learner peers, their clients and other interested parties. Learning aim C2 should take
approximately 3 hours.
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e Learners produce a gallery (physical or electronic) of their 2D and 3D work.
e Invite open critique from learner peers, clients and other stakeholders.

e Incentivise, promoting ‘Digital Artist of the week’ awards (or real prizes) to recognise
exceptional performance, for example.

e Learners should personally review each 2D and 3D artwork they have created using
the recommended checklist (see specification) and feedback from others.

e Learner should recommend improvements that could be made.

e Ideally, learners’ work could also be put on display at key locations around the
institution and a retrospective exhibition of the best work organised at the end of the
programme.

e Where possible and permissible, keep copies of a range of learners’ work to use with
next cohort.

Learning aim C3 - Professional behaviours

Help learners to reassess their professional behaviours. Learning aim C3 should take
approximately 2 hours.

e You should now reissue the skills and behaviours audit completed by learners in the
first session so that they can now revisit the document and make additional
observations about where and how they feel they have improved. Learners may also
find it useful to reference their ILPs when completing this task.

e Learners should use the internet (or the centre's own learning centre resources if any
exist) and identify sources such as videos or other materials that would help them to
improve the skills they identified as needing improvement. A combined list of
resources from all learners should be published and/or shared by the class.
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Details of links to other BTEC units and qualifications, and to
other relevant units/qualifications

Depending on the choice of project, the following units will provide useful underpinning
knowledge and skills that can be drawn on to create the deliverables:

e Unit 6: Website Development

e Unit 7: Mobile Apps Development

e Unit 8: Computer Games Development

e Unit 15: Customising and Integrating Applications
e« Unit 18: Digital Animation and Effects

Resources

In addition to the resources listed below, publishers are likely to produce Pearson-endorsed
textbooks that support this unit of the BTEC Nationals in Information Technology. Check the
Pearson website (http://qualifications.pearson.com/endorsed-resources) for more
information as titles achieve endorsement.

Textbooks

Blain JM, The Complete Guide to Blender Graphics (Third Edition), CRC Press, 2016 ISBN-10
1498746454, ISBN-13 9781498746458 - Delving deeper into the process of creating 3D
models in Blender.

Dabner D, Stewart S and Zempol E, Graphic Design School (Fifth Edition), Wiley, 2010
ISBN-10 0500291438, ISBN-13 9780500291436 - Focuses on principles of good graphic
design.

Derakhshani D, Introducing Autodesk Maya 2016, John Wiley & Sons, 2015 ISBN-10
1118862848, ISBN-13 9781118862841 - Introductory text with good examples of working
with industry-popular 3D software.

Faulkner A and Gyncild B, Adobe Photoshop CC Classroom in a Book (2014 release), 2014
Adobe Press, ISBN-10 0134308131, ISBN-13 9780134308135 - A primer for working with
raster images using industry-standard software.

Gumster J van, Blender For Dummies, John Wiley & Sons, 2015 ISBN-10 1119039533,
ISBN-13 9781119039532 - Getting started building 3D models in Blender; assumes no prior
experience.

Team, Adobe Creative, Adobe Illustrator CS6, Peachpit Press, 2012 ISBN-10 032182248X,
ISBN-13 9780321822482 - A primer for working with vector images using industry-
standard software.

Journals

Computer Arts Magazine - http://www.creativeblog.com/computer-arts-magazine

Computer Graphics World - http://www.cgw.com/Publications/Current-Issue.aspx

ImagineFX Magazine - http://www.creativeblog.com/imaginefx

3D World Magazine — http://www.creativeblog.com/3d-world-magazine

Videos

Adobe Photoshop Tutorials (https://www.youtube.com/user/NewWorldOps)
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Blender 2.7 Tutorial series
(https://www.youtube.com/playlist?list=PLda3VoSoc TR7X7wfbIBGiRz-bvhKpGkS)

Blender Guru series (https://www.youtube.com/channel/UCOKHwx1VCdgnxwbjyb9Ilulg)

Maya How-Tos (https://www.youtube.com/user/MayaHowTos)

Beginning Illustrator: Vectors vs. Pixels explained
(https://www.youtube.com/watch?v=PIFc3KIEdLM)

Websites

http://www.autodesk.co.uk/products/maya/overview — Autodesk Maya 3D - Professional 3D
computer modelling and animation software

https://www.blender.org/ — Open Source 3D creation suite - Free downloads, FAQ, user
community, user galleries and tutorials

https://creativeskillset.org/ - Creative Skillset — Works with the UK’s screen-based creative
industries to develop skills and talent, from classroom to boardroom, supplying advice,
industry news, information on courses and job roles.

https://www.gimp.org/ - GIMP - GNU Image Manipulation Program — A cross-platform
image editor available for GNU/Linux, Mac OS X, Windows and other OS; free downloads,
news, documents and tutorials.

https://inkscape.org/en/ — Inkscape - An open source professional vector graphics editor
for Windows, Mac OS X and Linux; free downloads, user community, FAQs and tutorials.

Pearson is not responsible for the content of any external internet sites. It is essential for
tutors to preview each website before using it in class so as to ensure that the URL is still
accurate, relevant and appropriate. We suggest that tutors bookmark useful websites and
consider enabling learners to access them through the school/college intranet.
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UNIT 18: DIGITAL ANIMATION AND EFFECTS

Unit 18: Digital Animation and Effects

Delivery guidance

This optional unit presents learners with the opportunity to explore digital animations and
effects (both audio and visual) using commercially relevant tools and techniques.

Digital animations and effects are typically key components in most types of modern
media presentations, including websites, advertising, broadcast media and video games.

The key to creating attractive, engaging and commercially valuable digital animation and
effects relies on three core skills:

e understanding the purpose and characteristics of digital animations and effects

e« being able to interpret a client brief correctly to design a suitable digital animation
and effects

« having the practical skills and appropriate workflow with software tools to develop
designs into audience-ready assets that are fit-for-purpose.

The unit will give learners underpinning knowledge that helps them to investigate
different forms of digital animations and effects, their commercial applications and the
techniques and skills required to generate them confidently and creatively.

Learners should develop their visual communication skills, converting project briefs,
research and thoughts into practical ideas that they should be able to evaluate with peers
and present to clients with equal aplomb.

Take opportunities to involve local employers as clients, as this will enhance both the
project and learner experience.

There are also many opportunities for you to link and embed learning aims with other
technical units (even on different vocational routes as part of a wider learning initiative),
for example, a learner could use their digital animation and effects to enhance film and
theatre, as well as increasingly in art and design.

Films

Digital
animation
and effects

A g
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It would be ideal if the class or course had an internal platform or moodle, as this is a
good way for learners to share some of their documented outcomes as recommended in
this guide and in the scheme of work.

Approaching the unit

This unit lends itself to a three-fold approach to learning:

e research-based investigation into digital animations and effects, their respective
purposes, impacts and relevant legal requirements

« free form and client brief-led planning for the creation of digital effects and exploring
the techniques used for creating these

e practical skills-based and goal-oriented production of digital animations and effects
using commercially relevant software and hardware, as well as effectively evaluating
against the original brief.

Learners are likely to enjoy the problem solving of interpreting a client brief and
extending their practical skill set into the realm of producing digital animations and
effects. While it is likely that most have some prior experience creating 2D and 3D digital
graphics, their experience of the different animation forms may be limited.

Enhance each approach through the introduction of specifically selected case studies,
engaging industrial visits, industry-led technical workshops, exhibitions and conferences,
inspirational guest speakers and mentors (from local industry) and constructive peer
critique.

Many different software products exist to create engaging digital animations and effects.
It is recommended that a variety of hardware (e.g. Apple and PC) and software (open-
source and commercial solutions) should be experienced where possible and that
learners should explore the use of other digital capture devices, for example, video
capture, green screen, camera, scanner, digital tablet. You may even decide to include
learners’ mobile devices for comparative effect.

Delivering the learning aims

Learning aim A

This aim investigates the purpose and characteristics of digital animations and effects
that form an important part of visual communications.

As an underpinning learning aim containing the majority of the theoretical content for the
unit, it can often be seen as a little dry and temptingly didactic in comparison to the
more practical learner-centred learning aims that follow. Of course, it does not have to
be this way; with a little creativity, it is possible to place the learner at the centre of each
sub-aim.

Encouraging the learners to understand the purpose of digital animations is best achieved
through the use of socially visible case studies, particularly digital graphics involved in
multimedia campaigns, which are current or have caught media attention recently (for
good or bad). Naturally, discretion is advised when choosing subject matter to ensure
that it should not offend, although this can prove to be a useful springboard for
moderated discussion if it does. Some examples of that could include popular advertising
campaigns such as Monty the penguin or movies such as Jurassic World. As thisis a
constantly developing field, tutors should try to ensure that examples are relevant.
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You may find that group discussion, demonstration or presentation can be useful
methods for examining the applications of 3D images and animations, pinpointing their
use in TV programmes, films, video games, virtual reality, health and architecture by
selecting appropriate examples, for example, 3D models and special effects in popular
films, virtual tours of famous museums or interactive graphics in the current hit video
game.

Learners should discuss current relevant examples for a wide variety of purposes (e.g.
education, entertainment). This gives an opportunity to review the types of animation
used, and why they may have been chosen, for example, what effects were the creators
trying to achieve?

You should consider group-based projects as a useful vehicle for encouraging learners to
communicate ideas visually, particularly if they have time to critique their peers and self-
evaluate. Some practitioners attempt to incorporate socially relevant themes as hidden
learning when planning this type of activity. When the designs have been developed, this
is also linked to learning aim C, Develop a digital animation and effects product to meet a
client brief.

A practical approach to teaching legal aspects would be through the leveraging of case
studies, particularly prominent infringements and settlements covered in the press, as
the focus of group or round-table discussion. The use of classroom ‘courts’ with learners
role playing the various parts (defendant, prosecution, defence, jury, expert witnesses)
and you as the Judge can be particularly effective when paired with the legal frameworks
relevant to this subject. Cases where the Human Rights Act (1998) and the Equality Act
(2010) or the Copyright, Designs and Patents Act (1998) appear to have been breached
offer a multitude of discussion points and, often, very lively participation! Note that legal
aspects are revisited in the second learning aim as part of the design documentation,
offering an opportunity for reinforcement.

The second sub-aim focuses on the basic principles of creating digital animations,
including a variety of traditional 2D production techniques, 3D modelling and animation
concepts. Learners could be introduced to software applications such as open source
Pencil2D, or commercial Adobe Animate CC. Blender is a free 3D animation tool, and the
Autodesk suite is also free to use with an educational license. These will give learners a
broad overview of free and industry standard software.

The principles of vector images and animation crucially involve common geometric
shapes (vertices, lines, curves, edges, polygons and meshes) and, combined with the use
of coordinate geometry, again offer firm (and practical) links to mathematics that can be
explored by learners.

3D techniques can be represented in 2D form but, ultimately, shine more brightly when
explored in 3D space, so the use of appropriate 3D software to explore these concepts is
highly recommended. Many 3D design applications are available, but focus should be on
packages that learners could legally use a home and that represent a good stepping-
stone to the more heavyweight solutions that are used commercially or in higher
education. After all, the underlying 3D principles are universal; only the specific software
workflows may differ. A good tactic when teaching these aspects of geometric theory is
to encourage learners to break down everyday objects (e.g. an ice-cream, Star Wars’ R2-
D2, mobile telephone) in their simple geons and in doing so should encourage the
learners to describe these objects in a professional manner using the correct geometric
vocabulary.

Learners can then practise building these simple everyday objects using your chosen 3D
design software by using appropriate mesh construction and rendering tools. Creating a
‘3D skills’ driving licence that covers the different features and functions of the 3D design
software is typically a fun way to introduce each new aspect, reinforce it and challenge
friendly competition. An additional benefit to using this technique is that it is possible to
track learner progress (and outcomes) in a very bespoke and individualised fashion.
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It is important that learners are aware of the principles involved in creating both visual
and audio effects. Although practical emphasis can be most gainfully placed on
compositing, namely the smooth integration of live footage and computer animation or
visual effects, it is important to recognise techniques such as motion tracking, motion
capture, augmented reality and virtual reality, although these can be more difficult to
recreate in a classroom environment.

The final area covered by the first learning aim turns the learner’s attention to the
hardware and software tools used for creating and editing digital animations and effects.
You should aim to give learners a firm understanding of the role of each component, for
example, for hardware for capturing, processing images internally, outputting them on
screen or paper and for software, the different types of applications used to manage and
manipulate such assets.

Again, you should encourage hands-on experience of both hardware components and a
range of software applications and tools. Learners may find some benefit from having
this part of the learning outcome thematically linked to Unit 1's Assessment Outcome
area Al - Digital devices, their functions and use.

As an alternative delivery model - centres could introduce learners briefly to the tools
before teaching the techniques associated with animating - this would introduce learners
to software to be used later in the module and help give context to how these techniques
are implemented.

Throughout all aspects of this learning aim, building a visual dictionary of technical terms
encountered to decorate the teaching space as an aide memaoire is highly recommended.

Learning aim B

The second aim focuses on the design part of the digital animation and effects workflow
and charts the processes and techniques that learners must consider when planning the
production of such digital assets to suit the required specification.

Encourage learners to think about the source of the specification, for example, from a
client, self-brief or their research. Class-based practical activities can be organised that
facilitate the free exchange of ideas during brainstorming, presenting ideas using mood
boards, storyboards and thumbnail sketches. Although such skills should be developed
and fine-tuned individually, the benefit of group or class-based feedback can be
significant and warmly welcomed. Having a competitive aspect of these, for example,
rotating groups pitching ideas against a live client brief can generate much momentum.
If external projects are difficult to source, options typically exist to support other
departments within the parent institution, for example, creating signage for an open
evening, website graphics or product livery.

You should also direct the learners’ focus towards the image quality requirements, the
file formats preferred (in terms of wider compression and compatibility) and the
processing and editing techniques required to achieve the desired outcomes (this could
be done by giving learners small group scenarios, e.g. billboards with animations, TV
shows, website animated graphics etc and choosing/presenting the appropriate solution;
here, learners will have to look at file types, quality versus size etc).

Learners typically have to be convinced that documentation is an important part of any
design, completed with the same level of care and attention as the digital assets. This
fact is not limited to digital animation and effects work, so the need can be thematically
linked to other disciplines, for example, computer programming. Each learner should be
aware of the items that comprise design documentation for the subject, knowing how to
generate each aspect professionally and its defined purpose (to demonstrate the
importance of having clear design documentation in place, learners can engage in a
Simon says activity — give a learners an image and they need to describe to the next
person, that has to draw it, and so on - by the end of the line, the final image will most
likely have no relevance to the original. To follow on from this, develop suitable design
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documents for a scenario as a class; this can be used for reference for assessments later
on).

Learners need to understand the various options for processing digital graphics before
they practically apply them. As such, presenting a primer on the various processing,
editing, and compression techniques during this learning aim can be very insightful. The
impact that each could potentially have on the user’s experience should also be outlined
with particular reference to the quality, compatibility and usability. Each selected
technique may also have particular hardware or software requirements that need to be
recognised and accommodated, for example, improving the clarity and crispness of
textured 3D objects (usually in video games) using anisotropic filtering is typically
hardware reliant.

Once designs are created, they need to be reviewed and, if necessary, refined. This
commonly involves working with clients and peers to improve the quality, effectiveness
and appropriateness of the design with respect to the client’s original brief. The learners’
communication skills come to fore here, and you should encourage them to discuss
designs outside their close circle of friends in order to gain wider experience, particularly
with people who may not necessarily agree with their design ideas.

Learners should then update designs in their documentation, reflecting the suggested
(and accepted) changes. A mock design project with iterative feedback, preferably from
someone outside the programme of study, is a great way to simulate this process in as
realistic manner as possible.

Learning aim C

The final learning aim focuses on the practical development of the previously made
animation and effect designs into final products that meet a client brief.

Broadly speaking, you can divide the content into three areas: an examination of tools
with which learners should gain technical competence, the ability of the learner to review
and evaluate their final products (with input gathered from others) and the development
of professional attributes that demonstrate their personal growth in terms of skills,
knowledge and behaviours.

Learners should be able to demonstrate the practical skills necessary to create and
manipulate still and moving digital images for a given purpose using the tools available in
the selected application software. Skills such as the ability to freehand draw can be
difficult to encourage and develop in IT learners, but persistence will usually see most
learners attain a reasonable level; the use of graphic tablets may be preferable for some,
offering a viable alternative to the scanning of traditional hand-drawn imagery. Creating
a checklist of the standard skills set for 2D image creation and manipulation is generally
a good idea, supported through online tutorials (VLE or web-based), which learners can
practise at their own pace and even in their personal time; not all learners will
accumulate these skills in the same order or pace so flexible delivery, perhaps learner-
led, is a useful option.

Conducting live demonstrations is a sensible way to introduce new techniques, but there
is undeniably some advantage in advocating a rotating pilot/navigator-style
arrangement, with learners taking time in supporting their peers’ development. Using
video tutorials created by other learners affords another fun and totally different
alternative to formal instruction.

Naturally, you should formatively assess these skills through in-class activities and/or
homework tasks before summarily assessing. Short and sharp testing works well here
and may be suitable as a session’s lead activity.

You may use a similar approach for 3D graphic tools, although this type of software is
notoriously more complex in terms of understanding the user interface and remembering
the typically complex mouse/key combinations required, so some mild caution is advised.
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In addition, abbreviations and acronyms can be somewhat obtuse, for example, NURBS
(non-uniform rational basis spline) and initially confusing for learners with weaker
mathematics skills. For these reasons, additional in-class support and guidance is often
required, particularly when working with more complex models and meshes or where
learners have conceptualisation issues.

A suggested generic approach could be:

e Select a new model/image to create.

e Introduce new tool or technique that is required to create the new model/image.
« Demonstrate the tool/technique to learners.

e Ask learners to practise tool/technique.

e Allow learners to upload their resulting efforts to a class-accessible gallery.

e Moderate peer critique on each learner’s effort.

e« Record helpful tips collected by learners when using the tool/technique.

The use of lunchtime clubs for 3D modelling can be a useful option for reinforcement and
encouraging self-study.

Unless the offer is available in-house, you could also investigate whether a representative
from an approved training provider delivering specific vendor-oriented study programmes
could visit and provide information about the courses and certification (particularly as
some learners may opt to study such a qualification alongside or after completion of this
course). Similarly, competency of sound and video editing skills should also be stressed.

Learners should become adept at reviewing both their own efforts and those of their
peers, typically through verbal critique and written feedback. You should encourage
learners to benchmark their digital products against the client’s requirements (the
original brief), the overall quality of the image/model, any pertinent constraints
(legal/ethical or technical, e.g. formats, frame rates, resolutions) and the level of
optimisation that have been applied. You should expect learners to use technical terms
correctly during the provision of feedback. Do not forget to tease other judgements about
the digital animation and effects from the learners, including its perceived strengths,
weaknesses and how it can be improved (from a technical standpoint and in order to
correctly fulfil the client brief).

Evaluation and review benefits from repeated exposure; learners may be initially
reluctant to give critical feedback in a constructive fashion. However, after routinely
repeating the process at the end of a practical task, it soon becomes an intrinsic, normal
and rewarding part of the learning process, demonstrating professionalism in their work.
Some practitioners may feel inclined to incentivise, promoting ‘Digital Animation Artist of
the week’ awards to recognise exceptional performance, for example.

The final part of this learning aim continues this theme and requires the learners to self-
assess their progress in the unit. You should encourage focus on aspects such as
timekeeping (vitally important in the media industry for those hoping to progress
further), actively responding to feedback, supporting others and measuring progress
towards set goals. The issue of individual lesson plans (ILPs), with session or weekly
targets can be a useful vehicle to chart performance across a defined period for both you
and the learner, providing a handy repository that to draw upon. Revisiting the skills and
behaviour audit completed at the start of the unit is also highly recommended.
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Assessment model (in internally assessed units)

Learning aim

Key content areas

Recommended
assessment approach

A Investigate the purpose
and characteristics of digital
animations and effects that
are an important part of
communication

A1 Purpose of and legal
requirements for digital
animations and effects

A2 Techniques for and
principles of creating digital
animations

A3 Principles of creating
digital effects

A4 Hardware and software
tools for digital animations
and effects

A report on the purpose
and characteristics of digital
animation and effects
products, including how the
technical characteristics
impact on the product

The characteristics include:
legal requirements,
animation and effects
principles, and hardware
and software tools used to
create the digital products.

B Design a digital
animation and effects
product to meet a client
brief

B1 Planning products
incorporating digital
animations and effects

B2 Design documentation
for digital animations and
effects products

B3 Reviewing and refining
designs for animations and
effects

C Develop a digital
animation and effects
product to meet a client
brief

C1 Tools and techniques
for digital animations and
effects

C2 Creating a digital
animation and effects
product

C3 Testing animations and
effects

C4 Reviewing the final
digital animation and effect
product

C5 Professional behaviours

A design specification
showing the planning and
design of an animation and
effects product that could
be used in a larger media
product

Digital animations and
effects files that fulfil the
design specifications,
accompanied by supporting
development and testing
documentation

An evaluation of the digital
animation and effects
product against the client’s
brief. The product may be
developed for inclusion in a
larger media product, such
as a computer game.

A record of personal
performance while
completing the activity such
as whether work was
submitted on time

Assessment guidance

The assessment for this internally assessed unit would benefit from being divided into
two assignments as shown above.

Assignment 1 (learning aim A)

A thoroughly researched report, digital animation magazine-style article or learner-led
presentation, focussing on of how the characteristics of the animation and effects

products, impact on their purpose, usability and accuracy. Learners’ enquiries will lead to
a supported judgement, showing relationship to its context.
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Offering learners a choice of presentation medium for their evidence will often encourage
individual thinking and allow them to embrace the various possibilities presented by the
medium chosen, for example, integrating interactive 3D assets into their presentation or
including specifically created 2D art in a magazine article.

Things to remember to offer the best opportunity for learner success:

e Learners must include coverage of the different types of digital graphic products
(both 2D and 3D), using technical language accurately in their descriptions.
Comparison of different 2D formats, i.e. raster versus vector-based is essential,
demonstrating a firm understanding of how this relates to file formats, scaling
accuracy and resolution.

e Learners should identify typical uses of animations and digital effects (e.g. video
game assets) and their purpose (entertaining users). Learners that are more able
should be able to make links between the underlying need for animation and effects
and how they can be achieved most effectively.

e« Learners should explain the purpose and legal considerations when creating digital
animations and effects.

o If the report format is selected, it would ideally follow a recognised format (either
formal or informal) and should be presented as a professional business document,
with consistent use of correct grammar and spelling, and correct referencing of
information sources.

e Access to appropriate hardware, software and tutorials is required in order for
learners to create bespoke images or customise existing ones.

e Learners will need to access a range of both published and online sources to provide
the academic content.

e Learners should develop there evaluation skills through clearly identifying the
strengths and weaknesses in their work, as well as how their work clearly meets the
brief. This should not simply be descriptive.

Assignment 2 (learning aims B and C)

Ideally, you could link this assignment with other units to form part of an integrative
assignment. Examples could include building assets (animations, presentations, videos
etc) for a customer’s website, creating graphics and sound effects for an interactive
game or assets for use in a mobile app.

Alternatively, the use of a ‘live’ industry brief from a sponsor or mentor can provide
fertile ground for creative efforts. Where possible, it should include hidden learning that
can support progress in other units and afford some inter-curricula links.

The task must involve the design and creation of digital animation and effect assets that
should be fit for a given purpose.

Things to remember to offer the best opportunity for learner success:

e« Learners should demonstrate evidence of research that is pertinent to the client brief,
generating a range of potential designs for each digit product required. Learner notes
that justify their decisions through a clear understanding of core digital animation
and effects design principles, the intended audience and purpose should accompany
each design.

e« Once final designs have been selected, these should be developed using appropriate
hardware and software tools. Expect the learner to document each part of creation
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process, providing detailed explanation of the tools and techniques used with a
rationale.

e Completed digital images need to be evaluated and optimised by the learner drawing
upon the technical standard of the final product, the range of techniques used and
how closely they have resolved the client’s requirements.

e You should also expect higher achieving learners to demonstrate their individual
responsibility, creativity and self-management during the process.

e Access to appropriate hardware, software and tutorials is required in order for
learners to create bespoke images or customise existing ones.

e« Learners will need to access a range of both published and online sources to provide
the academic content.
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Getting started

This provides you with a starting place for one way of delivering the unit, based
around the recommended assessment approach in the specification.

Unit 18: Digital Animation and Effects

Introduction

Introduce this unit by ascertaining the learners’ experience with digital animations and
effects (most will be limited to 2D products) and detail the full expectation of the unit’s
outcomes and the skills (and professional behaviours) the learners will develop before

its completion.

Use of previous cohorts’ work (if available) is a very useful touchstone for new
learners, especially if they compare favourably with commercial examples, as they will
inspire and provide realistic targets to which they may aspire. Providing examples of
well-known examples of digital animations and effects is a sound tactic, especially if
culled from popular media, such as film, TV, advertisements and video games.

You may consider measuring initial learner skills by using a simple skills and
behaviours audit, permitting the creation of individualised starting points based on
prior experience. This would help you manage practical sessions more appropriately,
spending limited support time in the most efficient manner. Repeat this process at the
end of the unit using the same document to measure distance travelled.

You may also consider appointing (or asking for volunteer) learners with more
experience to act as classroom support.

Learning aim A - Investigate the purpose and characteristics of digital
animations and effects that are an important part of communication

Learning aim Al - Purpose of and legal requirements for digital animations
and effects

You will detail the purpose and legal requirements of digital animations and effects.
Legal requirements are limited to UK legislation, although encouraging a wider
geographic awareness in learners is recommended. This learning aim Al should take
approximately 4 hours.

e Define the key purposes of digital animations and effects:
o conveying information, messages and meaning to a target audience

o Vvisualise, communicate, verify and evaluate potential ideas to a target
audience.

Use of case studies can be particularly helpful here, particularly mixing examples
that have been successful and those that have not (for contrast). Common
examples could include TV advertisements, video game cut-scenes, film trailers,
multimedia advertising campaigns etc, particularly where a change of artistic
direction can be evidenced. These types of activities often provide opportunities for
open group discussion on the merits (and otherwise) of the digital animations and
effects created and how they were used (and their effectiveness and impact on the
target market/audience). Practical activities such as market research are a
possibility.

e Present the current and relevant UK legal requirements for digital animations and
effects:

o This should minimally include those covering defamation, licensing
requirements, copyright, designs and patents. Particular emphasis should be

Pearson BTEC National Extended Diploma in Information Technology - Delivery Guide

10 Issue 1 - September © Pearson 2017



UNIT 18: DIGITAL ANIMATION AND EFFECTS

placed on the adapting of digital animations and effects, including derivative
use.

o Generate learner-driven group or round-table discussion using relevant case
studies.

o The use of classroom ‘courts’ with learners role playing the various parts
(defendant, prosecution, defence, jury, expert witnesses) and you as the Judge
can be particularly effective when paired with the legal frameworks relevant to
this subject (see specification for recommended list).

Learning aim A2 - Techniques for and principles of creating digital animations

You will lead learners through the different animation techniques commonly used.

This learning aim A2 should take approximately 8 hours.

Demonstrate basic frame-by-frame animation using commercial software,
encouraging learners to note new terms they encounter. Task learners with building
a basic frame-by-frame animation of their own choice, e.g. using traditional
animation, live action, rotoscoping techniques.

Learners could investigate and document the differences between vector and raster
animation, comparing and contrasting their advantages and disadvantages.

Learners to investigate and document different file formats available, comparing
and contrasting their advantages and disadvantages.

Demonstrate basic 3D modelling techniques, including basic vector shapes and
different texture methods. Introduce the coordinate system, object hierarchy and
pivot points used for rotation and scaling.

Demonstrate animation trajectories for creating, adjusting and converting motion
paths for 3D objects.

Differentiate inverse and forward kinematics and provide commercial examples
(video game footage provides a rich source for this).

Demonstrate the use of animation layers in 3D workflows and how simple morphing
effects can be achieved.

Lead practical learner mini-workshops for practical 2D and 3D animation. Set
discrete tasks with ascending orders of technical difficulty to set suitable stretch
and challenge targets for learners. Learners should work individually but some
tasks reward a pair-based pilot/navigator-style approach to problem solving.

Learning aim A3 - Principles of creating digital effects

You will present, demonstrate (where possible) and discuss the basic principles of
creating digital effects (visual and audio).

For visual effects:

o motion tracking, including tracking the movement of objects and applying
tracking

o data to other objects

o motion capture, including recording movement and actions, 3D recreation
o performance capture

o compositing, including live action, animated, background

o animated effects

o augmented reality, e.g. video games, navigation devices, architecture
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o virtual reality, including virtual reality games and experiences, e.g. museum
tours.

e Many examples of motion tracking and captures can be found on popular video-
sharing websites, particularly those that document the creation of computer-
generated characters in films and video games. Many mobile devices support the
use of augmented reality, both in terms of applications and simple creation suites.
Virtual reality headsets and development kits are available for a multitude of
devices, including smartphones, PCs and various video game consoles, often with
educational discounts.

e For audio effects:
o synchronising audio, including lip-synching, onscreen movement, actions

o mixing sound, including levels, normalisation, equalisation, e.g. peak, high
shelf, low shelf, high pass, low pass

o compressing sound recordings, e.g. remove flawed, repetitive, superfluous
audio material

o combining sound effects, atmospheric/ambient sound, music and dialogue.

e Discuss the impact of visual and audio effects principles on the usability and
accuracy of digital animation and effects. Using suitable examples, task learners
with comparing file formats, sound consistency, colour combinations and user
engagement.

Learning aim A4 - Hardware and software tools for digital animations and
effects

You will establish the range of software and hardware tools commonly used in the
development of 2D and 3D digital animations and effects, specifically those that
capture, processing images internally, noting the impact on development and the
finished product. This learning aim A4 should take approximately 5 hours, but itis
possible to amortize some time from combining with Unit 1’s Assessment Outcome
area Al - Digital devices, their functions and use.

e Lead a practical session to capture, process and output digital images using digital
devices. Personalisation will allow learners to capture images from their own
smartphone cameras. Explain the role of the internal hardware components in
image storage and processing, e.g. graphics card, random-access memory (RAM),
high-speed cache and central processing unit (CPU).

e Learners should also make some (introductory) practical use of different types of
software applications to manage and manipulate the images they have captured,
e.g. 2D/3D animation editors, audio/visual effect editors and file conversion tools.
At the point, learners should be expected to identify the range of commercial
software available and describe their purpose, functionality and features. These
categorisations need to be goal-based; learners need to know which software
product will help them to complete a particular task, e.g. adding computer-
generated effects to pre-existing video footage.

e Demonstrate, compare and contrast the impact that hardware and software tool
selection has on the usability and accuracy of digital animation and effects. Using
suitable examples, task learners with comparing output formats, rendering times,
image resolution, frame rates, output size, aspect ratio and the optimisation of
colour depth.

Learning aim B - Design a digital animation and effects product to
meet a client brief

Learning aim B1 — Planning products incorporating digital animations and
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effects

Lead class discussion that encourages learners to think about the processes and
techniques to consider when planning the production of digital animations and effects.
This learning aim B1 should take approximately 3 hours.

e Issue learners with a client brief from a suitable case study.
e Ask learners to consider the source of the specification.

e Explore different techniques for generating ideas, e.g. brainstorming, presenting
ideas using mood boards, storyboards and thumbnail sketches.

e Discuss the technical (rather than aesthetic) characteristics that define an image’s
inherent quality, e.g. quality and compatibility.

e Ask learners to provide an overview of the different processing and editing
techniques that they think would be required to produce the target image.

e Discuss the various file and compression formats, selecting (with justification) the
most appropriate for the task.

Learning aim B2 - Desigh documentation for digital animations and effects
products

You will detail the documentation that learners need to generate for their digital
animations and effects designs. This learning aim B2 should take approximately 5
hours.

e Walking learners through a model set of documentation produced for a client brief
is a good starting point. The leveraging of previously completed learner work is
often very illuminating and can help set the bar for new learners.

e Demonstrate the different elements that form part of the design’s documentation,
e.g. client brief, research, market research, technique planning, themes and
aesthetics, legal and ethical considerations, reference imagery, mood board, spider
diagram design sketches, readymade assets used.

e Demonstrate concepts such as key frames, timing, frame identification (numbering
or naming), frame rate (frame consumption and smoothness of animation), dope
sheets and long sheets etc.

e Provide guidelines for documentation elements, such as hardware and software
requirements, specifically those required for capturing, creating or modifying
animation and effect assets.

e Discuss legal and ethical requirements that should be included, e.g. copyright
acknowledgements/notices, release forms and considerations of ethical,
representational and decency issues. Try to cover these by highlighting bad
examples where such issues had not been considered thoroughly and the resulting
product has received legal, public or critical backlash.

e Encourage learners to consider and discuss technical constraints that may limit the
product potential.

e Using a sample client brief, allow learners to problem solve and design a solution
within a set time limit after which they can then present their efforts. In terms of
formative assessment, focus on the presence, depth and range of the
documentation elements produced more than the actual quality of designs (for
now, as these will almost certainly improve through the programme).

Learning aim B3 - Reviewing and refining designs for digital animations and
effects

Help learners to review and refine their designs by introducing learners to the process
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of working with clients and others to improve their quality, effectiveness and
appropriateness. This learning aim B3 should take approximately 5 hours.

e Ensure learner communication skills are at the appropriate level before tackling this
outcome. This should include all popular forms of communication, e.g. letter, email,
telephone call, voice or video conferencing, personal interview. Remember to place
additional emphasis on non-verbal communication, especially when learners are
receiving feedback from client.

e Discuss techniques for gathering feedback from clients and users, e.g. email,
interview, surveys, monitoring social platforms and usability tests. Where possible,
clients should not be directly associated with the programme; internal clients from
within the institute are an acceptable substitute. Leveraging social media is a good
way to engage with SMEs to find suitable learner-friendly client briefs.

e Arrange, moderate and support client/learner role play that aims to encourage
learners to accept constructive feedback from stakeholders and refine their designs
accordingly.

e Demonstrate how timescales can be renegotiated and adjusted as ideas and
solutions are refined based on feedback and updated designs.

e Ask learners to update their design specifications based on the feedback received.

e Review the changes made.

Learning aim C — Develop a digital animation and effects product to
meet a client brief

Learning aim C1 - Tools and techniques for digital animations and effects

You will facilitate the learner’s ability to use appropriate tools and techniques to create
digital animations and effects. This learning aim C1 should take approximately 20
hours plus additional self-study to hone skills appropriately.

e Introduce each tool and technique specified for digital animations and effects,
explaining its purpose and application. If you have time, you may enrich this
suggested list.

e Provide instruction and/or written, video, pilot/navigator-style support for each
learner as they prefer. Issue an ILP to each learner with individualised targets.

e Monitor and support learners throughout, utilising trustee classroom assistance as
necessary.

e Allow learners to upload their resulting efforts to a class-accessible gallery.
e Moderate peer critique on each learner’s effort.

e Record helpful tips collected by learners when using the tool/technique.

Learning aim C2 - Creating a digital animation and effects product

You will detail the desired workflow associated with creating a digital animation and
effect products by:

e supporting learners as they create readymade assets that can be used for
compositing, i.e. generating the filmed or rendered elements from multiple sources
that will be combined to create the desired animation

e demonstrating how to import readymade assets into a project
e discussing the correct management of original and readymade assets

e demonstrating how layers and assets can be combined together to create an effect

e revealing how visual and audio effects can be added to enhance the product.
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using a mini-project as a vehicle for this type of activity, tasking learners with
working on a narrowly defined client brief that enables them to be shepherded
through the correct workflow with a minimum of technical differentiation. Sessions
are likely to be highly practical in nature, with learners perhaps working in pairs or
small groups depending on the complexity of the task and the resources available.
Supporting resources such as handouts, video tutorials and classroom technicians
may be beneficial.

Learning aim C3 - Testing animations and effects

You will detail the testing of digital animations and effects by:

demonstrating to learners how digital animations and effects are tested.
Differentiate testing techniques used to assess functionality, compatibility, stability
and acceptance.

introducing the practicalities of testing digital products against the client brief,
especially with regard to target audience and specific purpose. A useful technique is
to place the learners in the position of giving constructive feedback to a sample
animation and/or effect and collecting their responses using different feedback
mechanisms.

discussing techniques for obtaining useful feedback from others, e.g. focus group,
questionnaire, interactive polling, directed question and answer, email, website
survey. Identify relative advantages and disadvantages for each technique and use
this to openly debate which feedback collection technique may be most effective
(and why).

showing how animations and effects can be improved in response to testing and
feedback, e.g. critique from others helping to identify unconvincing or rough
elements in an animation, which could be smoothed out or edited more tightly to
achieve a better standard.

Learning aim C4 - Reviewing the final digital animation and effect product

You will lead and moderate reviews of final digital animations and effects by the
learner, learner peers, their clients and other interested parties. This learning aim C4
should take approximately 3 hours.

Learners produce an electronic gallery of their digital animations and visual/audio
effects work.

Invite open critique from learner peers, clients and other stakeholders.

Incentivise, promoting ‘Digital Animator of the week’ awards (or real prizes) to
recognise exceptional performance, for example.

Learner should personally review each digital animation and visual effect they have
created using the recommended checklist (see specification) and feedback from
others.

Encourage learners to consider legal and ethical requirements and the technical
constraints that have influenced each product.

Learner should recommend improvements that could be made, e.g. from
acknowledging strengths, weaknesses and opportunities for optimisation.

Ideally, place selected learner work on display at key locations around the
institution and organise a retrospective exhibition of the best work at the end of the
programme.

Where possible and permissible, keep copies of a range of learner work to use with
the next cohort.
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Learning aim C5 - Professional behaviours

Help learners to reassess their professional behaviours. This learning aim C5 should
take approximately 2 hours.

e You should now reissue the skills and behaviours audit completed by learners in the
first session so that they can now revisit the document and make additional
observations about where and how they feel they have improved. Learners may
also find it useful to reference their ILPs when completing this task.

e Learners should use the internet (or the centre's own learning centre resources if
any exist) and identify sources such as videos or other materials that would help
them to improve the skills they identified as needing improvement. A combined list
of resources from all learners should be published and/or shared by the class.

e Specific skills development opportunities include:

o Project planning: Over the course of the unit, learners provide evidence by
planning and developing a project to a set brief.

o Communication: During set client and peer reviews, learners are presented with
opportunity to develop and evidence their communication skills - this could also
be developed electronically.

o Teamworking: Several in-class exercises (such as developing planning
documentation to a client brief) could be developed throughout the unit.
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Details of links to other BTEC units and qualifications, and to
other relevant units/qualifications

Depending on the choice of project, the following units will provide useful underpinning
knowledge and skills that can be drawn on to create the deliverables:

e« Unit 1: Information Technology Systems

e Unit 3: Using Social Media in Business

¢ Unit 4: Programming

e Unit 6: Website Development

e Unit 7: Mobile Apps Development

e Unit 8: Computer Games Development

e Unit 15: Customising and Integrating Applications
e Unit 17: Digital 2D and 3D Graphics

Resources

In addition to the resources listed below, publishers are likely to produce Pearson-
endorsed textbooks that support this unit of the BTEC Nationals in Information
Technology. Check the Pearson website (http://qualifications.pearson.com/endorsed-
resources) for more information as titles achieve endorsement.

Textbooks

Blain JM, The Complete Guide to Blender Graphics (3rd Edition), CRC Press, 2016 ISBN
9781498746458 - delving deeper into the process of creating 3D models in Blender

Brinkman R, The Art and Science of Digital Compositing: Techniques for Visual Effects,
Animation and Motion Graphics (2nd Edition), Morgan Kaufmann, 2008 ISBN
9780123706386 - case studies of digital compositing work performed in popular films

Derakhshani D, Introducing Autodesk Maya 2016, John Wiley & Sons, 2015 ISBN
9781118862841 - introductory text with good examples of working with industry-popular
3D software

Faulkner A and Gyncild B, Adobe Photoshop CC Classroom in a Book (2014 Release),
Adobe Press, ISBN 9780134308135 - a primer for working with raster images using
industry-standard software

Fridsma L and Gyncild B, Adobe After Effects CC Classroom in a Book 2017 (Pap/Psc
edition), Adobe, 2017 ISBN 9780134665320 - step-by-step introduction to the popular
digital visual effects and compositing application

van Gumster J, Blender For Dummies, John Wiley & Sons, 2015 ISBN 9781119039532 -
getting started building 3D models in Blender; assumes no prior experience

Jago M, Adobe Premiere Pro CC Classroom in a Book (2017 Release), Adobe, 2017 ISBN
9780134665313 - step-by-step guide to the popular video editing and mixing application

Schroder C, The Book of Audacity, No Starch Press, 2011 ISBN 9781593272708 - guide
to the cross-platform audio editor which demystifies its technical jargon

Wright S, Digital Compositing for Film and Video, Focal Press, 2010 ISBN
9780240813097 - tips, techniques, and solutions for dealing with commonly faced
compositing obstacles

Pearson BTEC National Extended Diploma in Information Technology - Delivery Guide

Issue 1 - September © Pearson 2017 17


http://qualifications.pearson.com/endorsed-resources
http://qualifications.pearson.com/endorsed-resources
http://qualifications.pearson.com/en/support/published-resources.html)

UNIT 18: DIGITAL ANIMATION AND EFFECTS

Journals

3D World Magazine - http://www.creativeblog.com/3d-world-magazine

Animation Magazine - http://www.animationmagazine.net/

Computer Arts Magazine - http://www.creativeblog.com/computer-arts-magazine

Computer Graphics World - http://www.cgw.com/Publications/Current-Issue.aspx

ImagineFX Magazine — http://www.creativeblog.com/imaginefx

Videos

Adobe Photoshop Tutorials (https://www.youtube.com/user/NewWorldOps)

The Best Adobe Premiere Pro Quick Tips (https://www.youtube.com/user/BPAQuickTips)

Blender 2.7 Tutorial series
(https://www.youtube.com/playlist?list=PLda3VoSoc TR7X7wfbIBGiRz-bvhKpGkS)

Blender Guru series (https://www.youtube.com/channel/UCOKHwx1VCdgnxwbjyb9lulg)

Free Audacity Tutorials (https://www.youtube.com/user/FreeAudacityTutorial/playlists)

Maya How Tos (https://www.youtube.com/user/MayaHowTos)

Websites

http://www.adobe.com/products/aftereffects.html - Adobe After Effects - A digital visual
effects, motion graphics, and compositing software application

http://www.adobe.com/products/premiere.html — Adobe Premier Pro — A timeline-based
video editing software application

http://www.audacityteam.org/ - Audacity - A free, easy-to-use, multi-platform multi-
track audio editor and recorder

http://www.autodesk.co.uk/products/maya/overview — Autodesk Maya 3D - Professional
3D computer modelling and animation software

https://www.blender.org/ — Open Source 3D creation suite - Free downloads, FAQ, user
community, user galleries and tutorials

https://creativeskillset.org/ — Creative Skillset - Works with the UK'’s screen-based
creative industries to develop skills and talent, from classroom to boardroom, supplying
advice, industry news, information on courses and job roles
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http://www.creativebloq.com/3d-world-magazine
http://www.creativebloq.com/3d-world-magazine
http://www.animationmagazine.net/
http://www.animationmagazine.net/
http://www.creativebloq.com/computer-arts-magazine
http://www.creativebloq.com/computer-arts-magazine
http://www.cgw.com/Publications/Current-Issue.aspx
http://www.cgw.com/Publications/Current-Issue.aspx
http://www.creativebloq.com/imaginefx
http://www.creativebloq.com/imaginefx
https://www.youtube.com/user/NewWorldOps
https://www.youtube.com/user/NewWorldOps
https://www.youtube.com/user/BPAQuickTips
https://www.youtube.com/user/BPAQuickTips
https://www.youtube.com/playlist?list=PLda3VoSoc_TR7X7wfblBGiRz-bvhKpGkS
https://www.youtube.com/channel/UCOKHwx1VCdgnxwbjyb9Iu1g
https://www.youtube.com/user/FreeAudacityTutorial/playlists
https://www.youtube.com/user/MayaHowTos
https://www.youtube.com/user/MayaHowTos
http://www.adobe.com/products/aftereffects.html
http://www.adobe.com/products/premiere.html
http://www.audacityteam.org/
http://www.autodesk.co.uk/products/maya/overview
http://www.autodesk.co.uk/products/maya/overview
https://www.blender.org/
https://creativeskillset.org/

UNIT 18: DIGITAL ANIMATION AND EFFECTS

Pearson is not responsible for the content of any external internet sites. It is essential for
tutors to preview each website before using it in class so as to ensure that the URL is still
accurate, relevant and appropriate. We suggest that tutors bookmark useful websites
and consider enabling learners to access them through the school/college intranet.
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Unit 19: The Internet of Things

Delivery guidance

This is an optional, internally assessed unit that provides an opportunity for learners to
consider the wider implications of IT and how it impacts on the world.

The Internet of Things (I0T) has become a market-changing tool for retailers, service
providers, consumer electronics OEMs and system integrators enabling new products and
services, delivering new revenue streams, operational efficiencies and improved
customer engagement models by providing a new method of interconnectivity between
people, and the devices and services they use.

Conservative estimates claim that by 2020 there will be:
e 4 billion connected people

e $4 trillion revenue opportunities

e 25+ million apps

e 26+ billion embedded and intelligent systems

e 50 trillion GBs of data.

This unit allows learners to investigate the applications of different IoT systems and
services to different sectors. They will develop a design for an IoT system or device to
solve a problem, and will develop a prototype of an integrated IoT system or device to
solve a problem.

There will be many opportunities for research and for learners to explore how the IoT is
relevant to their everyday lives and to areas of personal interest.

The IoT relies on four core skills:

Understanding the purpose

and applications of systems The design and system

and services that make up requirements of the loT
the loT

The Internet of
Things

Technical standards and
security considerations
when working with the loT

Prototyping, reviewing and
evaluating an loT system
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Approaching the unit

This unit has an element of theoretical content, highlighting the underpinning purpose,
principles and characteristics of this new IoT technology, as well as how and why it
reaches so many different industries and sectors. Learners should have the opportunity
to explore the net to consider what is currently available, and some of the emerging IoT
technologies (e.g. nanotechnology (nanosensors and the Internet of Nanothings),
autonomous vehicles, optogenics) and, further forward, systems to improve customer
interactions and the customer experience as well as further developments for augmented
reality.

Having considered the how and why of the IoT, learners will then design and prototype
for the IoT.

The approach to this unit should be:

e As practical as possible to give learners an opportunity to gain a range of IoT-related
design and development skills. This should be done by giving learners ample
opportunity to engage with IoT technologies. Learners should learn practical logic
skills from sites such as IFTTT, which teaches the basic principles of IoT
development.

e You should use the internet to gather a good range of contexts against which to pitch
the learning. Demonstrations are key here to show how the IoT genuinely impacts on
people’s lives.

e Security and ethical considerations give ample opportunity for learners to carry out
independent research into the impacts of these technologies.

Delivering the learning aims

Learning aim A

This aim provides the underpinning content for the IoT and the benefits of this new
technology in the real world. Learners will begin by developing an understanding of the
purpose of systems, the services they provide (such as device monitoring and
management, security, tracking, remote maintenance, meterin) as well as the contexts in
which the IoT operates.

They will look at the principles of common IoT services, such as the collection and
analysis of data that is triggered by actions — the common principles include
product/service operations, the collection and analysis of data and systems monitoring.

To complete this learning aim, learners will explore the regulatory and ethical
characteristics of IoT systems and services (such as risks and security, ethical and
privacy considerations, the law, sustainability and benefits) before examining the
technical characteristics of IoT systems and services.

Learning aim B

As a practical learning aim, learners will need to develop a design for an IoT system or
device to solve a problem. There are similarities here with aspects of systems analysis
and program development, such as investigation, outlining requirements and developing
initial designs and/or prototypes, with the usual diagramming and supporting text that
learners may well have experienced before.

As the IoT frequently has no user/physical intervention and is made up of machines
connecting to other machines and systems, learners explore the architectures and
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communications requirements, including sensors, wireless and wired communications,
and actuators (used in controllers, motors and servos).

An appreciation of the concept that the IoT is built on three domains (device, network
and application) will enable learners to learn how connected networks enable
communications between machines, acting as gateways.

Technical standards are important and some of the organisations involved in setting
standards and monitoring activity are considered. One key question that would provide a
useful discussion could be ‘what would happen if there were no standards and no
gatekeepers?’

The final part of this learning aim is focused on security of IoT systems and devices and
asks learners to examine not only the threats posed to unmanned and unguarded
systems and devices, but the importance of remote management, and the
implementation and use of security protection methods.

Having taken these factors into account, learners will draw on their knowledge and
understanding to develop a design for a device or system with illustrations outlining the
architecture, communication requirements, addresses and security protection methods,
and they will demonstrate a consideration of alternative solutions.

Learning aim C

In this final learning aim, the learners will develop a prototype to solve a problem
identified for an integrated IoT system or device.

To do this, they need to understand how the machines work together, how to manage
the interconnected devices ensuring that these are kept up to date and how rule-based
event triggers enable the execution of smart actions based on sensor events.

Programming techniques and constructs will be lightly relevant here, although this
learning aim focuses more directly on the development of a simplistic prototype for an
IoT solution. There will also be a requirement for working with basic logic, which is a
fundamental component of the IoT, for example, If This Then That design solutions (if
user approaches shop, ping shopping list).

The learning aim completes with an investigation into IoT analytics - how IoT data are
used in various contexts.

Learners will be able to develop a prototype IoT system or device, evidencing their
activity with screen grabs, videos, photos and reports for the raw data collected and for
the results of processing and analysing the data.
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Assessment model (in internally assessed units)

Learning aim

Key content areas

Recommended
assessment approach

A Examine systems and
services that form part of
the Internet of Things

A1l Purpose and applications
of systems and services that
make up the IoT

A2 Principles that underpin
IoT systems and services

A3 Characteristics of
systems and services that
make up the IoT

A written or video report
investigating the systems
and services that make up
the IoT. Learners will cover
the purpose, applications,
principles and
characteristics of systems
and service that make up
the IoT

B Develop a design for an
Internet of Things system
or device to solve a
problem

B1 IoT system or device
design process and
documentation

B2 Machine-to-machine
(M2M) system and device
architecture

B3 Technical standards for
IoT systems and devices

B4 M2M system and device
communication requirements

B5 Security of IoT systems
and devices

C Carry out the prototyping
of an integrated Internet of
Things system or device to
solve a problem

C1 M2M integrated system
or device operations

C2 Programming techniques
and constructs

C3 IoT analytics

A system or device design
portfolio containing the
annotation and illustration
of the architecture,
communication
requirements, addresses
and security protection
measures, including a
comparison of alternative
solutions

The development of a
prototype IoT system or
device with screen grabs,
videos, photos and reports
for the raw data collected
and the results of
processing and analysis of
the data

Assessment guidance

The assessment for this internally assessed unit would benefit from being divided into
two assignments as shown above.

Assignment 1 (learning aim A)

Developed as a written or video report, learners investigate the systems and services

that make up the IoT. They should describe the purpose and applications of IoT systems
in different sectors, going on to explain the principles and characteristics of systems and
services in at least two sectors.

Learners should compare the purpose and applications of at least four devices from at
least two different sectors. The comparisons should focus on the principles and

characteristics from both a technical and general perspective.
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Assignment 2 (learning aims B and C)

Learners should create a design for a system or device ensuring that it meets principles
and standards as studied. Designs should be annotated with feedback sought from
others, outlining improvements that could be made during the implementation stage. The
prototype can be created using any appropriate off-the-shelf hardware and a suitable
language. With partial functionality, the learners should be able to explain how the
solution would solve the problem.

Learners will be expected to use appropriate technical language.

For the higher grades learners will need to justify their design decisions and show how
they have incorporated feedback.

The prototype should be functional, at least in part.
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Getting started

This provides you with a starting place for one way of delivering the unit, based
around the recommended assessment approach in the specification.

Unit 20: The Internet of Things

Introduction

This unit is highly practical in that learners design and create a prototype for an IoT
system or service. To do this, they have to develop an appreciation of IoT as a
concept, and be able to identify sectors where IoT already exists, extrapolating to
potential new opportunities.

As a current area of growth, there will be increasing opportunities for jobs in this area.

Learning aim A - Examine systems and services that form part of the
Internet of Things

Learning aim Al - Purpose and applications of systems and services that
make up the IoT

What is the purpose and application of the systems and services that make up
the IoT?

e Lead a discussion that draws out learners' own knowledge and experience of IoT
and how it affects their lives (in their place of education or in the home). There are
four areas in the specification that you can use as a focus for the discussion -
productivity, safety and security, efficiency and effectiveness and finally the
experience and satisfaction of users. Learners should be able to give real examples
of where they have come into contact with the IoT. There are also many examples
on the internet that you could use to illustrate these four areas.

e Present examples of IoT systems and services in different sector contexts. A
number of the videos listed in the Video Resources section at the end of this guide
give examples that will be useful and which could be hyperlinked into a
presentation.

Learning aim A2 - Principles that underpin IoT systems and services

What are the principles that underpin common IoT systems and services?

e Learners research how the IoT collects and analyses data that triggers actions to
meet a particular need or solve a problem, e.g. climatically controlled greenhouses:
using sensors to gather data on a range of variables and making rule-based
decisions on actions that will be taken. Data are then stored and outputs (growth
yields/harvest) measured in relation to the controls in the environment to improve
efficiency and effectiveness of the environment. Learners should be able to give
examples of other situations during a class discussion (in transport, health,
entertainment and retail - among others).

e Present on the role of the existing internet and telecommunications infrastructure
plays in supporting the IoT systems and services, with examples, along with the
access to and or analysis of both real-time data and analogue data from the
physical and natural world.

e Lead a discussion on the always-on connectivity that allows continuous monitoring
of data from the physical world; this can be developed into a discussion about the
general principles of 24/7 availability.

e Present on The Spectrum of Insight (slides 6 and 7 in the websites listed in the
Resources section of this guide).
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Learning aim A3 - Characteristics of systems and services that make up the
IoT

What are the general and technical characteristics of IoT systems and
services?

Split the class into two halves and then sub-divide the learners into small groups of
3 or 4. Allocate each group of learners either 'general' or 'technical' and then one of
the following:

A. Presentation

B. Web page

C. Quiz

D. Animation/video

E. Technical 250--300 word article.

Learners should then be given a list of the sub-items in the general or technical
category and should work in their groups to create whichever artefact they have
been given. You can change the items in the artefact list to include some of your
own if you wish.

Learners should be encouraged to evaluate the purpose and characteristics of these
different devices (assessment criteria A3)

All learners take part in reviewing each other's artefacts.

Learning aim B — Develop a design for an Internet of Things system or
device to solve a problem

Learning aim B1 - IoT system or device design process and documentation

What are the steps involved in developing a design for an IoT system or
device to solve a problem?

Deliver a presentation that covers the steps involved in investigating for design of
an IoT system including:

o problem definition statement
o purpose requirements
o initial design ideas.

Learners should consider areas of a business model, such as the problem, existing
alternatives, solutions, key metrics, unique value propositions and high level
concept, unfair advantage, channels, customer segment and early adopters, as well
as cost structure and revenue streams.

It is highly likely that this will need to be a revision session only based on the fact
that learners will have met the same concepts in different contexts/units.

Issue a scenario for learners to work with, or create an outline for the tasks and
allow them to choose their own context. When learners undertake the assignment,
they will be working on a potential innovation (or new way of doing something). For
this activity, they can replicate something that exists already - it is the process that
is important here not the product.

Learners should work in small groups to go through an investigation and initial
design. They will use the same context in the next topic.

Learning aim B2 - Machine-to-machine (M2M) system and device architecture
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What is the architecture of M2M communications in IoT systems and devices?

Learners should work in pairs to explore the components and domains described in
the unit content, e.g. sensors, connectivity, platform, analytics, user interface. In
groups, learners could be given a range of IoT scenarios with different architecture
and communication requirements. Each group can come up with a design solution
and present to the class; this will give the class a broad overview of the
implementation possibilities for different scenarios. This activity could also
incorporate features/span over LA B3 and B4 also.

Working with the design created for the previous topic, learners should now work in
the same groups to establish which architecture they would use to implement their
IoT system or service.

They should create a technical specification/outline of their system or service and
present it informally to a member of the technical staff in the department to check
it for appropriateness.

Learning aim B3 - Technical standards for IoT systems and devices

What are the current and relevant industry and internet standards that are set
out by standards organisations?

The specification lists three organisations (ISO, LoRa Alliance and IEEE), with a
number of standards and reference frameworks relevant to the IoT. Give learners a
table to capture research they will undertake individually or in pairs. The three
homepages for these organisations are included in the websites in the Resources
section at the back of this guide. The column headings should read:

o Organisation

o Purpose

o Standard or Reference framework
o Description and scope of standard.

Deliver a presentation to learners that covers these topics, which will enable them
to add anything they missed.

Working with the design and technical specification created with the previous topic,
learners should check their design and specification for adherence to the listed
standards.

Lead a class discussion to check and explore any anomalies.

Learning aim B4 — M2M system and device communication requirements

Learners work together in small groups to investigate the content for a series of
three linked webpages - one for each of the following:

o system and device communication principles
o system and device capabilities

o the identification and network location of secure connected components to
support the design of a scalable and efficient system and devices.

Working together, learners design the content for these pages and storyboard their
plans. They can find suitable web content or YouTube videos, news articles or any
other relevant data that will help them fill the space.

Once the designs are completed, learners informally present their ideas to the class
for feedback.

Continuing the earlier group work, learners should identify the system and device
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communication requirements for the scenario they have been working on.

Learning aim B5 - Security of IoT systems and devices

e Drawing on security content from other units, learners should carry out research in
pairs that will enable them to create a briefing document as if they were advising a
small business client on the security of IoT systems and devices. The briefing
document could be a short report, slide presentation or a leaflet.

e Given a scenario, learners should develop a suitable design solution and measure
these against the scenario to provide a basis for justification.

e Learners should share their documents with an external specialist who will review
them from a technical perspective and give them feedback.

e Continuing the earlier group work, learners should explore their design from a
security perspective. Has security been considered? What should be done to make
their design secure?

Learning aim C - Carry out the prototyping of an integrated Internet of
Things system or device to solve a problem

Learning aim C1 - M2M integrated system or device operations

e Prior to carrying out any formal prototyping, a guest speaker should be invited who
has experience of M2M integrated systems or device operations who can introduce
learners to M2M in a range of contexts. If possible, learners should be able to see
some of these systems in action.

e Initiate a Q&A session to give learners the chance to ask questions and seek
clarification. They should also use this as an opportunity to talk to a specialist about
the system or service they have designed, specifically asking about any pitfalls they
may fall into.

e Depending on the context of the scenario they have been working on as a group,
learners should begin the prototyping process.

e Given a scenario, learners should develop a suitable design solution and measure
these against the scenario to provide a basis for justification.

Learning aim C2 - Programming techniques and constructs

e Deliver a presentation about programming techniques and constructs. It should
include:

o using a software development environment
o off-the-shelf hardware devices
o visual and non-visual programming constructs.

It is highly likely that this will be a revision session only based on the fact that
learners will have met the same concepts in different contexts/units.

e Learners work in their groups to program/develop their prototype and present the
prototype to the class once completed. If an invited audience of Year 1 BTEC
learners or other staff from the department were available, learners would benefit
from having additional feedback. It is likely that this activity will occur over a
number of sessions.

Learning aim C3 - IoT analytics

e Split the class into 3, 6 or 9 groups. Each group should be given one of the
following to investigate:

o extrapolation and prediction
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o metering and billing
o activation of actuators.

Learners collaborate to explore how analytics are used in IoT and create the
content for a blog for the class. The content should be uploaded so that it can be
shared by the learners.

Learners should then reflect on which analytics have been used in their prototype
and should be able to explain them and justify the approach taken.

10
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Details of links to other BTEC units and qualifications, and to
other relevant units/qualifications

This unit links to:

e Unit 4: Programming

e Unit 6: Website Development

e Unit 7: Mobile Apps Development

e Unit 8: Computer Games Development

e Unit 9: IT Project Management

e Unit 11: Cyber Security and Incident Management
e Unit 13: Software Testing

e Unit 14: IT Service Delivery

e Unit 15: Customising and Integrating Applications
e Unit 16: Cloud Storage and Collaboration Tools

Resources

In addition to the resources listed below, publishers are likely to produce Pearson-
endorsed textbooks that support this unit of the BTEC Nationals in Information
Technology. Check the Pearson website (http://qualifications.pearson.com/endorsed-
resources) for more information as titles achieve endorsement.

Textbooks

Bahga A, Internet of Things: A Hands-On Approach (1st Edition), VPT, 2014 ISBN
9780996025515 - this book combines both context with technical aspects, and also
includes some useful case studies.

Greengard S, The Internet of Things (MIT Press Essential Knowledge), MIT Press, 2015
ISBN 9780262527736 - a non-technical guide that is good for giving the Internet of
Things a global and inter-sector context

Kallmereit D, The Silent Intelligence: The Internet of Things (1st Edition), DND Ventures
LLC, 2013 ISBN 9780989973700 - the most academic of the four books suggested here,
which takes a more global approach and contains the opinions of 30 industry veterans,
experts and visionaries from companies like Google, Jawbone, Qualcomm, SAP and
others

McEwen A and Cassimally H, Designing the Internet of Things (1st Edition), John Wiley &
Sons, 2013 ISBN 9781118430620 - a more technical book that has a good perspective
on prototyping

Videos

The Internet of Things: Dr. John Barrett at TEDxCIT (17 minutes) — The observations of
Dr John Barrett, Head of Academic Studies at the Nimbus Centre for Embedded Systems
Research at Cork Institute of Technology
(https://www.youtube.com/watch?v=0QaTIt1C5R-M) (poor sound quality for the first two
minutes, but is then good quality)
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Internet of Things [1/5]: Devices and Local Networks (6 minutes) — The first of a really
interesting series of five videos split into key themes. This first video focuses on devices
and networks (https://www.youtube.com/watch?v=SDJVFr4VUHA).

Internet of Things [2/5]: Embedded Devices (6 minutes) — The second of five videos, this
one focussing on embedded devices (https://www.youtube.com/watch?v=hMPgowfFruo)

Internet of Things [3/5]: Network Protocols and the Internet (6 minutes) — The third of
five videos, this one focuses on network protocols and the internet
(https://www.youtube.com/watch?v=zveRqOwWCSKM&t=8s).

Internet of Things [4/5]: The Cloud (5 minutes) — The fourth of five videos, this one
focusing on the cloud, explaining the cloud as a concept
(https://www.youtube.com/watch?v=I7wQrSBszNc).

Internet of Things [5/5]: The IoT and the RTOS (6.5 minutes) - The final of five videos
that focuses on Real Time Operating Systems (RTOS). It explores the characteristics of
RTOS (https://www.youtube.com/watch?v=SmwhrLzVGQw&t=14s)

Internet of Things (IoT) Architecture for Beginners (4 minutes) - Asks searching
questions about the future of the IoT and how it will develop
(https://www.youtube.com/watch?v=EcWhxb77Gug)

The Internet of Things — An Architectural Foundation and its Protocols (58.5 minutes) - A
highly technical webinar from Cisco's Chief Architect for the IoT Group. This contains
many diagrams and images that learners will find useful
(https://www.youtube.com/watch?v=co2MLgkJVXs).

Top 5 Facts about the Internet of Things (5.5 minutes) — A brief overview of five key
aspects of the IoT (https://www.youtube.com/watch?v=c-Ekz2kK714)

Websites

http://www.computerweekly.com/feature/Internet-of-things-will-drive-forward-lifestyle-
innovations - Internet of Things will drive forward lifestyle innovations — an article that
gives a perspective for the home and commercial applications of IoT

http://www.computerworlduk.com/galleries/data/12-most-powerful-internet-of-things-
companies-3521713/ - 17 most powerful Internet of Things companies 2016: AWS,
Microsoft IBM and more - this is in the form of a clickable slide show (although it also
carousels on a timer), with supporting text that introduces some of the major players in
this area.

https://ec.europa.eu/digital-single-market/en/internet-things — The Internet of Things:
Digital Single Market — Europe's 10T Policy published in September 2016.

https://www.ieee.org/index.html — Institute of Electrical and Electronics Engineers -
homepage for an organisation consisting of technical professionals who have grouped
together to foster technological innovation and excellence for the benefit of humanity

http://www.iiconsortium.org/energy-

summit/presentations/IIC Summit Keynote Dr Tom Bradicich June 23 2015.pdf - 7
Principles of the IoT - this presentation covers the more technical aspects of the IoT,
with slides 6 and 7 useful for explaining The Spectrum of Insight.

http://internetofthingsagenda.techtarget.com/definition/IoT-security-Internet-of-Things-
security — IoT Security (Internet of Things Security) - this link defines IoT security and
raises some serious questions, but also has links to a free download called The
Developer's Guide to IoT (learners can sign up for this with their email by listing their
centre as a corporate entity).
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http://www.internetsociety.org/doc/iot-overview — The Internet of Things (IoT): An
overview - published by the Internet Society, this 50+ page white paper provides an
overview of the IoT and explores related issues and challenges.

http://www.iso.org/iso/home.html — International Organisation for Standardisation - this
is the home page for ISO and has a search facility that learners can use to investigate
the ISO standards listed in the content.

https://www.lora-alliance.org/ — LoRa Alliance - the homepage for the alliance. It is an
open, non-profit association of members that believes the Internet of Things era is now.
Initiated by industry leaders with a mission to standardise Low Power Wide Area
Networks (LPWAN) being deployed around the world to enable the IoT

https://www.wired.com/insights/2014/11/the-internet-of-things-bigger/ - The Internet
of Things is far bigger than anyone realises — an article from Wired that challenges some
preconceptions about the IoT. This article talks about a DSM (Digital Single Market)
Strategy for Europe post-Brexit. With three tabs, learners can explore articles, access
Blogs or can read the latest from the Newsroom.

Pearson is not responsible for the content of any external internet sites. It is essential for
tutors to preview each website before using it in class so as to ensure that the URL is still
accurate, relevant and appropriate. We suggest that tutors bookmark useful websites
and consider enabling learners to access them through the school/college intranet.
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UNIT 20: ENTERPRISE IN IT

Unit 20: Enterprise in IT

Delivery guidance

This unit is a practical unit that develops learners’ business, enterprise and entrepreneurship
skills. Learners will need to show an understanding of technology as they will choose an idea
for a new IT-related product or service. While group work is acceptable during unit
development and in class activities, the assessment should be individual.

This is therefore a good unit for the learners to study if they are considering working for
themselves. Even if they are not, it will produce useful skills that also overlap into interview
techniques.

Approaching the unit

This unit is essentially learner driven as they will need an idea to develop. They should
understand that innovation is not just about creating something new, it could be
enhancements to existing products or services, or finding new markets. It could even be a new
method of providing a service (such as e-Books or streaming music). Researching recent
innovations might help and there are links in the resources to websites that present new ideas
in areas such as wearable technologies, software and architecture.

The approach to this unit should be:

e As practical as possible to give learners an opportunity to develop a range of business,
enterprise and entrepreneurship skills.

e Business scenarios should provide a context for activity.

Delivering the learning aims

Learning aim A

This aim provides the underpinning theory for the unit by introducing enterprise and
entrepreneurship principles and characteristics.

What skills and attributes are needed to be an entrepreneur? What makes enterprises
successful? How can technology contribute to a new business idea or innovation?

There are many examples of technological entrepreneurs that learners could research, such as
Bill Gates, Azim Premji, Fernando Espuelas, Jack Ma, Mark Zuckerberg, An Wang among
others. This learning aim could provide some background reading opportunities.

Learners will undertake a personal skills audit and explore their own skill levels that might, or
might not, make them a good candidate for an entrepreneurial venture.

Learning aim B

Learners carry out group work to investigate an idea for a product or service. They will
collaborate throughout the aim, designing prototypes and product or service outlines, and they
will consider their target market and the research methods they will use to test the market.

You will need to support learners in undertaking this comprehensively, to ensure good design
principles are also applied (drawing on learning from other units), and ensuring that they have
considered the available skill set, or a skill set that they can realistically expect to be available.

Carrying out the research and analysing the results will enable learners to test the potential
market and provide feedback for them to use to tweak their idea or proposals.
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Learning aim C

In the final aim, learners will consider two key business planning models - the more traditional
and the leaner Business Model or Lean Canvas models. These will be compared so that
learners can appreciate their differences.

You could argue that a leaner model is more applicable in today’s volatile markets as it will
allow greater flexibility and responsiveness that are less possible with the more traditional

approach.

Although learners should understand both approaches (traditional and lean), they should focus
on only one in the activities.

The outcome culminates in a presentation that will provide a useful opportunity for learners to
practise their formal presentation skills before undertaking the final assessment for the unit.
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Assessment model (in internally assessed units)

Learning aim

Key content areas

Recommended
assessment approach

A Explore the nature of
enterprise and
entrepreneurship in an IT
context

A1l Entrepreneurship and
enterprise principles and
characteristics

A2 Skills audit and
teamwork

A video, such as YouTube™,
on a successful enterprise
and its entrepreneur that
considers how the
entrepreneur succeeded in
building an enterprise that
supplied products or
services that customers
wanted

A skills self-audit that
identifies both
entrepreneurial and IT
skills, abilities and that
considers teamwork

B Develop a marketing plan
for an IT product or service
based on market research

B1 Select a product or
service idea to market for
an IT enterprise

B2 Research the market
opportunities for an IT
product or service

B3 Marketing planning for
an IT product or service

A marketing plan with
supporting research
identifying the approaches
to be used when launching
an IT product or service to
the market. The market
components of a Business
Model Canvas or a Lean
Canvas could be used, or
alternatively a more
traditional marketing plan
template could be used.

C Present a plan for a start-
up IT enterprise using lean
or traditional business
principles

C1 Lean business planning

C2 Traditional business
planning

C3 Create and present a
start-up plan for an IT
enterprise

Presentation of a plan for a
start-up enterprise that
suggests why the enterprise
will become established and
viable

The product components of
a Business Model Canvas or
a Lean Canvas could be
used, or alternatively a
more traditional business
plan template could be
used.
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Assessment guidance

The assessment for this internally assessed unit would benefit from being divided into three
assignments as shown above.

Assignment 1 (learning aim A)

As the formal assessment for this learning aim, learners should create a video about a
successful enterprise and the entrepreneur that explains the success of the enterprise. An
example (for illustration purposes only — remember that the investigation should be IT related)
would be Anita Roddick’s Body Shop. What were the secrets of success?

Learners carry out a full personal skills audit and share it with their tutor. In this instance, they
should also reflect on areas of weakness and what could be done to address these areas. The
skills self-audit should identify both entrepreneurial and IT skills, abilities and consider
teamwork.

Note that for distinction standard, learners will evaluate how the principles and characteristics
of at least two IT enterprises have contributed towards their success.

Assignment 2 (learning aim B)

Learners create a marketing plan for a product or service that they could develop (this should
not be the product or service that was identified in the classroom groupwork). The plan should
be supported by research and should identify approaches that would be used when launching
an IT product or service to the market. Using a business model as outlined in the assignment
brief, learners should demonstrate an understanding of the components that would be
necessary to market the product or service.

Assignment 3 (learning aim C)

A plan for a business start-up enterprise should be created and a presentation drawn from the
content of the plan. It should suggest how and why the enterprise would become an
established, viable business proposition. The choice of model for this assessment will be linked
directly to the choice made in assignment 2. The learners must formally present their start-up
plan.
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Getting started

This provides you with a starting place for one way of delivering the unit, based
around the recommended assessment approach in the specification.

Unit 20: Enterprise in IT

Introduction

This unit is a practical unit that makes use of learners developing business skills in
addition to their technical learning. This is therefore a good unit for learners to study if
they are considering working for themselves.

Even if they are not, because this unit teaches learners about self-marketing as well as
product or service marketing, it will produce useful skills which also overlap into
interview techniques.

Learning aim A - Explore the nature of enterprise and
entrepreneurship in an IT context

Learning aim Al - Entrepreneurship and enterprise principles and
characteristics

What is enterprise?

e Learners look up a definition of the word enterprise and collaborate as a class to
produce a definition of what enterprise could mean in relation to IT.

e A small group activity where learners create an A3 annotated poster that should
explain what enterprise involves.

What skills and capabilities are needed to support enterprise?

e Lead a discussion on ‘expertise’ and why success in supporting an enterprise
requires both entrepreneurial and technical skills. Discuss the skills and capabilities
at top level and ask learners to offer suggestions about how they might bring
missing skills to the enterprise if they do not have them. For example, family
members with technical skills — but would they work for nothing?

e Explain why they should not attempt an enterprise where they do not have the
expertise (even in part), if they do not have commitment, enthusiasm and
motivation, or if they are particularly risk averse.

e Learners watch and discuss ‘How to Motivate Yourself and Other People’ (see link in
resources section).

What factors make enterprises successful?

The factors that make enterprises successful are largely the same as for any project,
such as skills and planning, but enterprise has an extra dimension, which is the
marketing factor (both for the product or service and for the organisation - or the
entrepreneur in general).

e Presentation focussing on success factors. At this stage, you are merely introducing
the concepts and talking them through. Learners will have an opportunity to
investigate factors such as competitive advantage, perception and market
penetration later in the unit.

What are the attributes needed by a successful entrepreneur?

e Create a checklist in three columns. Column 1 should contain the attributes from
the specification, column 2 should have the heading Definition, and column 3
should be labelled My Attributes. Ask learners to begin by working in pairs to write
a short definition on the checklist for each of the attributes. They will know many
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without needing to look them up, but some might prove a little more challenging.

e Learners individually reflect against each attribute to complete the final column
before a class discussion. During the discussion, the learners should reflect whether
the attribute is something that can be learned or whether it is something you either
have or do not have.

e You could give learners the opportunity to work on any attributes they feel are
weak using some of your centre’s generic personal development resources.

Enterprise planning and technologies and techniques for business

e Learners work in small groups to investigate lean and traditional business modelling
and planning techniques. Learners should be asked how they would ‘teach’ a group
of adults running small businesses about the models and how they work. Learners
should work in small groups and create a series of resources to support this kind of
activity.

e Present on the new technologies used for enterprise such as cloud and open
sourcing (see specification).

Learning aim A2 - Skills audit and teamwork

The skills of the entrepreneur

e Use the 7 Key Entrepreneur Skills and Characteristics video listed in the resources
section at the end of this delivery guide to lead a discussion on the wider range of
skills needed to be successful in enterprise.

e Learners individually use the quiz listed in the resources to assess their own
capabilities. Please ensure you read the note about Question 1. You should also
ensure that learners print out the results.

e Learners individually use the second quiz listed to assess their own capabilities. You
should again ensure that learners print out the results.

e Lead a class discussion where learners reflect on their performance in the quiz. Did
both quizzes have the same or very similar results?

Teamwork and collaboration

e Presentation focussing on teamwork and collaborative working (including using
online tools). Discuss the features of the Google Drive (including simultaneous
editing of documents). What are the advantages and disadvantages of this
functionality?

Skills audit

e Prepare documentation to enable learners to carry out a personal skills audit. The
document should include technical skills, transferable skills, business skills,
attributes and behaviours listed in the specification that are important in the
context of this unit. You should include teamwork skills, leadership skills and any
others that are relevant (you could also look at the skills required in the project unit
if you need any extra detail).

e Learners carry out the skills audit and discuss the outcomes of the audit with you or
their personal tutor. Where possible, learners should be directed to materials that
they can use to address some of the weaknesses.

Mentoring and networking

o Individual activity or paired work to explore local mentoring and networking events.
Learners should establish at least 5 business, entrepreneurial or enterprise
networking or mentoring groups in their region.
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Learning aim B — Develop a marketing plan for an IT product or service
based on market research

Learning aim B1 - Select a product or service idea to market for an IT
enterprise

Identify an IT product or service idea

e Lead a discussion that sets the scene for this learning aim. Many people assume
that innovation comes only from developing new ideas, but the reality is that a
significant number of innovations come from existing products or services
approached in a new way. Sometimes this is a rebranding activity; it could be to
enhance product or service, it could be finding a new market for an existing product
or it could be a new way of doing something (which is why downloadable music and
electronic books were innovations in their time). What is the up to date alternative
to downloading music?

e Give a presentation to learners focusing on criteria that they should consider using
to evaluate their ideas. This should include identification of product or service
features, an assessment in relation to sustainability, security, usability, financial
viability and potential market size (through identifying the target market). You
should ensure that a legal assessment will also be undertaken in line with current
legislation.

Create IT product or service collateral to support market research

e Learners work in small groups to come up with an idea for an IT product or service.
It could be a new wearable technology, or an existing technology with new
features. It could be a new media service or a new software application. Whatever
they decide, learners should create a basic outline that can be used as part of
research activity to test the potential for their idea. They should create design
information (including storyboards and flowcharts) and possibly a prototype or a
series of images (depending on the product or service they are choosing to
research).

Identify the skills required for marketing an IT product or service

e Still working in groups, learners should discuss the skills that will be required for
marketing the product or service including their combined product knowledge,
knowledge of the market, how well they understand customer requirements and
needs for their chosen market and the promotional methods they intend to use.
The promotional methods chosen can be of a mixed variety and could include
technology (such as social media), other media or more traditional methods. The
choice made will, in part, be dictated by the target market. Decisions should be
recorded in a development log or other suitable document for reference purposes.

Learning aim B2 - Research the market opportunities for an IT product or
service

Qualitative and quantitative factors affecting a target market

e Provide a brief for learners for small group research that instructs them to
investigate the qualitative and quantitative factors affecting the market for a
product or service.

o What is a ‘target market’? How do you identify one?

o Having established the target market, what might the typical customer
requirements and needs be for this group of individuals?

o Are there gaps in the market that could be exploited?

o What are the current market trends? Is there interest in this kind of product or
service?
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o What do competitors offer? Are there similar products or services?

o What is the economic climate like? Is the product or service luxury or essential?
In times where the economy is struggling, consumers are less likely to investin
luxury products. What is the current situation?

o What are the business risks? Financial? Reputational?

It might be useful to provide the questions above as a gapped handout for learner to
annotate during their research.

This should lead to a class discussion.
Conduct market research on a prototype or design

e Presentation that focuses on market research and the three key activities they will
need to undertake.

o Planning (including defining the purpose of the research and setting suitable
objectives)

= Deciding what data needs to be collected (primary, secondary)
= How the data will be collected
o Carrying out the research having:
» Defined the sample size and method
= Created the questionnaire or survey they will use
o Learners carry out the research and then analyse the results
» Analysing the results using statistical procedures
* Presenting their findings
*» Drawing conclusions and making recommendations
= Identifying any limitations.

e Continuing their group work, learners should plan and carry out the initial research
as suggested. They should analyse and present the results, making
recommendations about how to proceed. A presentation will help to formalise their
thinking and will provide an opportunity for you to ask questions to clarify your
understanding or point learners in the right direction if there is anything they have
missed.

Learning aim B3 - Marketing planning for an IT product or service

Marketing plans

e Having identified the nature of the product or service to be promoted, learners will
create a marketing plan. You should begin by introducing learners to the
components of a marketing plan. This would be best supported with a template that
you have created that helps the learners to focus on the key components of a plan.
There are a number available on the internet (see link in the Resources section of
this guide) that you could adapt for this particular situation (ensure you cover the
five points listed in the specification).

e Learners work in their groups to create the marketing plan for their idea.
Market testing

e Part of the plan is to test the market before committing resources to a project. A
range of techniques have been listed. Learners should investigate the five options
and decide which of the five would be relevant to their product or service,
committing what they decide to their marketing plan.
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Deciding how effectiveness of the marketing plan will be measured

e To complete the plan, learners need to decide how they will measure the
effectiveness of the marketing activity. Learners explore the following and then
decide which metrics they will use in this activity:

o Volume of sales and rate of sales growth
o Size and growth of market share
o Customer perceptions of the product

o Sales revenue in relation to marketing costs.

Learning aim C - Present a plan for a start-up IT enterprise using lean
or traditional business principles

Learning aim C1 - Lean business planning

Learning aim C2 - Traditional business planning

e Introduce learners to the concepts of lean business planning and traditional
business planning at a top level only. You could use the 2 minute Business Plan
versus Business Model Canvas video (listed in the resources section of this delivery
guide).

e Give a presentation focusing on lean business planning and traditional business
planning (as outlined in the specification) with more detail than in the video. You
should create templates in advance, one for each business planning model outlined.
There are two additional videos listed (totalling 31 minutes) that will provide useful
content for the presentation.

e Invite a guest speaker, if possible, (ideally an IT entrepreneur) to talk to learners
about the business planning techniques they use. Are they traditional, or do they
opt for the lean approach.

Learning aim C3 - Create and present a start-up plan for an IT enterprise

e Learners work in their groups and use the outcomes of the previous group work
(outline idea, market research plans, factors affecting decisions, outline
design/prototype, results of market research, marketing plan and testing strategy
and metrics for measurement and the outline business plan) to create a start-up
plan for their IT enterprise. This should be an outline plan (a full business plan
would be beyond the scope of this activity). The choice of model (lean or
traditional) is at the discretion of the group.

e Learners should create a presentation that they will formally present to an
audience. The audience can be made up of local employers, businessmen or
women, other tutors etc. Learners should seek feedback from the audience.

e Each group should write a short report that reflects on the feedback they received,
and should review their business plan accordingly, stating in the report the nature
of the changes they made and the reasons why.
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Details of links to other BTEC units and qualifications, and to
other relevant units/qualifications

Depending on the choice of project, the following units will provide useful underpinning
knowledge and skills that can be drawn on to create the deliverables:

e Unit 3: Using Social Media in Business
e Unit 14: IT Service Delivery

e Unit 21: Business Process Modelling Tools

Resources

In addition to the resources listed below, publishers are likely to produce Pearson-endorsed
textbooks that support this unit of the BTEC Nationals in Information Technology. Check the
Pearson website (http://qualifications.pearson.com/endorsed-resources) for more information
as titles achieve endorsement.

Textbooks

Mariotti S, The Young Entrepreneur’s Guide to Starting and Running a Business: Find Out
Where The Money Is... And How To Get It (Updated edition), Crown Business, 2014 ISBN
9780385348546 - examples of how young entrepreneurs started their own businesses by
turning a range of hobbies, skills and talents into profitable enterprises

Ries E, The Lean Startup: How Constant Innovation Creates Radically Successful Businesses
(1st Edition), Portfolio Penguin, 2011 Kindle version only - full of practical principles this book
has had excellent reviews.

Videos

7 Key Entrepreneur Skills and Characteristics (6.5 minutes) - this video outlines the key skills
needed to be successful including many of those listed in the specification
(https://www.youtube.com/watch?v=NtOfO5f4-Do).

Business Plan vs Business Model Canvas (2 minutes) - a short video that compares the
traditional with the lean approach (https://www.youtube.com/watch?v=zibpovqlx2g).

How to write an effective business plan (15 minutes) - the more traditional approach to
producing a business plan (https://www.youtube.com/watch?v=zfxWIOAVvbU).

The Lean Canvas Business Model - Creating The Killer Business Plan (16 minutes) - this video
is a good introduction to this business process model
(https://www.youtube.com/watch?v=uE34HsmT6EOQ).

Websites

http://www.business-network.co.uk/ — The Business Network - lunches, seminars and
meetings to explore the local business environment

https://www.entrepreneur.com/article/247560 - Quiz: What's your entrepreneurial IQ? - this
is a fun, 22-question quiz that assesses your entrepreneurial capabilities. Question 1 shows
that the quiz is targeted at US candidates, but learners should treat this as UK and the quiz
does still work well. At the end you see your results and how you compare to others who have
taken the test.

https://www.entrepreneur.com/article/246454 - Quiz: Do You Have What It Takes To Be An
Entrepreneur? — a second quiz made up of 21 questions. In this variation, learners are given
the results for each question as they move through the quiz (in other words, why their answer
is correct or not in relation to becoming an entrepreneur). There is also a final result.
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http://www.findnetworkingevents.com/ - Find Networking Events - a UK directory that can be
filtered by region and town. Sample events could include Women'’s Business Clubs, but would
be relevant for your area.

http://www.marketingdonut.co.uk/marketing/marketing-strategy/your-marketing-
plan/marketing-plan-template — Marketing plan template - this template is really
straightforward and easy to understand and is a useful tool.

http://www.technewsworld.com/ - TechNewsWorld - an online magazine with articles about
cutting edge and emerging technologies across computing, the internet, mobile technology and
security (among other areas)

http://yena.co.uk/ - YENA - a UK-based business networking opportunity for the young and
ambitious. They advertise that they are seeking young entrepreneurial talent.

Pearson is not responsible for the content of any external internet sites. It is essential for
tutors to preview each website before using it in class so as to ensure that the URL is still
accurate, relevant and appropriate. We suggest that tutors bookmark useful websites and
consider enabling learners to access them through the school/college intranet.
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Unit 21: Business Process Modelling Tools

Delivery guidance

Approaching the unit

This unit is an opportunity to acquire knowledge and skills in business process modelling
which is part of the business process reengineering (BPR) methodology.

To understand this as a concept, learners first need to understand how businesses and
their processes are structured.

The approach to this unit should be:

e The use of case studies is essential to bring this unit to life and while some links have
been provided you should make use of other case studies or relevant news items at
your discretion.

e Business scenarios should provide a context for all activity and assessment.

Delivering the learning aims

Learning aim A

Consider mission statements and organisational aims and objectives. You could begin by
discussion your centre’s mission statement with learners. What does it mean? What does it
mean to them? What are the objectives of a centre of education?

Learners will have an opportunity to consider a number of real organisations and while
some are named, these can be replaced with organisations of your choice, or theirs if you
prefer.

What is customer satisfaction? How important is service, price and quality on how business
processes are structured and work?

Investigating organisations and business structures, sectors and functional areas will allow
learners to comment on the internal workings of formal entities. As it is unlikely that they
will all have an intimate knowledge of a business as employees, you could use the centre
as one of the organisations investigated. Which functional areas does your centre have? Is
there an R&D or a Manufacturing function? In the case of a school or college, what
replaces manufacturing?

Learners will be introduced to business processes by category (management, operational
and supporting) and will consider how these interlink to enable the business to operate.

Changing business processes has inherent risks and some of these are explored, along
with ways of mitigating the impact of the risk or risks on the ongoing operations of the
business or organisation.

Learning aim B

The investigation methods used to understand business processes are the same as those
that would be used in any project situation and learners will meet these concepts again
when undertaking Unit 9: IT Project Management.

Formal recording of the investigation should take place using different methods as
appropriate for the situation. This will enable analysis to take place, with problems
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decomposed to a lower level to aid understanding. Alongside the attributes of the process
or processes, the rules which are used in the process will also be defined.

Learners will use business process modelling tools, investigating them as part of the
classroom activity and applying them in the assessment.

Learning aim C

In the final learning aim, learners consider where innovation comes from. You will explain
to learners that innovation can take many forms (such as improving a service, improving
the communication between departments, finding better ways of organising production).

Formally investigating Business Process Reengineering will bring this unit to a close and
learners will consider the impact of this activity by studying the effects of change on an
organisation and its stakeholders. Risk and risk mitigation is essential in managing the
process change activity.

Throughout the unit, learners will be expected to demonstrate the skills, knowledge and
behaviours that will prepare them to be professional practitioners on completion of this
qualification.
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Assessment model (in internally assessed units)

Learning aim

Key content areas

Recommended
assessment approach

A Investigate the processes
that organisations use to
support their activities

A1 Business aims and
objectives

A2 Organisational models
and department functions

A3 Types of business
processes

A4 Drivers for change

A report, blog or presentation
materials covering business
aims and objectives,
organisational models,
department functions and
reasons for change

B Examine an organisation’s
business processes and
activities to inform
improvements

B1 Investigation methods

B2 Analysis of a business
process

B3 Business process
modelling tools

C Develop a plan to improve
an organisation’s business
processes and activities

C1 Sources of innovation to
improve business processes

C2 Business process
redesign and improvement

C3 Change management

C4 Skills, knowledge and
behaviours

Interview recordings,
observation statements and
documentation providing
evidence of the investigationg

Annotated diagrams of
business processes

Records of discussions
covering the analysis of the
impact of business process
changes

Annotated diagram of the
improved business processes

Evidence of feedback
(recording of discussions or
written feedback)

Recorded or written
evaluations of the plan and
the working practices

Assessment guidance

The assessment for this internally assessed unit would benefit from being divided into two

assignments as shown above.

Assignment 1 (learning aim A)

As the formal assessment for this learning aim, learners should create a blog, report or
presentation materials covering business aims and objectives, organisational models,
department functions and reasons for change.

Learners should explain how different types of business processes are used to support the
needs of an organisation and how technologies can be used as part of this.
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Assignment 2 (learning aims B and C)

This assignment combines learning aims B and C into an investigative project. Learners
will produce interview recordings, observation statements and documentation providing
evidence of the investigations.

Annotated diagrams of business processes. Records of discussions covering the analysis of
the impact of business process changes (identifying both the positive and negative
effects).

An annotated diagram of the improved business processes should be created as it can be
used to compare the previous state of the process with its new state.

Evidence of feedback (recording of discussions or written feedback) is essential and
recorded or written evaluations of the plan and the working practices complete the
assessment requirements.
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Getting started

This provides you with a starting place for one way of delivering the unit, based
around the recommended assessment approach in the specification.

Unit 21: Business Process Modelling Tools

Introduction

In order to understand the benefits to business of using IT and technology in their
activities, learners must understand basic business concepts. This unit provides an
opportunity for learners to develop their knowledge and enables them to make the link
between business and technology, exploring how these work together.

Learning aim A - Investigate the processes that organisations use to
support their activities

Learning aim Al - Business aims and objectives

Organisational aims and objectives, mission statements and business goals

e You are going to introduce learners to the concept of business aims and objectives,
and the nature and role of business mission statements and goals. Use the 8-minute
video listed in the resources as a focal point to stimulate a class discussion. This
should be followed by a Q&A to check understanding.

Importance of service levels, customer satisfaction, quality and pricing

e Small group activity to investigate why service, customer satisfaction, quality and
pricing are important aspects. Learners should search the internet to find news items
about how businesses approach these concepts. The following ideas may help:

o Which? has carried out a poll of the best and worst businesses for customer
service

o Amazon and John Lewis are ranked as two of the best in the UK for customer
satisfaction. Why? What other notable companies are on the list? Learners should
consider their personal experience of these organisations and whether they would
agree with their position in the ranking as listed in an October 2016 Guardian
news article.

o Which companies have a good reputation for quality? Forbes research suggests
that The Walt Disney Company was ranked as number 1 in 2014. Learners should
consider some of the other 99 on the list - is this ranking for Disney deserved?
The Forbes ranking is global and includes only 5 UK companies in the top 100.
What do learners think?

o Why is pricing important? Price Waterhouse Cooper has carried out an analysis
and made recommendations. What do they say about the role of price in business
success?

Learners should carry out research and create and present a slide presentation to the
class. You could consider allocating a single component to each group such as price
or customer satisfaction. This will give learners more time to focus on a single area
and find more examples that they can use to illustrate their findings. This will also
mean a wider range of presentation for learners to watch.

Learning aim A2 - Organisational models and department functions

Types of organisation or business
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e Produce a table with three columns, one for Organisation Type, one for Description
and one for Examples. Populate the first column with the categories listed in the
specification. Distribute this to learners and then lead a discussion that will enable
them to complete the table. They should be able to give examples of businesses in
each category, although for sole trader they may have to rely on the type of job
(e.g. plumber or electrician) rather than the name of an actual business.

Industry sectors
e Learners work in pairs to define industry sectors — what do the following mean?
Primary, Secondary, Tertiary

Learners should write a definition and identify real-world examples of companies in
each category. They should share their definitions and examples with the class.

Department functional areas

e Download an image for Business Functional Areas that most closely resembles the
list (an image link is included in the resources section). Print onto A4 and distribute
to learners. Learners take part in a class discussion and annotate the diagram with a
description of the basic functions of each of these areas.

How functional areas interlink to support business aims and objectives

e Prepare a presentation that considers how different areas interlink. This should be a
top level presentation only that prepares learners for the next topic.

Learning aim A3 - Types of business processes

Management, Operational and Supporting processes

e Small group work that explores the three key business processes. Learners use the
38-slide presentation and notes (see link in resources) to create teaching resources
that they will use to teach the rest of the class. You could split the content (per the
title) into three and allocate a specific area to each group. This will mean that they
will have to extract relevant content from the presentation, and support it with
additional research.

Learning aim A4 - Drivers for change

Reasons why business processes need to change

e Although this part of the specification only lists the reasons why business processes
need to change, you should present a balanced view by discussing not only the
benefits, but also potential resistance and challenges that business managers could
face in trying to implement organisational and process change. This is covered in
more depth in learning aim C3 towards the end of the unit. Create and deliver a
presentation to cover the content described.

e Learners should create either a crossword puzzle or dominos game using their
research (see links in resource). The other options (such as wordsearch maker), are
not relevant for this level. The completed game should be tried/used by other
learners in the class.

Learning aim B - Examine an organisation’s business processes and
activities to inform improvements

Learning aim B1 - Investigation methods

Methods used to understand business processes

e Learners work in pairs to research methods used to understand business processes.
They should collaborate to create a short podcast that can be uploaded to the centre
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or course intranet or class social media page so that it can be shared and viewed by
others. Learners should not be restricted to the three methods listed in the
specification and you could encourage them to carry out additional research and add
additional methods. For example - could a questionnaire be used as a method for
gaining information about business processes? The completed podcasts should be
viewed and critiqued by the class.

Methods of recording the details of processes

Observing processes as they happen can be a useful tool in understanding business
processes. For this activity, learners should work in threes. Each team will
investigate the same process (just one from the list below, or an alternative you
decide to include).

o Organise four business/organisational activities for learners to observe for 5
minutes. This could be:

= Your centre's receptionist processing a visitor

= An IT technician responding to and repairing a fault or carrying out an
upgrade

= A member of your centre's web development team making changes to the
centre's website

= A member of the accounting team processing incoming invoices.

During the observation learners are not allowed to interact with the process. A video
recording and audio recording of the process should be made, and the third learner
should take notes.

Following this activity, learners should compare the three records and answer a
series of questions.

1) Which process was the best for capturing the most detail?
2) What are the advantages of each method?
3) Identify the disadvantages of each method.

4) Might any of the other methods studied have provided additional information?
Which methods and how?

Learners should write down the inputs, processes and outputs of the activity they
observed.

Learning aim B2 - Analysis of a business process

The purpose and nature of the business process including inputs, outputs and
process attributes

Deliver a presentation that focuses on business processes and the different forms
they take - for example, paper-based records for recording accounting activity,
physical activities such as adding items or removing them from stock, IT-based
manufacturing systems such as CAD/CAM.

Lead a class discussion asking learners about inputs, processes and outputs, linking
this back to programming units that they have already studied. Discuss process
attributes (these are all the components required for the process - for example, the
attributes of a calculation are the data items used and the arithmetic operators).

Decomposition

Define decomposition and the concept of the sub-process and explain how rules
apply (decision points).
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e Learners investigate decomposition in pairs using the link provided in the resources
section in this document. The guide provides hints and tips on how to undertake this
activity. Learners should create a checklist or some other aide memoir.

Individual activities of processes, rules and decision making

e Provide at least four different business processes for learners to decompose.
Learners should work in pairs to break down the process into its inputs, processes
and outputs, identifying the attributes of the process and any rules that apply.

Learning aim B3 - Business process modelling tools

Tools used to model business processes

e Guest speaker should be invited to explain how they use business modelling tools in
their job role. They should provide examples of these documents for learners to view
and ask questions about.

e Develop this topic further by asking learners to work in pairs and choose two of the
four modelling tools to investigate. Each pair should create a guide to the modelling
tools they have chosen. The completed guides should be presented (talked through,
not a formal presentation) to the class and should be shared by all members of the
class.

Learning aim C - Develop a plan to improve an organisation’s business
processes and activities

Learning aim C1 - Sources of innovation to improve business processes

Sources of innovation to support process improvement

e Begin with a class discussion. What is innovation? Allow learners to provide
examples. The examples they provide may well be limited to new technologies (such
as wearable devices) or new services (such as video streaming) that they have come
into contact with. Explain to learners that innovation can take many forms (such as
improving a service, improving the communication between departments, finding
better ways of organising production).

e Deliver a presentation on sources of innovation. Where does innovation come from?
The specification suggests four potential sources, but this list is not restrictive and
you can add some of your own.

Problem solving and idea creation methods

e Lead a class discussion about brainstorming. Discuss the pros (can take ideas in new
and unexpected directions) and cons (can be a poor use of time, can end up with too
much information to manage, can lack control) of this method for problem solving
and idea creation.

e Work in small groups to investigate cause and effect diagrams (also known as
Fishbone or Ishikawa diagrams). They are used in many analytical methodologies -
for example, Root Cause Analysis. What is a cause and effect diagram? What is it
used for? A link to a video has been provided in the resources list.

e Learners interpret a fishbone diagram (links to two IT-specific examples have been
provided), before creating a diagram based on a case study you will provide. The
final two minutes set out an exercise which you could use and adapt as a problem for
your learners to solve.

Learning aim C2 - Business process redesign and improvement
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Business process reengineering (BPR)

Use of technologies which can support process change

Introduce the concept of BPR (as a component of continuous business improvement)
through a discussion about the reasons why business processes need to be analysed,
redesigned, implemented and tested (e.g. to realign business processes to altered
objectives, to make use of new technologies, meet new demands from stakeholders
such as changes in legislation or environmental considerations). This can be achieved
through a presentation or discussion.

Learners watch the BPR Case Studies video (see links), taking notes. You will need tq
pre-watch the video and set up some questions that you will be able to use in the
subsequent class discussion.

Class discussion, brainstorming available technologies that can contribute to the
process of change. While some are listed in the specification there are many more
that could be suggested. Learners should create a single A3 or A2 poster as a class
that can be placed on the classroom wall as an aide memoir. The poster should
identify a range of technologies, giving ideas on how each one could potentially be
used.

Learning aim C3 - Change management

The effects of change on an organisation

Process change risks and risk mitigation

Pose a question to start a class discussion:

In 2002, Dyson moves manufacturing operations from the UK to Malaysia.

Learners investigate to answer:

o What were the benefits for Dyson?

o What was the impact of this on staffing?

o What was the impact on resources?

o How were customers affected?

o What were the effects on the local economy (in the UK and in Malaysia)?
Learner research should go beyond the single link provided in the resources section.

Once the investigation has been completed, you should lead a discussion on the
actions of Dyson.

You will provide a scenario/case study that allows learners to work in pairs or small
groups to prepare briefing documents or a presentation that will initially reassure
staff about impending business process change. This presentation should itself be
presented to senior managers of the business, as part of a leadership team briefing,
which should also include coverage of the risks that will be present during process
change, and suggesting how some of these risks could be mitigated. The senior
managers should be left in no doubt about the nature and extent of the potential
risks and learners should show that they have considered mitigating as many as
possible, also highlighting those where there is the greatest challenge.

Learning aim C4 - Skills, knowledge and behaviours

For this unit learners will demonstrate an understanding of the skills knowledge and
behaviours that would need to be displayed as part of a business process remodelling
activity.

Pearson BTEC National Extended Diploma in Information Technology - Delivery Guide

Issue 1 - September © Pearson Education Limited 2017



UNIT 21: BUSINESS PROCESS MODELLING TOOLS

Some or all of these skills have been covered in early units in this course (such as Units
3, 4, 5 and 6 - among others). For this reason, no new content will be added here.
Learners should apply the skills learned in other units in this context. They will need to
demonstrate continued professionalism, planning and recording skills and evaluating
outcomes in the same way as in other units.

Particularly important, in the context of this unit, is the process of evaluation and
ensuring that learners can fully justify their recommendations, decisions and approach
taken to the tasks.

They should ensure that they demonstrate appropriate communication skills and are
able to convey their meaning clearly, using an appropriate tone and language, and
respond constrictively to contributions of others.
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Details of links to other BTEC units and qualifications, and to
other relevant units/qualifications

Depending on the choice of project, the following units will provide useful underpinning
knowledge and skills that can be drawn on to create the deliverables:

e« Unit 2: Creating Systems to Manage Information
e Unit 5: Data Modelling

e Unit 14: IT Service Delivery

e Unit 15: Customising and Integrating Applications
e Unit 20: Enterprise in IT

Resources

In addition to the resources listed below, publishers are likely to produce Pearson-
endorsed textbooks that support this unit of the BTEC Nationals in Information
Technology. Check the Pearson website (http://qualifications.pearson.com/endorsed-
resources) for more information as titles achieve endorsement.

Textbooks

Ahmed T, Cox J, Girvan L, Paul A, Paul D, Thompson P and Cadle J, Developing
Information Systems: Practical Guidance for IT Professionals (1st Edition), BCS (British
Computer Society), 2014 ISBN 9781780172453 - information systems that support
business are made up of hardware, software, data, procedures and people. This book is an
introduction to this subject and sector of the IT world.

Cadle J, Paul D and Turner P, Business Analysis Techniques: 99 Essential Tools for Success
(2nd Edition), BCS (British Computer Society), 2014 ISBN 9781780172736 — a guide for
business analysts produced by the British Computer Society. This guide considers a range
of techniques and how to apply them.

Holt J, A Pragmatic Guide to Business Process Modelling (2nd Edition), BCS (British
Computer Society), 2009 ISBN 9781906124120 - a practical guide to business process
modelling that considers how effective and accurate modelling helps businesses
understand their current position so that they can respond to future requirements.

Videos

BPR Case Studies (24 minutes) — a short lecture on BPR and how it has been applied in the
context of a number of businesses to change the way that they operate
(https://www.youtube.com/watch?v=bca91f2zIJE).

Cause and effect analysis (2 minutes) — an introduction to cause and effect diagrams. It
covers how to create a diagram and how to use it
(https://www.mindtools.com/pages/article/newTMC 03.htm).

Decision Tables (4.5 minutes) - a short video that explains the use and context of decision
tables (https://www.youtube.com/watch?v=0K1ZLMQOirWM).

How to draw a UML Use Case Diagram (6 minutes) - a short video that explains Use Case
Diagrams - what they are and what they mean
(https://www.youtube.com/watch?v=UzprPX82Nac).

Organisational Objectives in Business Activity (8 minutes) — an overview of the
cornerstones of business explaining how and why businesses formalise these components
(https://www.youtube.com/watch?v=vT-50mH2Lmg).
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Problem Solving Techniques #8: Flow charts (7 minutes) - how to draw and use flow
diagrams (https://www.youtube.com/watch?v=hN9xemJYwos).

Process Mapping (33 minutes) - this is a comprehensive video which may be better set as
homework (https://www.youtube.com/watch?v=LIJwKZuQUb7g).

UML 2.0 Activity Diagrams (12.5 minutes) — how to create and use Activity Diagrams
(https://www.youtube.com/watch?v=XFTAIj2N2Lc).

Why risk management? - if the objectives of business process improvement is to ensure
that organisations run smoothly and profitably, how should risks be managed? This article
makes some suggestions (http://www.sword-activerisk.com/why-risk-
management/enterprise-risk-management/opportunity-management/business-process-

improvement/).

Websites

http://www.forbes.com/sites/susanadams/2014/04/08/the-worlds-most-reputable-
companies/#6468a3c758c6 - The World's Most Reputable Companies - the results of a
survey naming the top 100 companies in the world for a good reputation.

http://it.toolbox.com/blogs/enterprise-solutions/guidelines-for-decomposing-business-
functions-and-processes-14635 - Guidelines for Decomposing Business Functions and
Processes

http://news.bbc.co.uk/1/hi/business/1801909.stm - Dyson to move to Far East — a BBC
News article about the move of Dyson manufacturing activities to Malaysia

http://www.pwc.co.uk/services/consulting/pricing/the-power-of-pricing-nows-the-time-to-
take-it-seriously.html - The Power of pricing: How to make an impact on the bottom line -
an article that explores price as an important contributory factor in business success

http://slideplayer.com/slide/4949823/ - Chapter 7 — Transaction Processing, Functional
Applications, CRM and Integration - a comprehensive presentation covering Management,
Operational and Supporting processes in business

http://www.telegraph.co.uk/finance/newsbysector/retailandconsumer/12109854/The-
companies-with-the-best-customer-service-in-the-UK.html — The companies with the best
customer service in the UK - a Telegraph news article published on 31st October 2016

http://www.toolsforeducators.com/dominoes/ - Domino maker - this is a free online game
maker for paper/card-based dominoes. Learners supply the content (term and definition)
and complete a series of dominoes that can be printed and played as an educational game.

https://uk.pinterest.com/pin/445786063095086708/ - Business functional areas - this
image covers the list of functional areas listed in the specification, with the addition of IT
and Support.

http://www.which.co.uk/news/2015/09/uks-worst-firm-for-customer-service-revealed-by-
which-poll-414947/ - UK'’s worst firm for customer service revealed by Which? poll - the
best and worst brands for customer service identified by a 2015 survey.

Fishbone diagrams for interpretation:

http://webandnewmedia.tumblr.com/page/5

http://whatis.techtarget.com/definition/fishbone-diagram

Pearson is not responsible for the content of any external internet sites. It is essential for
tutors to preview each website before using it in class so as to ensure that the URL is still
accurate, relevant and appropriate. We suggest that tutors bookmark useful websites and
consider enabling learners to access them through the school/college intranet.
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